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INSTRUCTIONS TO OFFERORS

It is the responsibility of each offeror to:

Follow the format required in the RFP when preparing your response.  Provide responses in a clear and concise manner.

Provide complete answers/descriptions.  Read and answer all questions and requirements.  Proposals are evaluated based solely on the information and materials provided in your written response.

Use any forms provided, e.g., cover page, budget form, certification forms, etc.

Submit your response on time.  Note all the dates and times listed in the Schedule of Events and within the document.  Late proposals are never accepted.

The following items MUST be included in the response.

Failure to include ANY of these items may result in a nonresponsive determination.

(
Signed Cover Sheet

(
Signed Addenda (if appropriate) in accordance with Section 1.4.3

(
Correctly executed State of Montana "Affidavit for Trade Secret Confidentiality" form, if claiming information to be confidential or proprietary in accordance with Section 2.3.1.

(
In addition to a detailed response to all requirements within Sections 3, 4, 5, and Appendices C, D, and E, offeror must acknowledge that it has read, understands, and will comply with each section/subsection listed below by initialing the line to the left of each.  If offeror cannot meet a particular requirement, provide a detailed explanation next to that requirement.
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SCHEDULE OF EVENTS

EVENT
DATE
RFP Issue Date
December 3, 2014
Deadline for Receipt of Written Questions
December 11, 2014
Deadline for Posting Written Responses to State's Website
December 19, 2014
RFP Response Due Date
January 12, 2015
Notification of Product Demonstrations
January 23, 2015*
Product Demonstrations
February 3-5, 2015*
Intended Date for Contract Award
March 1, 2015*
*The dates above identified by an asterisk are included for planning purposes.  These dates are subject to change.
SECTION 1:  INTRODUCTION AND INSTRUCTIONS
1.1
INTRODUCTION
The STATE OF MONTANA, Department of Justice ("State") is seeking a contractor to provide a Customer Service Reservation system, providing software, hardware, and services. The Motor Vehicle Division (MVD) wishes to evaluate both on-premises and software-as-a-service (SaaS) solutions. The new Customer Service Reservation system will help the MVD more efficiently manage customer visits to exam stations, while providing a source of information to support future strategic decision making and resource planning. The overall impact will be an increase in MVD efficiency and customer satisfaction.

A more complete description of the supplies and/or services sought for this project is provided in Section 3, Scope of Project. 
1.2
CONTRACT PERIOD
The contract period is four years, beginning March 1, 2015, and ending February 28, 2019, inclusive.  The parties may mutually agree to a renewal of this contract in one-year intervals, or any interval that is advantageous to the State.  This contract, including any renewals, may not exceed a total of ten years, at the State's option.

1.3
SINGLE POINT OF CONTACT

From the date this Request for Proposal (RFP) is issued until an offeror is selected and announced by the procurement officer, offerors shall not communicate with any state staff regarding this procurement, except at the direction of Penny Moon, the procurement officer in charge of the solicitation.  Any unauthorized contact may disqualify the offeror from further consideration. Contact information for the single point of contact is:

Procurement Officer: Penny Moon
Telephone Number: (406) 444-3313
Fax Number: (406) 444-2529
E-mail Address: pmoon@mt.gov 
1.4
REQUIRED REVIEW

1.4.1
Review RFP.  Offerors shall carefully review the entire RFP.  Offerors shall promptly notify the procurement officer identified above via e-mail or in writing of any ambiguity, inconsistency, unduly restrictive specifications, or error that they discover.  In this notice, the offeror shall include any terms or requirements within the RFP that preclude the offeror from responding or add unnecessary cost.  Offerors shall provide an explanation with suggested modifications.  The notice must be received by the deadline for receipt of inquiries set forth in Section 1.4.2.  The State will determine any changes to the RFP. 

1.4.2
Form of Questions.  Offerors having questions or requiring clarification or interpretation of any section within this RFP must address these issues via e-mail or in writing to the procurement officer listed above on or before December 11, 2014.  Offerors are to submit questions using the Vendor RFP Question and Answer Form available on the OneStop Vendor Information website at: http://svc.mt.gov/gsd/OneStop/GSDDocuments.aspx or by calling (406) 444-2575.  Clear reference to the section, page, and item in question must be included in the form.   Questions received after the deadline may not be considered.
1.4.3
State's Response.  The State will provide a written response by December 19, 2014 to all questions received by December 11, 2014.  The State's response will be by written addendum and will be posted on the State's website with the RFP at http://svc.mt.gov/gsd/OneStop/SolicitationDefault.aspx by the close of business on the date listed.  Any other form of interpretation, correction, or change to this RFP will not be binding upon the State.  Offerors shall sign and return with their RFP response an Acknowledgment of Addendum for any addendum issued. 

1.5
general requirements

1.5.1
Acceptance of Standard Terms and Conditions/Contract.  By submitting a response to this RFP, offeror accepts the standard terms and conditions and contract set out in Appendices A and B, respectively.  Much of the language included in the standard terms and conditions and contract reflects the requirements of Montana law.

Offerors requesting additions or exceptions to the standard terms and conditions, or to the contract terms, shall submit them to the procurement officer listed above by the date specified in Section 1.4.2.  A request must be accompanied by an explanation why the exception is being sought and what specific effect it will have on the offeror's ability to respond to the RFP or perform the contract.  The State reserves the right to address nonmaterial requests for exceptions to the standard terms and conditions and contract language with the highest scoring offeror during contract negotiation. 
The State shall identify any revisions to the standard terms and conditions and contract language in a written addendum issued for this RFP.  The addendum will apply to all offerors submitting a response to this RFP.  The State will determine any changes to the standard terms and conditions and/or contract. 

1.5.2
Resulting Contract.  This RFP and any addenda, the offeror's RFP response, including any amendments, a best and final offer (if any), and any clarification question responses shall be incorporated by reference in any resulting contract.
1.5.3
Understanding of Specifications and Requirements.  By submitting a response to this RFP, offeror acknowledges it understands and shall comply with the RFP specifications and requirements.

1.5.4
Offeror's Signature.  Offeror's proposal must be signed in ink by an individual authorized to legally bind the offeror.  The offeror's signature guarantees that the offer has been established without collusion.  Offeror shall provide proof of authority of the person signing the RFP upon State's request.
1.5.5
Offer in Effect for 120 Calendar Days.  Offeror agrees that it may not modify, withdraw, or cancel its proposal for a 120-day period following the RFP due date or receipt of best and final offer, if required.
1.6
Submitting a PrOPOSAL

1.6.1
Organization of Proposal.  Offerors must organize their proposal into sections that follow the format of this RFP.  Proposals should be bound, and must include tabbed dividers separating each section.  Proposal pages must be consecutively numbered.

All subsections not listed in the "Instructions to Offerors" on page 3 require a response.  Restate the section/subsection number and the text immediately prior to your written response.
Unless specifically requested in the RFP, an offeror making the statement "Refer to our literature…" or "Please see www…….com" may be deemed nonresponsive or receive point deductions.  If making reference to materials located in another section of the proposal, specific page numbers and sections must be noted.  The Evaluator/Evaluation Committee is not required to search through the proposal or literature to find a response.
The State encourages offerors to use materials (e.g., paper, dividers, binders, brochures, etc.) that contain post-consumer recycled content.  Offerors are encouraged to print/copy on both sides of each page.

1.6.2
Failure to Comply with Instructions.  Offerors failing to comply with these instructions may be subject to point deductions.  Further, the State may deem a proposal nonresponsive or disqualify it from further consideration if it does not follow the response format, is difficult to read or understand, or is missing requested information.
1.6.3
Multiple Proposals.  Offerors may, at their option, submit multiple proposals.  Each proposal shall be evaluated separately.
1.6.4
Price Sheets.  Offerors must use the RFP Price Sheets found in Appendix C. These price sheets serve as the primary representation of offeror's cost/price.  Offeror should include additional information as necessary to explain the offeror's cost/price. 

1.6.5
Copies Required and Deadline for Receipt of Proposals.  Offerors must submit one original proposal and two copies to the State Procurement Bureau. In addition, offerors must submit six electronic copies on universal serial bus (USB) flash drives in Microsoft Word or portable document format (PDF), the electronic copies of the proposal, along with all attachments, must be searchable as a single document, with each section heading bookmarked.   If any confidential materials are included in accordance with the requirements of Section 2.3.2, they must be submitted on a separate USB flash drive.
each Proposal must be sealed and labeled on the outside of the package clearly indicating it is in response to RFP15-2893P. Proposals must be received at the reception desk of the State Procurement Bureau prior to 2:00 p.m., Mountain Time, January 12, 2015.  Offeror is solely responsible for assuring delivery to the reception desk by the designated time.
1.6.6
Facsimile Responses.  A facsimile response to an RFP will ONLY be accepted on an exception basis with prior approval of the procurement officer and only if it is received in its entirety by the specified deadline.  Responses to RFPs received after the deadline will not be considered.

1.6.7
Late Proposals.  Regardless of cause, the State shall not accept late proposals.  Such proposals will automatically be disqualified from consideration.  Offeror may request the State return the proposal at offeror's expense or the State will dispose of the proposal if requested by the offeror.  (See Administrative Rules of Montana (ARM) 2.5.509.)
1.7
COSTS/OWNERSHIP OF MATERIALS
1.7.1
State Not Responsible for Preparation Costs.  Offeror is solely responsible for all costs it incurs prior to contract execution.
1.7.2
Ownership of Timely Submitted Materials.  The State shall own all materials submitted in response to this RFP.
SECTION 2:  RFP STANDARD INFORMATION

2.1
AUTHORITY

The RFP is issued under 18-4-304, Montana Code Annotated (MCA) and ARM 2.5.602.  The RFP process is a procurement option allowing the award to be based on stated evaluation criteria.  The RFP states the relative importance of all evaluation criteria.  The State shall use only the evaluation criteria outlined in this RFP.
2.2
Offeror Competition
The State encourages free and open competition to obtain quality, cost-effective services and supplies.  The State designs specifications, proposal requests, and conditions to accomplish this objective.
2.3
Receipt of Proposals and Public Inspection

2.3.1
Public Information.  Subject to exceptions provided by Montana law, all information received in response to this RFP, including copyrighted material, is public information.  Proposals will be made available for public viewing and copying shortly after the proposal due date and time.  The exceptions to this requirement are:  (1) bona fide trade secrets meeting the requirements of the Uniform Trade Secrets Act, Title 30, chapter 14, part 4, MCA, that have been properly marked, separated, and documented; (2) matters involving individual safety as determined by the State; and (3) other constitutional protections.  See 18-4-304, MCA.  The State provides a copier for interested parties' use at $0.10 per page.  The interested party is responsible for the cost of copies and to provide personnel to do the copying. 

2.3.2
Procurement Officer Review of Proposals.  Upon opening the proposals in response to this RFP, the procurement officer will review the proposals for information that meets the exceptions in Section 2.3.1, providing the following conditions have been met:

●
Confidential information (including any provided in electronic media) is clearly marked and separated from the rest of the proposal.

●
The proposal does not contain confidential material in the cost or price section.

●
An affidavit from the offeror's legal counsel attesting to and explaining the validity of the trade secret claim as set out in Title 30, chapter 14, part 4, MCA, is attached to each proposal containing trade secrets.  Counsel must use the State of Montana "Affidavit for Trade Secret Confidentiality" form in requesting the trade secret claim.  This affidavit form is available on the OneStop Vendor Information website at:  http://svc.mt.gov/gsd/OneStop/GSDDocuments.aspx or by calling (406) 444-2575.
Information separated out under this process will be available for review only by the procurement officer, the evaluator/evaluation committee members, and limited other designees.  Offerors shall pay all of its legal costs and related fees and expenses associated with defending a claim for confidentiality should another party submit a "right to know" (open records) request.
2.4
CLASSIFICATION AND EVALUATION OF PROPOSALS

2.4.1
Initial Classification of Proposals as Responsive or Nonresponsive.  The State shall initially classify all proposals as either "responsive" or "nonresponsive" (ARM 2.5.602).  The State may deem a proposal nonresponsive if:  (1) any of the required information is not provided; (2) the submitted price is found to be excessive or inadequate as measured by the RFP criteria; or (3) the proposal does not meet RFP requirements and specifications.  The State may find any proposal to be nonresponsive at any time during the procurement process. If the State deems a proposal nonresponsive, it will not be considered further.

2.4.2
Determination of Responsibility.  The procurement officer will determine whether an offeror has met the standards of responsibility consistent with ARM 2.5.407.  An offeror may be determined nonresponsible at any time during the procurement process if information surfaces that supports a nonresponsible determination.  If an offeror is found nonresponsible, the procurement officer will notify the offeror by mail.  The determination will be included within the procurement file.

2.4.3
Evaluation of Proposals.  An evaluator/evaluation committee will evaluate all responsive proposals based on stated criteria and recommend an award to the highest scoring offeror.  The evaluator/evaluation committee may initiate discussion, negotiation, or a best and final offer.  In scoring against stated criteria, the evaluator/evaluation committee may consider such factors as accepted industry standards and a comparative evaluation of other proposals in terms of differing price and quality.  These scores will be used to determine the most advantageous offering to the State.  If an evaluation committee meets to deliberate and evaluate the proposals, the public may attend and observe the evaluation committee deliberations.

2.4.4
Completeness of Proposals.  Selection and award will be based on the offeror's proposal and other items outlined in this RFP. Proposals may not include references to information such as Internet websites, unless specifically requested.  Information or materials presented by offerors outside the formal response or subsequent discussion, negotiation, or best and final offer, if requested, will not be considered, will have no bearing on any award, and may result in the offeror being disqualified from further consideration.
2.4.5
Achieve Minimum Score.  Any proposal that fails to achieve 59% of the total available points for Sections 3.2, 3.3, 3.4, 3.5, 3.6, 4.2.1, 4.2.2, 4.2.3, 4.2.4, and Appendix D  will be eliminated from further consideration.  A "fail" for any individual evaluation criteria may result in proposal disqualification at the discretion of the procurement officer.

2.4.6
Opportunity for Discussion/Negotiation and/or Product Demonstration.  After receipt of proposals and prior to the recommendation of award, the procurement officer may initiate discussions with one or more offerors should clarification or negotiation be necessary.  Offerors may also be required to make a product demonstration to clarify their RFP response or to further define their offer.  In either case, offerors should be prepared to send qualified personnel to Helena, Montana, to discuss technical and contractual aspects of their proposal. Product demonstrations, if requested, shall be at the offeror's expense. 
If offeror is requested to demonstrate its product, the agenda and flow of demonstration must follow the course of the functional requirements set forth in Appendix D in no more than a three hour period, and uniquely address each requirement.  Offeror will be expected to describe how each requirement is satisfied and, demonstrate satisfaction of the requirement where possible.  
2.4.7
Best and Final Offer.  Under Montana law, the procurement officer may request a best and final offer if additional information is required to make a final decision.  The State reserves the right to request a best and final offer based on price/cost alone.  Please note that the State rarely requests a best and final offer on cost alone.
2.4.8
Evaluator/Evaluation Committee Recommendation for Contract Award.  The evaluator/ evaluation committee will provide a written recommendation for contract award to the procurement officer that contains the scores, justification, and rationale for the decision.  The procurement officer will review the recommendation to ensure its compliance with the RFP process and criteria before concurring with the evaluator's/evaluation committee's recommendation.
2.4.9
Request for Documents Notice.  Upon concurrence with the evaluator's/evaluation committee's recommendation, the procurement officer will request from the highest scoring offeror the required documents and information, such as insurance documents, contract performance security, an electronic copy of any requested material (e.g., proposal, response to clarification questions, and/or best and final offer), and any other necessary documents.  Receipt of this request does not constitute a contract and no work may begin until a contract signed by all parties is in place.  The procurement officer will notify all other offerors of the State's selection.

2.4.10
Contract Execution.  Upon receipt of all required materials, a contract (Appendix B) incorporating the Standard Terms and Conditions (Appendix A), as well as the highest scoring offeror's proposal, will be provided to the highest scoring offeror for signature.  The highest scoring offeror will be expected to accept and agree to all material requirements contained in Appendices A and B of this RFP.  If the highest scoring offeror does not accept all material requirements, the State may move to the next highest scoring offeror, or cancel the RFP.  Work under the contract may begin when the contract is signed by all parties.
2.5
STATE'S RIGHTS RESERVED
While the State has every intention to award a contract resulting from this RFP, issuance of the RFP in no way constitutes a commitment by the State to award and execute a contract.  Upon a determination such actions would be in its best interest, the State, in its sole discretion, reserves the right to:

●
Cancel or terminate this RFP (18-4-307, MCA);

●
Reject any or all proposals received in response to this RFP (ARM 2.5.602);

●
Waive any undesirable, inconsequential, or inconsistent provisions of this RFP that would not have significant impact on any proposal (ARM 2.5.505);

●
Not award a contract, if it is in the State's best interest not to proceed with contract execution (ARM 2.5.602); or

●
If awarded, terminate any contract if the State determines adequate state funds are not available (18-4-313, MCA). 

2.6
DEPARTMENT OF ADMINISTRATION POWERS AND DUTIES

The Department of Administration is responsible for carrying out the planning and program responsibilities for information technology (IT) for state government.  (Section 2-17-512, MCA)  The Chief Information Officer is the person appointed to carry out the duties and responsibilities of the Department of Administration relating to information technology.  The Department of Administration shall:

●
Review the use of information technology resources for all state agencies;

●
Review and approve state agency specifications and procurement methods for the acquisition of information technology resources; and
●
Review, approve, and sign all state agency IT contracts and shall review and approve other formal agreements for information technology resources provided by the private sector and other government entities.

2.7
COMPLIANCE WITH STATE OF MONTANA IT STANDARDS

The offeror is expected to be familiar with the State of Montana IT environment.  All services and products provided as a result of this RFP must comply with all applicable State of Montana IT policies and standards in effect at the time the RFP is issued.  The offeror must request exceptions to State IT policies and standards in accordance with Section 1.6 of this RFP.  It will be the responsibility of the State to deny the exception request or to seek a policy or standards exception through the Department of Administration, State Information Technology Services Division (SITSD).  Offerors are expected to provide proposals that conform to State IT policies and standards.  It is the intent of SITSD to utilize the existing policies and standards and not to routinely grant exceptions.  The State reserves the right to address nonmaterial requests for exceptions with the highest scoring offeror during contract negotiation.
The links below will provide information on State of Montana IT strategic plans, current environment, policies, and standards.
State of Montana Information Technology Strategic Plan

http://itsd.mt.gov/stratplan/statewide/default.mcpx
State of Montana Information Technology Environment

http://itsd.mt.gov/techmt/compenviron.mcpx
State of Montana IT Policies

http://itsd.mt.gov/policy/policies/default.mcpx
State of Montana Software Standards

http://itsd.mt.gov/policy/software/default.mcpx
SECTION 3:  SCOPE OF PROJECT
To enable the State to determine the capabilities of an offeror to provide the supplies and perform the services specified in the RFP, the offeror shall respond to the following regarding its ability to meet the State's requirements.
All subsections of Section 3 not listed in the "Instructions to Offerors" on page 3 require a response.  Restate the subsection number and the text immediately prior to your written response.
NOTE:  Each item must be thoroughly addressed.  Offerors taking exception to any requirements listed in this section may be found nonresponsive or be subject to point deductions.
The scope of the project includes selection, acquisition, and implementation of the Customer Service Reservation system. The requirements for the system are summarized below and set forth in detail in Appendix D.
3.1
BACKGROUND
The Montana Department of Justice Motor Vehicle Division (MVD) constantly raises the bar to provide excellent service to its customers. The Division strives to identify, develop, and implement cost-effective programs that benefit the interests, safety, and well-being of Montana citizens through licensing, registering, and regulating the motoring activities of the public.

The MVD’s Driver License Bureau (DLB) carries out this mission by conducting driver examinations and by issuing regular/commercial driver licenses and motorcycle endorsements. The DLB also produces identification cards, provides vehicle identification number (VIN) inspections, and investigates driver licensing fraud. The DLB provides its services at fifty permanent and part-time driver services stations located around Montana.
The MVD currently requires customers to schedule appointments (either online or by telephone) for driver services in driver exam stations located in the following Montana cities/towns: Billings, Bozeman, Columbus, Eureka, Glendive, Great Falls, Helena, Kalispell, Miles City, Missoula, Red Lodge, Sidney, Superior, and Townsend. All other driver exam stations operate on a first-come, first-served basis. All stations allow customers who need license renewals or replacement licenses to skip making an appointment, and can walk in to a driver exam station at their convenience. Approximately 20% of the customers are walk-ins.
The MVD’s existing online appointment scheduling service allows customers to schedule, view, edit, or cancel an appointment for most driver licensing services. The online appointment scheduling service is available through the state of Montana’s internet portal, https://doj.mt.gov/driving/appointment-scheduling/. This scheduling service is not integrated with the Driver’s License database, nor is it supported by android or Apple. MVD is moving to a HTML5 and CSS3 architechture. The MVD’s Customer Care Center, located at MVD headquarters in Helena, also schedules customer appointments by telephone during regular business hours, Monday through Friday, 8:00 a.m. to 5:00 p.m. Average customer traffic counts by location are provided in Appendix F. 
The MVD does not currently use any form of automated customer queue management. MVD driver exam stations that require appointments use the information collected through the existing appointment scheduling system to manage the flow of customers during the business day. The introduction of Customer Service Reservation at driver exam stations will enable the MVD to streamline and improve the overall customer and employee experience. The number of locations that will implement these services is dependent upon the solution and costs. However, MVD would like the option to implement a solution in all locations and may be interested in adding queuing at a future date.
3.2
DESIGN OBJECTIVES
The application could be hosted by the contractor or the State of Montana and made available to customers via the Internet. The new system will help the MVD to more efficiently manage customer visits to driver license exam stations, while providing a source of information to support strategic decision making and resource planning. The State expects the implementation of the Customer Service Reservation system to accomplish the following business goals:
· Provide for more efficient management of the daily flow of MVD – customer service interactions. 

· Allow customers or MVD employees to schedule, cancel, change, or confirm driver services appointments via text, web interface, or mobile application.

· Reduce the amount of time customers need to wait for driver license services.

· Reduce the number of appointment no-shows for driver services (through use of automated reminders) and same day service reservations.

· Provide greater flexibility for managing MVD employees’ availability for times that they cannot service customer during the work day, e.g. lunch and mid-day breaks, personal appointments, etc.

· Improve the customer experience by reducing customer wait times at the exam stations.

· Track and project the flow of customers.

· Optimize use of MVD employees and resources.

· Generate data and insights to drive ongoing business improvements.
MVD expects schedules to be viewable for six months and reporting data to be archived in the system for three years. Examples of the reports MVD expects to access are: number of customers per location/day/week/month; number of no-shows per location/day/week/month; employee productivity (if applicable); wait times by location; and service/operating level agreement reports.
3.2 Response Guideline: Offeror shall fully describe its system design.
3.3
PROJECT SCOPE AND MAJOR MILESTONES
3.3.1
Project Scope.  MVD estimates that there could be 100 concurrent users if the system is deployed to all locations. This would include employees at each workstation and administrative users viewing reports, status at a given venue, etc.The scope of this project for each phased delivery outlined herein includes, but is not limited to:

· Update user functional requirements.

· Update technical requirements.

· Provide the detail design.

· Program all application components, including reports.

· Coordinate and participate in peer review and acceptance reviews of all system components.

· Prepare the training materials, train key State employees, and work with the State to deploy an effective training program based on using State employees to perform primary training for end users. MVD expects at least one train-the-trainer session to be held in Helena and other training sessions could be Computer Based Training.
· Test the application.

· Coordinate and facilitate the production environment go-live.

· Complete post-production transition of support and maintenance of State managed components to DOJ employees, and provide support for these components through warranty period.

· Provide ongoing application usage, access, support, and maintenance services to the State through the life of the contract.
3.3.2
Project Milestones.  The State’s projected milestones for implementing the Customer Service Reservation  system are as follows:
	Project Initiation

	Requirements Validation and Business Process Model Definition

	Design Acceptance and Implementation Approach

	Project Plan that includes timelines and resource allocations

	Training Requirements Definition and Plan

	Testing Requirements Definition and Plan

	User Acceptance

	System Delivery and Production Implementation

	System Warranty

	Final Acceptance

	System Operations and Maintenance Support


3.3 Response Guideline: Offeror shall provide a project timeline addressing project scope and milestones. An updated project timeline shall be submitted within 30 days of contract signature.  
3.4
PROJECT PHASES, TEAM RESPONSIBILITIES, AND DELIVERABLES
This project includes multiple, and in some cases, concurrent implementation phases for various aspects of the total system implementation. Each major phase will have its own established plan, including the various phases and team roles and responsibilities below:
	Function
	Workgroup / Individuals
	Primary Responsibility / Deliverable
	Project Phase

	Review Requirements
	Contractor or Contractor team, primary role

Key participants:

MVD Business Lead 
Contractor Project Manager

DOJ Application Services Manager or designee

DOJ IT Project Manager
	· Review and understand DOJ Information Technology Services Division’s (JITSD) application standards.

· Review and confirm business requirements and reporting requirements.

· Review, clarify and confirm conceptual design.

· Develop user acceptance criteria.

· Update business requirements document with any changes.

· Secure approval of Contractor Project Manager, MVD Business Lead, DOJ IT Project Manager, and DOJ Application Services Manager or designee.
· Offeror and their staff must submit to a Federal, finger print based background check.   
	Initiating Phase

	Project Plan, work breakdown structure (WBS) and Schedule
	Contractor or Contractor team, primary role

Key Participants:

Contractor Project Manager

DOJ IT Project Manager
	· Update the project plan, work breakdown structure (WBS), and schedule.  This will occur following activities accomplished in the Initiation Phase.  This will become the baseline project plan and schedule.

· Secure approval for the updated project plan, WBS, and schedule from the DOJ IT Project Manager.

· Maintain and update the project plan as changes occur.

· Maintain the project schedule and provide biweekly progress status reports and schedule updates to the DOJ IT Project Manager and MVD Business Lead.
	Planning Phase

	Application Design


	Contractor or Contractor team, primary role

Key Participants:

Contractor Application

Development Manager or designee

MVD Business Lead

DOJ Application Services Manager or designee
	· Develop, document and secure approval for the detail design, technical specifications, and reports from MVD Business Lead, DOJ IT Project Manager, Contractor Project Manager, DOJ Application Services Manager, and Contractor Application Development Manager.


	Executing and Control Phases

	Programming and System Testing
	Contractor or Contractor team, primary role

Key Participants:

Contractor Application Development Manager or designee

DOJ Application Services Manager or designee

MVD Business Lead or designee (for testing)


	· Program the design, provide code for code reviews (if required), and secure approval for content and confirmation to DOJ standards for the code.

· Program and secure approval for any interfaces.

· Program and secure approval for any reports.

· Develop, document, and secure approval for the Test Plan from DOJ IT Project Manager and MVD Business Lead.

· Develop and execute system tests.

· Secure approval of completed tests from DOJ IT Project Manager and MVD Business Lead.
	Executing and Control Phases

	User Acceptance Testing
	DOJ Application Services Manager or designee

MVD Business Lead or designee, primary role for test case development and test coordination

Key Participants:

Contractor Application Development Manager or designee

DOJ Application Services Manager or designee

MVD Business Lead or designee

State employees as needed to perform testing

Go-Live User Group Representative (will vary by phase)


	· Develop user acceptance test (UAT) plan and obtain approval of test plan from MVD Business Lead, DOJ IT Project Manager, and DOJ Application Services Manager or designee.

· Execute UAT and obtain approval of results from MVD Business Lead, DOJ IT Project Manager, DOJ Application Services Manager or designee, and other State leadership as determined necessary.
	Executing and Control Phases

	Training
	Contractor or Contractor team, primary role

Key Participants:

Contractor Application Development Manager or designee

DOJ Application Services Manager or designee

MVD Business Lead or designee


	· Develop training plans and materials for training end users and affected MVD and DOJ IT employees

· Obtain approval of plans and materials from MVD Business Lead, DOJ IT Project Manager, and DOJ Application Services Manager or designee.

· Execute user training and obtain approval of results from MVD Business Lead, DOJ IT Project Manager, and DOJ Application Services Manager or designee.
	Executing and Control Phases

	Data Preparation
	Contractor or Contractor team, primary role

Key Participants:

Contractor Application Development Manager or designee

MVD Business Lead

DOJ Application Services Manager or designee


	· Obtain insurer agreements, prepare to collect insurer data, and load data into Contractor’s system.

· Develop, document, and present reporting requirements and methods.

· Develop data matching and accuracy processes and reports.

· Obtain approval from MVD Business Lead, DOJ IT Project Manager, Contractor Project Manager, DOJ Application Services Manager, and Contractor Application Development Manager.
	Executing and Control Phases

	Implementation 
	Contractor or Contractor team, primary role

Key Participants:

MVD Business Lead

Contractor Project Manager

Contractor Application Development Manager

DOJ Application Services Manager or designee

DOJ IT Project Manager
	· Develop/update and secure final approval for the Implementation Plan and Schedule from MVD Business Lead, DOJ IT Project Manager, and DOJ Application Services Manager.

· Execute go-live plan.
	Executing and Control Phases

	Support and Knowledge Transition
	Contractor or Contractor team, primary role

Key Participants:

MVD Business Lead

DOJ Application Services Manager or designee

DOJ IT Project Manager
	· Complete maintenance and support documentation and document all work products being turned over to DOJ by Contractor.

· Train DOJ Application Services and other DOJ employees who will provide maintenance and support.
	Executing and Control Phases

	Final Acceptance
	Contractor or Contractor team, primary role

Key Participants:

MVD Business Lead

DOJ Application Services Manager 

DOJ IT Project Manager
	· DOJ IT Project Manager obtains approvals from MVD Business Lead and DOJ Application Services Manager for final acceptance of delivered product.

·  DOJ IT Project Manager will release retention funds upon completion of the post-implementation hold period, if applicable.
	Closeout Phase

	Implementation Completion
	DOJ IT Project Manager

DOJ Application Services Manager 

DOJ Support Services Manager
	· Complete documentation of project closure, including updates to project budget, status reports, issue logs, and risk registers, and all other relevant project documentation.

· Complete transition of project to ongoing operations and maintenance status.
	Closeout Phase

	Ongoing Operations and Maintenance
	MVD Business Lead

DOJ IT Project Manager

DOJ IT Application Services Manager 

DOJ IT Support Services 
         Manager
	· Monitor ongoing operations and maintenance of system

· Monitor periodic Key Performance Indicators for system, e.g. usage rates, data accuracy, etc.

· Plan and execute change orders for enhancements as needed
	Closeout Phase


3.4 Response Guideline: Offeror shall provide a detailed project work plan addressing each project phase, key staffing roles and responsibilities, and deliverables.
3.5
PROJECT ASSUMPTIONS
Offeror and the State assume the following:
· DOJ will provide a DOJ Project Manager, an MVD Business Lead, and a DOJ Application Services Manager, and/or their designees, who will coordinate work with contractor staff. These individuals will be contractor’s primary point of contact to assist in providing department technology standards, monitor performance, and serve as the initial reviewers and approvers of the deliverables and documents produced by contractor.
· DOJ will provide a Project Manager who will be the point of contact for the contract, reviews and approvals of project management deliverables, and final acceptance.

· Contractor may perform offsite work at any time.

· Onsite work performed by the contractor will be conducted Monday through Friday (excluding State observed holidays) from 8:00 AM to 5:00 PM, Mountain Time, and DOJ contacts or designees will be available during those hours.  Exceptions will require prior approval from the DOJ IT Project Manager.

· Contractor will provide qualified staff with senior-level skills and experience applicable to the management and technical needs of the project work.

· Contractor will follow DOJ technology standards in this assignment to the extent to which they apply, e.g. for any application component that will exist within DOJ’s or the State’s environment (servers, communications equipment, customized programming, etc.) and for any interface, remote maintenance, or connection between system components and State systems and networks. See Section 3.7 below for a technical architecture overview of the supported DOJ environment.
· Contractor will utilize existing DOJ standard templates for documentation and deliverables where applicable and available.
3.5 Response Guideline: Offeror shall describe their understanding of the project assumptions and add any details it feels are missing or misstated.
3.6
PROJECT RISKS
All changes to the production systems environment involve some risk of affecting the availability and performance of existing systems and networks. Therefore, contractor will coordinate all such changes with the DOJ Project Manager and designees through DOJ’s normal change control processes.

DOJ anticipates no other significant risks associated with this project.
Offeror must provide a detailed list of critical and high level risks associated with this project, based on its experience, and a detailed list of mitigation plans addressing each of the identified risks. Use the table below.
	TITLE
	DESCRIPTION
	EXPOSURE
	PROJECT RISK
	MITIGATION PLAN
	OTHER INFORMATION

	
	
	
	
	
	

	
	
	
	
	
	


3.6 Response Guideline: Offeror shall fully describe all risks it anticipates and offer mitigation plans.
3.7
DOJ TECHNICAL ARCHITECTURE
The selected offeror must commit contractually to work within the described architecture not only now but with future planned upgrades. It will be the contractor’s responsibility to keep up-to-date with the identified commercial products used or interfaced by the contractor.

· All desktops and laptops are Intel based using a variety of Microsoft Windows operating systems, such as Windows 7, Windows 8, and Windows 8.1 Professional 64 bit. Microsoft Internet Explorer version 8 -11 is the currently supported browser. Office 2007-2013 are the currently supported productivity suites.

· Applications must be compatible with the current Windows server and Desktop operating systems in use by DOJ. 
· The contractor must: 
· Support two most recent Microsoft Windows Server and Microsoft Desktop Operating Systems versions. 
· Provide a high-level upgrade path to the next new Microsoft OS release version within 6 months of Microsoft RTM release and submit a technical upgrade path plan for DOJ-IT approval within 12 months of Microsoft release of that OS version, then 18 months for sign-off for deployment into production. 
· Support new Microsoft Windows Server, Microsoft Windows desktop operating system and browser releases after they have been released to manufacturing. 
· Red Hat Linux versions AS6 and above, as well as IBM AIX 6.1 and 7.1 operating systems are in use. 
· Contractor is expected to test its application with Microsoft security patches. Normal patches are required to be tested within one month of release, critical security patches are required to be tested within 48 hours of release, and OOB (out of band) patches are expected to be tested within one week of release.  See ISSO Vulnerability Management Procedure in Appendix F for more details.

· If the application requires .NET, the .NET runtime required shall be at a level generally available from Microsoft.

· The DOJ operates an environment with shared web application servers running on VMware ESX 5.5.
· Supported Database Management Systems are Microsoft SQL Server 2008 R2 and 2012, Enterprise 64-bit editions or Oracle Real Application Cluster 11.1 and 11.2.  

· Supported web servers are the Microsoft IIS versions 7- 8, Apache Tomcat, and JBoss.

· DOJ supports shared database instances. If the application requires a dedicated database instance, then the cost associated with licensing needs to be considered during evaluation and cost of the RFP.
· Any proposed system must conform to the State of Montana Network Configuration.  The Montana Department of Administration (DOA) operates the State of Montana Data Network, referred to as SummitNet.  

· Microsoft System Center Configuration Manager 2012 provides configuration control, patch and application deployment, and Antivirus Endpoint Protection. 

· Network and application load balancing is supported by Citrix NetScaler’s.

· Database high availability is supported by (1) windows clustering and (2) Oracle RAC.

· Firewall management is supplied by Cisco ASA 5585s.

· Virtual Private Network (VPN) service is supported by Cisco ASA 5515s.

· Virtual desktop services are provided Citrix through SITSD, or VMWare Horizon View Virtual Desktop Infrastructure.

· Storage Area Network (SAN) services are provided by Dell Compellent fiber tiered storage (8GB) and ISCSI (1GB) connections.

· Backup services are provided using Commvault, Simpana Enterprise Software.

· Java application containers utilize JBOSS application server platform.

· System integration is supported through the use of SOAP web services.

· Authentication and access control is via DOJ Active Directory.
3.7 Response Guideline: Offeror shall fully describe their understanding of DOJ’s Technical Architecture and provide answers for items listed Appendix D.  Scoring for Section 3.7 will be pass/fail and items in Appendix D will be scored as listed.  
SECTION 4:  OFFEROR QUALIFICATIONS

All subsections of Section 4 not listed in the "Instructions to Offerors" on page 3 require a response.  Restate the subsection number and the text immediately prior to your written response.
4.1
STATE’S RIGHT TO INVESTIGATE AND REJECT
The State may make such investigations as deemed necessary to determine the offeror's ability to provide the supplies and perform the services specified.  The State reserves the right to reject a proposal if the information submitted by, or investigation of, the offeror fails to satisfy the State’s determination that the offeror is properly qualified to perform the obligations of the contract.  This includes the State's ability to reject the proposal based on negative references.

4.2
OFFEROR QUALIFICATIONS

To enable the State to determine the capabilities of an offeror to provide the supplies and perform the services specified in the RFP, the offeror shall respond to the following regarding its ability to meet the State's requirements.  THE RESPONSE, "(OFFEROR'S NAME) UNDERSTANDS AND WILL COMPLY," IS NOT APPROPRIATE FOR THIS SECTION.

NOTE:  Each item must be thoroughly addressed.  Offerors taking exception to any requirements listed in this section may be found nonresponsive or be subject to point deductions.
4.2.1
Client Reference Form.  Offeror shall provide complete and separate Appendix E, Client Reference Form, for three references that are currently using or have previously used services of the type proposed in this RFP.  The references may include state governments or universities for whom the offeror, preferably within the last three years, has successfully implemented Customer Service Reservation systems and services similar to those required by this RFP.  A responsible party of the organization for which the supplies and/or services were provided to the client (the offeror's customer) must provide the reference information and must sign and date the form.  It is the offeror's responsibility to ensure that the completed forms are submitted with the proposal by the submission date, for inclusion in the evaluation process.  Any Client Reference Forms that are not received or are not completed may adversely affect the offeror's score in the evaluation process.  Client Reference Forms exceeding the specified number will not be considered.  The State may contact the client references for validation of the information provided in the Client Reference Forms.  If the State finds erroneous information, evaluation points may be deducted or the proposal may be rejected.

4.2.2    Executive Summary.  Offeror shall provide an executive summary narrative containing information that indicates an understanding of the overall need for and purpose of the services as presented in this RFP.  Offeror is solely responsible for ensuring the accuracy of the information presented in its proposal; including spelling, grammar, references to the proper entities, etc.; and will be scored on such. 
4.2.3
Company Profile and Experience.  Offeror shall provide documentation establishing the individual or company submitting the proposal has the qualifications and experience to provide the supplies and services specified in this RFP, including, at a minimum:
· A detailed description of any similar past projects, including the supply/service type and dates the supplies and services were provided;
· The client for whom the services were provided; and

· A general description of the firm including its primary source of business, organizational structure and size, number of employees, years of experience performing services similar to those described within this RFP.

4.2.4
Resumes.  A resume or summary of qualifications, work experience, education, and skills must be provided for all key personnel, including any subcontractors, who will be performing any aspects of the contract.  Include years of experience providing services similar to those required; education; and certifications where applicable.  Identify what role each person would fulfill in performing work identified in this RFP.

4.2.5
Offeror Financial Stability.  Offerors shall demonstrate their financial stability to implement the Customer Service Reservationsystem and services specified by:  (1) providing financial statements, preferably audited, for the three consecutive years immediately preceding the issuance of this RFP; and (2) providing copies of any quarterly financial statements that have been prepared since the end of the period reported by its most recent annual report.

4.2.6
Product Demonstration.  Offerors must be prepared to have the key personnel assigned to this project complete a product demonstration in Helena, Montana.  The State reserves the right to: (1) have demonstrations from only the two highest scoring offerors; (2) have demonstrations from all offerors within 5% of the highest scoring offeror; or (3) have demonstrations, at the State's discretion.
SECTION 5:  COST PROPOSAL

All subsections of Section 5 not listed in the "Instructions to Offerors" on page 3 require a response.  Restate the subsection number and the text immediately prior to your written response.
5.1
PRICE SHEET
This section describes the requirements to be addressed by offerors in preparing the Cost Proposal (Appendix C: Price Sheet). Offeror’s cost proposal must be broken out as described in the sub-sections below. The proposal must provide for the total cost for full implementation and ongoing maintenance for the contract term. 
Offerors should follow the guidelines listed below when submitting their cost proposal:

· Offerors must use the Price Sheet format provided in Appendix C.  If exceptions to the Price Sheet format are needed due to unique pricing structures, offerors may provide an alternate price sheet in addition to Appendix C with detailed explanations. 

· All expenses, including transportation and delivery charges, telephone, copying, and travel (mileage, lodging, meals, etc.) must be included in the fixed amount. Offerors will not be separately compensated for these expenses. 
· Offerors must state all costs associated with the contract in U.S. currency. 

· The State reserves the right to review all aspects of the Cost Proposal for reasonableness and to request clarification of any proposal where the cost component shows significant and unsupported deviation from industry standards or in areas where detailed pricing is required.
All hardware is subject to approval by DOJ. It has not been determined as to which pieces will be installed and maintained by DOJ and which will be installed and maintained by the contractor. It is the desire of DOJ to not have proprietary hardware installed. Please note in the cost proposal any hardware components that are proprietary and components offered that are not proprietary.  Models and descriptions for recommendations need to be included in the cost proposal. 
If applicable, the offeror should include the cost of test environment licenses. 
5.2
IMPLEMENTATION COSTS
Offerors must identify all one-time implementation costs for the solution on the Price Sheet found in Appendix C. These costs include the offeror’s charges for initial acquisition, installation, and implementation of the system, and include hardware, software, supplies, documentation, and professional services. In addition, offerors must provide hourly rates or fees for additional services such as customizations or enhancements that may be required to implement the Customer Service Reservation system.
MVD is seeking a minimal up-front cost solution. Having to pay large up-front licensing or implementation costs will limit the number of locations MVD will be able to deploy. MVD’s preference is to deploy the system to as many locations as possible and to facilitate this is asking for implementation and licensing costs to be billed on a monthly or quarterly basis, (at least for the first year).    
5.3
ONGOING COSTS AND RENEWAL OPTIONS
Offerors must list all ongoing support costs as well as provide their costs to supply software licensing and product support during the contract’s renewal periods. These costs include any cost incurred on an ongoing basis as a result of using the Customer Service Reservation system over time, but exclude post-implementation costs related to customizations. Identify any additional costs for customizations or enhancements the State may request after initial sign off of acceptance.
SECTION 6:  EVALUATION PROCESS
6.1
BASIS OF EVALUATION
The evaluator/evaluation committee will review and evaluate the offers according to the following criteria based on a total number of 10,000 points.
The Scope of Project; Functional and Technical Requirements (Appendix D); Client Reference Forms; Executive Summary; Company Profile and Experience; Resumes; and Product Demonstration portions of the proposal will be evaluated based on the following Scoring Guide.  The DOJ Technical Architecture and Financial Stability; portions of the proposal will be evaluated on a pass/fail basis, any offeror receiving a "fail" may be eliminated from further consideration.  The Cost Proposal will be evaluated based on the formula set forth below.

Any response that fails to achieve a minimum score per the requirements of Section 2.4.5 will be eliminated from further consideration.  A "fail" for any individual evaluation criterion may result in proposal disqualification at the discretion of the procurement officer.
SCORING GUIDE

In awarding points to the evaluation criteria, the evaluator/evaluation committee will consider the following guidelines:
Superior Response (95-100%):  A superior response is an exceptional reply that completely and comprehensively meets all of the requirements of the RFP.  In addition, the response may cover areas not originally addressed within the RFP and/or include additional information and recommendations that would prove both valuable and beneficial to the agency. 

Good Response (75-94%):  A good response clearly meets all the requirements of the RFP and demonstrates in an unambiguous and concise manner a thorough knowledge and understanding of the project, with few deficiencies noted.  
Fair Response (60-74%):  A fair response minimally meets most requirements set forth in the RFP.  The offeror demonstrates some ability to comply with guidelines and requirements of the project, but knowledge of the subject matter is limited.

Failed Response (59% or less):  A failed response does not meet the requirements set forth in the RFP.  The offeror has not demonstrated sufficient knowledge of the subject matter.
6.2
EVALUATION CRITERIA

	
	Category
	Section of RFP
	Point Value

	
	
	

	
	Scope of Project
	10% of points for a possible 1,000 points

	
	
	
	

	1. 
	Design Objectives
	3.2
	200

	2. 
	Project Scope and Major Milestones
	3.3
	200

	3. 
	Project Phases, Team Responsibilities, and Deliverables
	3.4
	200

	4. 
	Project Assumptions
	3.5
	200

	5. 
	Project Risks
	3.6
	200

	
	
	

	
	DOJ Technical Architecture and Requirements
	41.2% of points for a possible 4,120 points  

	
	
	
	

	6. 
	Offeror’s Commitment to Work Within Described Architecture
	3.7
	Pass/Fail

	7. 
	Functional and Technical Requirements
	Appendix D
	4,120

	

	
	Client Reference Forms
	2.4% of points for a possible 240 points

	
	
	
	

	8. 
	Client Reference #1
	4.2.1
	80

	9. 
	Client Reference #2
	4.2.1
	80

	10. 
	Client Reference #3
	4.2.1
	80

	
	
	
	

	
	Executive Summary
	5% of points for a possible 500 points

	
	
	
	

	11. 
	Executive Summary
	4.2.2
	450

	12. 
	Accuracy
	4.2.2
	50

	
	
	

	
	Company Profile and Experience
	5.25% of points for a possible 525 points

	
	
	
	

	13. 
	Years of Relevant Experience
	4.2.3
	75

	14. 
	Relevant Past Projects
	4.2.3
	450

	
	
	

	
	Resumes
	3% of points for a possible 300 points

	
	
	
	

	15. 
	Staff Qualifications
	4.2.4
	300

	
	
	

	
	Financial Stability
	Pass/Fail

	
	
	
	

	16. 
	Financial Stability
	4.2.5
	Pass/Fail

	
	
	
	

	
	Product Demonstrations
	5% of points for a possible 500 points

	
	
	
	

	17. 
	Product Demonstration
	4.2.6
	500

	
	
	
	

	
	Cost Proposal
	28.15% of points for a possible 2,815 points

	
	
	
	

	18. 
	Implementation Costs
	5.2 and Appendix C
	1,375

	19. 
	Ongoing Costs and Renewal Options
	5.3 and Appendix C
	1,250

	20. 
	Monthly or Quarterly Pricing Structure
	5.2
	190


Lowest overall cost receives the maximum allotted points.  All other proposals receive a percentage of the points available based on their cost relationship to the lowest.  Example:  Total possible points for cost are 250.  Offeror A's cost is $20,000.  Offeror B's cost is $30,000.  Offeror A would receive 250 points.  Offeror B would receive 167.5 points (($20,000/$30,000) = 67% x 250 points = 167.5).

Lowest Responsive Offer Total Cost
x
Number of available points = Award Points

This Offeror's Total Cost
APPENDIX A:  STANDARD TERMS AND CONDITIONS
By submitting a response to this invitation for bid, request for proposal, limited solicitation, or acceptance of a contract, the vendor agrees to acceptance of the following Standard Terms and Conditions and any other provisions that are specific to this solicitation or contract. 

ACCEPTANCE/REJECTION OF BIDS, PROPOSALS, OR LIMITED SOLICITATION RESPONSES: The State reserves the right to accept or reject any or all bids, proposals, or limited solicitation responses, wholly or in part, and to make awards in any manner deemed in the best interest of the State. Bids, proposals, and limited solicitation responses will be firm for 30 days, unless stated otherwise in the text of the invitation for bid, request for proposal, or limited solicitation.

ALTERATION OF SOLICITATION DOCUMENT: In the event of inconsistencies or contradictions between language contained in the State’s solicitation document and a vendor’s response, the language contained in the State’s original solicitation document will prevail. Intentional manipulation and/or alteration of solicitation document language will result in the vendor’s disqualification and possible debarment.

DEBARMENT: Contractor certifies, by submitting this bid or proposal, that neither it nor its principals are presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded from participation in this transaction (contract) by any governmental department or agency. If Contractor cannot certify this statement, attach a written explanation for review by the State.

FAILURE TO HONOR BID/PROPOSAL: If a bidder/offeror to whom a contract is awarded refuses to accept the award (PO/contract) or fails to deliver in accordance with the contract terms and conditions, the department may, in its discretion, suspend the bidder/offeror for a period of time from entering into any contracts with the State of Montana.

RECIPROCAL PREFERENCE: The State of Montana applies a reciprocal preference against a vendor submitting a bid from a state or country that grants a residency preference to its resident businesses. A reciprocal preference is only applied to an invitation for bid for supplies or an invitation for bid for nonconstruction services for public works as defined in section 18-2-401(9), MCA, and then only if federal funds are not involved. For a list of states that grant resident preference, see http://gsd.mt.gov/ProcurementServices/preferences.mcpx.

SHIPPING: Supplies shall be shipped prepaid, F.O.B. Destination, unless the contract specifies otherwise.

SOLICITATION DOCUMENT EXAMINATION: Vendors shall promptly notify the State of any ambiguity, inconsistency, or error which they may discover upon examination of a solicitation document.

APPENDIX B:  CONTRACT
MVD wishes to evaluate both on-premises and software-as-a-service (SaaS) solutions. Following are the contracting tools that will be used, depending upon the solutions.  The first is the SaaS Agreement followed by the State’s standard Licensing Agreement.

THE STATE OF MONTANA

SaaS AGREEMENT

__________________________________________________

BETWEEN

_____________________________ ("Provider")

AND

The State of Montana
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SaaS AGREEMENT

This Software as a Service (SaaS) Agreement (“Agreement”), dated (“Effective Date”), by and between [_____________], (“Provider”), whose address is [_____________] and the State of Montana, [_____________] (“the State”) whose address is [_____________].  The State and Provider are referred to herein individually as a “Party” and collectively as the “Parties.”  

The Parties agree as follows:

1. Definitions 
1.1 “Acceptance Date” means the first Business Day after the day the State accepts the Software or it   is deemed accepted under Section 4.2 entitled “Acceptance Period.”
1.2 “Acceptance Period” means the period commencing on the Installation Date and continuing for 60 days, as such period may be extended under Section 4.2 entitled “Acceptance Period.”
1.3 “Affiliate” means public procurement units, as defined in section 18-4-401, MCA, that have the option of cooperatively purchasing with the State of Montana
1.4 “Application” means the products and/or services identified on Exhibit A hereto, to which Provider shall provide the State access.
1.5 “Business Day” means Monday through Friday less holidays observed by the State.
1.6 “Confidential Information” means, subject to Montana’s Open Records Law, all written or oral information, disclosed by either Party to the other, related to the operations of either Party or a third party that has been identified as confidential or that by the nature of the information or the circumstances surrounding disclosure ought reasonably to be treated as confidential. With respect to the State, Confidential Information shall also include any and all information transmitted to or stored by Provider in connection with performance of its obligations under this Agreement, including, but not limited to, personally identifiable information (“PII”) of residents, employees or people included within the State’s data, including name, address, phone number, e-mail address, date of birth, social security number, patient records, credit card information, driver’s license number, account numbers, PINs and/or passwords, and any other information that could reasonably identify a person.
1.7 “Deliverable” means a requirement that must be completed or provided as part of a project
1.8 “Derivative Work” means a work that is based upon one or more pre-existing works or that incorporates a pre-existing work, such as a compilation, revision, modification, translation, abridgement, condensation, expansion or any other form in which such pre-existing works may be recast, transformed or adapted. 
1.9 “Documentation” means the user manuals and operator instructions related to the Application that are furnished by Provider to the State in any format, including paper and electronic, in conjunction with the Project.
1.10 “Initial Term” means the first period of this agreement.
1.11 “Intellectual Property Rights” (IP Rights) means any and all rights that may exist under patent law, copyright law, publicity rights law, moral rights law, trade secret law, trademark law, unfair competition law or other similar protections, whether or not such rights are registered or perfected.
1.12
“Marks” means, with respect to a Party, all trademarks, trade names, service marks and domain names, and any visual representations thereof, including logos, designs, symbols, word marks, images, colors and color combinations, trade dress and characters, and any other publicity rights or indicia of ownership owned or used by such Party.

1.13
“Object Code” means the machine-language output of a compiler that is ready for execution on a particular computer.

1.14
“Project” is a temporary endeavor undertaken to create a unique product, service, or result. 

1.15
“Schedule” means the document representing the initial and subsequent licensing and pricing of the Application, subscription term, number of allowed users, and access to the Application. 
1.16
“Services” means the professional, technical, project management or other services as defined in a Schedule.

1.17
“Source Code” means the human-readable code from which a computer can compile or assemble the Object Code of a computer program, together with a description of the procedure for generating the Object Code.
1.18
“Subscription” An agreement to receive or be given access to electronic services and applications, over the Internet.
1.19
“Subscription Software” or “Software” means the compiled, machine-readable, and/or executable version of the software and related Documentation now in use by Provider and as may be improved or modified by Provider in the future, as more fully described on Exhibit A.
1.20
“Term” means the then current period of the Agreement.
1.21
“The State” means any purchaser of applications and/or services from Provider.
1.22
“The State’s Data” means any data, including the selection, arrangement and organization of such data, entered, uploaded to the Application or otherwise supplied to Provider by the State and any software and its related documentation, from whatever source, supplied by the State to Provider in connection with this Agreement. With the exception of any applicable third party rights, the State exclusively owns all right, title and interest in the State’s Data, including all Intellectual Property (IP) Rights. Nothing in this Agreement shall be construed as conveying any rights or interest in the State’s Data to Provider.
1.23
“Virus” means any undocumented malicious data, code, program, or other internal component (e.g., computer worm, computer time bomb or similar component), which could damage, destroy, alter or disrupt any computer program, firmware or hardware or which could, in any manner, reveal, damage, destroy, alter or disrupt any data or other information accessed through or processed by the Application in any manner.

1.24
“Warranty Period” means one year (unless otherwise agreed to in writing) commencing upon the Acceptance Date of the applicable Software component.
2.
Effective Date, Duration, and Renewal

2.1
Effective Date. This Agreement takes effect on the Effective Date and remains in effect until termination or expiration of the current Schedule.

2.2
Renewal. This Agreement may be renewed, upon mutual agreement between the parties and according to the terms and conditions of the existing Agreement, in one-year intervals, or any interval that is advantageous to the State. This Agreement, including any renewals, may not exceed a total of ten years, at the State’s option.

2.3
Expiration.  Provider must notify the State 90 days in advance of Agreement or Schedule expiration date.

3. Application Subscription

3.1
Subscription Grant and Fee. Provider hereby grants the State and its Affiliates a non-transferable, non-exclusive, worldwide subscription to access and use the Application during the Term by any method. The subscription fee for the rights granted in this Section 3 during the Initial Term is set forth in Exhibit A, and applies regardless of access mode.

3.2
Derivative Work.  The State may create and use Derivative Works from the Software and Deliverables for training and presentation needs.

3.3
Non-production Use. The State may access and use the Application for non-production purposes such as disaster recovery and test environments.
4.
THE STATE’S RESPONSIBILITIES
4.1
The State’s Data. Unless otherwise agreed, the State is responsible for creating and modifying the State’s Data, and keeping the State’s Data input into the Application current and accurate. 

4.2
Acceptance Period. The State has the Acceptance Period to test the Application and Services in a live production environment to ensure that they conform to the specifications set forth in the Agreement, its Exhibits, and the applicable Documentation. Upon acceptance, the State shall pay Provider all undisputed charges within thirty (30) days of receipt of a correct invoice.  If, at the State’s sole discretion, the Application and/or Services do not meet these acceptance criteria and Provider, within 60 days of written notice from the State, does not correct all deficiencies identified by the State at no additional cost, the State may terminate this Agreement. Provider shall promptly refund to the State all sums paid by the State under this Agreement. Such refund does not bar the State from pursuing other remedies available under the Agreement or law.

4.3
If a new version of the Application becomes available during the Acceptance Period, the new version is made available to the State at no additional cost.

4.4
No fees or charges may be assessed to the State during the Acceptance Period.

5.
PROVIDER RESPONSIBILITIES
5.1 Security.
5.1.1
Provider shall provide a secure environment for all of the State’s Confidential Information and any hardware and software (including servers, network and data components) to be provided or used by Provider as part of its performance under this Agreement. Provider represents that the security measures it takes in performance of its obligations under this Agreement are, and will at all times remain, at the highest of the following (collectively referred to as “Security Best Practices”): (i) Privacy & IT Security Best Practices (as defined by NIST 800-53, and the State security policies and procedures); (ii) the security requirements, obligations, specifications and event reporting procedures set forth in Exhibit B  to this Agreement; and (iii) standard procedures for the provision of similar services and access to networks containing confidential information. Provider’s failure to comply with Security Best Practices in fulfilling its obligations under this Agreement constitutes a breach of this Agreement. Additionally, Provider shall contractually require any subcontractors or agents with access to the State’s Confidential Information to adhere to such Security Best Practices.

5.1.2
The State (or its designated representatives) may annually or more frequently as reasonably requested by the State, at the State’s expense, conduct an audit to verify that Provider is operating in accordance with Security Best Practices. Such audit may include a review of all aspects of Provider’s performance under this Agreement, including, but not limited to: (i) Software development practices and procedures; (ii) network, operating system, database and application configuration controls; (iii) general controls and security practices and procedures; (iv) disaster recovery and back-up procedures; (v) change and problem management processes and procedures; (vi) invoice processing; (vii) service level compliance including compliance by Provider’s subcontractors and agents; (viii) network and system vulnerability and risk analysis; and (ix) resource consumption. Provider shall cooperate with the State in conducting any such audit, and shall allow the State reasonable access, during normal business hours and upon reasonable notice, to all pertinent records, documentation, computer systems, data, personnel and processing areas as the State deems necessary to accurately and effectively complete such audit. The State shall take reasonable steps to ensure that such audit will not materially impact Provider’s business or operations. Provider shall promptly correct any deviations from Security Best Practices that are identified in any security audit.

5.2
Resources and Support.  Provider shall, throughout the Term, make available such resources, including Provider personnel, as are reasonably required to: (a) train designated employee(s) of the State in the use of the Application; (b) support the obligations of the State provided in Section 4; (c) develop modifications to the Application as agreed to by the Parties in any Exhibit hereto; and (d) otherwise support the Application as provided under this Agreement and any Attachments or Exhibits hereto. Provider shall also make available to the State technical support for the Application within 1 business day of receiving inquiries by electronic mail or telephone and respond to problems or issues in accordance with the service levels and warranties set forth in this Agreement and exhibits. In addition, Provider shall provide the State with the name and contact information for key programmers who are familiar with the source code for the Application, and shall make such programmers available for transition purposes if the State terminates this Agreement for cause.

5.3
Additional Services.  At no additional cost to the State, Provider shall provide access to additional features and functionalities of the Application as Provider allows to other customers who require functionality similar to the Application provided to the State. All such additional features and functionality, where reasonably necessary, shall be accompanied by updated Documentation, whether in written format or distributed online via the Provider’s web site. Except as set forth in Exhibit A, nothing in the Agreement or this Section 5.3 obliges Provider to undertake any modifications to the Application, and all such modifications are at Provider’s sole discretion whether suggested by the State or another party.

5.4
Compliance with Laws. The Provider shall, in performance of work under this Agreement, fully comply with all applicable federal, state, or local laws, rules, and regulations, including the Montana Human Rights Act, the Civil Rights Act of 1964, the Age Discrimination Act of 1975, the Americans with Disabilities Act of 1990, and Section 504 of the Rehabilitation Act of 1973.  Any subletting or subcontracting by the Provider subjects subcontractors to the same provision. In accordance with section 49-3-207, MCA, the Provider agrees that the hiring of persons to perform this Agreement will be made on the basis of merit and qualifications and there will be no discrimination based upon race, color, religion, creed, political ideas, sex, age, marital status, physical or mental disability, or national origin by the persons performing this Agreement.

5.5
Provider’s Incorporation.  Provider represents and warrants to the State that (a) Provider is a corporation, duly organized, validly existing and in good standing under the laws of the State of _________  and has all rights and power necessary to execute, deliver and perform its obligations under this Agreement, including the right to grant the subscriptions and provide the services granted and provided under this Agreement; (b) the execution, delivery and performance of this Agreement by Provider (i) has been approved by any necessary company action and (ii) is not contrary to, or in conflict with, the formation and governance documents of Provider, any agreement to which Provider is bound or any applicable law; (c) Provider’s employees assigned to provide the Application have the knowledge, expertise and training necessary for Provider to effectively perform its duties and responsibilities hereunder; and (d) Provider is the sole owner of and has all the necessary IP Rights in the Application to grant the subscription under this Agreement and that the Applications and Services delivered or to be delivered under this Agreement do not infringe upon, any IP Right of any person or entity and that there are no such claims of infringement as of the date hereof.

5.6
Functional Warranty. Provider warrants that the Application and Services, including any modifications that are made by Provider or under Provider’s instructions do not contain any material defects, and will conform in all material respects to the specifications, functions, descriptions, standards and criteria set forth in the Agreement, its Exhibits, and the Documentation, which are all incorporated herein by reference. Provider further warrants that all post-Acceptance updates, alterations, or modifications to the Application and Services will not materially diminish the features or functionality of the Application and Services. Provider shall promptly correct any errors identified by the State in the Application and in any modification to the Application at no cost to the State. If, Provider is unable to correct such errors within 30 days following notification by the State, then Provider shall at the State’s request accept return of the Application and return all money paid for the Application and maintenance. The State may also pursue any other remedies available to it under this Agreement or by law or equity.

5.7
Viruses.  Provider warrants that it has used commercially reasonable efforts to ensure against introduction of any Virus into the State’s systems. Provider shall immediately advise the State, in writing, upon reasonable suspicion or actual knowledge that the Application may contain a Virus. If a Virus is found to have been introduced into the State’s systems by the Application within 30 days after the Effective Date of this Agreement, Provider shall repair or replace the Application within 10 business days thereafter. If Provider cannot accomplish the foregoing within such time, then the State shall discontinue use of the Application, and Provider shall refund all money paid for the Application and maintenance under the applicable Exhibit. Provider shall use all reasonable commercial efforts, at no additional charge, to assist the State in reducing the effects of the Virus and, if the Virus causes a loss of operational efficiency or loss of data, to assist the State to the same extent to mitigate and restore such losses. In addition, Provider shall indemnify, defend and hold the State harmless from any claims, suits, damages, liabilities, losses, and attorney fees resulting from any such Viruses.  The limitation of liability described in Section 13 does not apply to this indemnification obligation.

5.8
Service Levels.  The service levels are set forth in Exhibit C (Service Level Agreement) attached hereto.

6.
RESTRICTIONS
6.1
General Use Restrictions. The State shall not directly or indirectly copy or reproduce all or any part of the Application, whether electronically, mechanically or otherwise, in any form including, but not limited to, the copying of presentation, style or organization, without Provider’s prior written permission; provided, however, the State may reproduce and distribute any Application output generated from the State’s Data.

6.2
Reverse Engineering. Except as provided or allowed by law, the State shall not reverse engineer, decompile, disassemble, or otherwise attempt to derive Source Code or other trade secrets from any of the Software comprising or in any way making up a part of the Application.

7.
ANNUAL SUBSCRIPTION REVIEW
At the first and each subsequent year, the State shall order subscriptions based on then current User count.  

8.
TRANSITION ASSISTANCE/SUBSCRIPTION CONVERSION  
8.1
Transition Assistance.  The Provider shall provide transition assistance to the State when requested.  Upon termination of this Agreement for any reason, including but not limited to termination for cause, the Provider shall assist the State in the orderly transition to a new Provider.  The State shall have access to the Provider’s system and the Provider’s support of that system for up to one (1) year following termination, for which services the State shall  pay the Provider at its then-current hourly rate(s).

The Provider grants the State a perpetual right to use the Application and Object Code if any one of the following occurs: (a) Provider’s insolvency, bankruptcy, or involvement in an involuntary proceeding for protection of its creditors; (b) Provider materially breaches this Agreement and the State terminates the Agreement; (c) Provider fails to continue development of the Software contained in the Application; (d) Provider fails to provide the State with the most recent version of the Software contained in the Application; or (e) any other circumstance whereby Provider can no longer satisfy its obligation to provide Services to the State under this Agreement.

8.2
Subscription Conversion.  Should the State elect to move to an on-premise solution, the Provider shall issue the State credits for the conversion or transfer of non-perpetual subscriptions hosted by Provider to perpetual subscriptions now managed on premise by the State. Provider shall allow the State to buy out non-perpetual subscriptions hosted on Provider’s site if State decides to move the application on-premise at a later date.

9.
CONSIDERATION/PAYMENT
9.1
Payment Schedule.  In consideration for the DAM system to be provided, the State shall pay Contractor according to the following schedule:

Payment will be made upon implementation and State approval of milestone deliverables.
The total firm fixed price includes; Cost of services, cost of software and all associated subscription fees, cost of implementation, training costs and one year of warranty. The Contractor will invoice the State for portions of the cost of the total project price upon State acceptance of each milestone.  The holdback will be tendered on a monthly basis during the 12-month warranty period (see Section 17 for holdback).

9.2
Withholding of Payment.  The State may withhold disputed payments to the Provider under this Agreement. The withholding may not be greater than, in the aggregate, fifteen percent (15%) of the total value of the Agreement. With respect to payments subject to milestone acceptance criteria, the State may withhold payment only for such specific milestone if and until the subject milestone criteria are met. Provider is not relieved of its performance obligation if such payment(s) is withheld.

9.3
Payment Terms.  Unless otherwise noted in the solicitation document, the State has 30 days to pay invoices, as allowed by 17-8-242, MCA.  Provider shall provide banking information at the time of Agreement execution in order to facilitate the State’s electronic funds transfer payments.

9.4
Cost Increase by Mutual Agreement. After the Agreement’s initial term and if the State agrees to a renewal, the Parties may agree upon a cost increase.  The State is not obligated to agree upon a renewal or a cost increase.  Any cost increases must be based on demonstrated industry-wide or regional increases in Provider's costs.  Publications such as the Federal Bureau of Labor Statistics and the Consumer Price Index (CPI) for all Urban Consumers may be used to determine the increased value.

9.5
Purchasing Card.  The State of Montana has a Purchasing Card Program in place that gives agencies the ability to charge purchases made from this Agreements. The State of Montana prefers this method of payment.

9.6
Reference to Agreement.  The Agreement number MUST appear on all invoices, packing lists, packages, and correspondence pertaining to the Agreement.  If the number is not provided, the State is not obligated to pay the invoice.

9.7
The State is Tax Exempt (81-03022402).

10.
AGREEMENT PERFORMANCE ASSURANCE

10.1
Milestone Payments.  The State shall pay Provider based on completion and acceptance of each milestone defined below.

10.2
Payment Holdbacks.  20% will be withheld from each milestone payment for project implementation. The total amount withheld will be paid to Provider at the completion and acceptance of the warranty period.

	Implementation Phase
Milestone/Deliverable
	Hold Back
	Payment % of Total

	Agreement Signing
	0%
	10%

	Milestone 1:
Planning/Analysis/Requirements
	20%
	10%

	Milestone 2:

Configure/Build/Develop
	20%
	20%

	Milestone 3: 

Launch Support/Cutover
	20%
	20%

	Milestone 4: 

DAM in Production for 60 days
	20%
	20%

	Milestone 5: 

Final Acceptance
	20%
	20%

	
	
	100%


11.
PROPRIETARY RIGHTS
11.1
Marks and Copyrights. The State shall not permit any of its employees to remove, alter, deface, obscure or otherwise modify any of Provider’s Marks that are displayed on the Application, whether such Provider Marks are displayed or otherwise rendered by software or on printed media. In addition, the State shall not adopt or otherwise utilize any Marks containing confusingly similar names, designs or other indicia to Provider’s Marks nor dilute Provider’s Marks in any manner. Provider shall not use any of the State’s Marks without the State’s prior written permission, and shall not adopt or otherwise use any Marks containing confusingly similar names, designs or other indicia to the State’s Marks nor dilute the State’s Marks in any manner.

11.2
Documentation.  The State may retain any Documentation or other items necessary or helpful to using the databases, data or other products produced by the Application and Services that State has paid for and has the right to use.

12.
CONFIDENTIAL INFORMATION
12.1
Ownership of Confidential Information.  The Parties acknowledge that during the performance of this Agreement, each Party will have access to certain of the other Party’s Confidential Information or Confidential Information of third parties that the disclosing Party is required to maintain as confidential. Both Parties agree that all items of Confidential Information are proprietary to the disclosing Party or such third party, as applicable, and shall remain the sole property of the disclosing Party or such third party.

12.2
Mutual Confidentiality Obligations.  Except as expressly provided otherwise in this Agreement, each  Party agrees as follows: (i) to use the Confidential Information only for the purposes described herein; (ii) that such Party will not reproduce the Confidential Information and will hold in confidence and protect the Confidential Information from dissemination to, and use by, any third party; (iii) that neither Party will create any derivative work from Confidential Information disclosed to such Party by the other Party; (iv) to restrict access to the Confidential Information to such of its personnel, agents, and/or consultants, if any, who have a need to have access; and (v) to return or destroy all Confidential Information of the other Party in its possession upon termination or expiration of this Agreement. Notwithstanding the foregoing, the State shall not be required to return Software if the subscription is paid for and the subscription terms have not been breached by the State.

12.3
Confidentiality Exceptions.  The provisions of Sections 11.1 and 11.2 do not apply to Confidential Information that (i) is publicly available or in the public domain at the time disclosed; (ii) is or becomes publicly available or enters the public domain through no fault of the recipient; (iii) is rightfully communicated to the recipient Party by persons not bound by confidentiality obligations; (iv) is already in the recipient’s possession free of any confidentiality obligations with respect to the time of disclosure; (v) is independently developed by the recipient; or (vi) is approved for release or disclosure by the disclosing Party without restriction. Despite the foregoing, each Party may disclose Confidential Information to the limited extent required (a) in order to comply with the order of a court or other governmental body, or as otherwise necessary to comply with applicable law, provided that the Party making the disclosure pursuant to the order shall, as early as reasonably possible under the circumstances, give written notice to the other Party and assist the other Party’s  reasonable effort to obtain a protective order; or (b) to assist the other Party, at its expense, in establishing its rights under this Agreement, including to make such court filings as it may be required to do.

13.
INFRINGEMENT DEFENSE AND INDEMNITY PROTECTION
13.1
Third-Party Claim.  If any third party asserts a claim against the State that the Application furnished under this Agreement infringe upon or violate the third party’s IP Rights, the State shall promptly notify the Provider. The Provider shall defend such claim, in the State's name or its own name, as appropriate, but at the Provider's expense. The Provider shall indemnify the State against all costs, damages, losses, liabilities, and attorney's fees arising from such claim. This defense and indemnification obligation is conditioned on the following:

13.1.1
The State shall promptly notify the Provider of the claim in writing; and 

13.1.2
The State will allow the Provider to control, and will cooperate with the Provider in the defense and any related settlement negotiations, provided that:

13.1.2.1
The Provider shall permit the State to participate in the defense and settlement of any such claim, at the State's own expense, with counsel of its choosing; and

13.1.2.2
The Provider shall not enter into or agree to any settlement containing any admission of or stipulation to any guilt, fault, liability or wrongdoing on the part of the State, its elected and appointed officials, agents or employees without the State's prior written consent.

13.2
Application Subject of Claim.  If any Application furnished is likely to or does become the subject of a claim of infringement of a third party’s IP Rights, then the Provider may, at its option, procure for the State the right to continue using the alleged infringing Application, or modify the Application so that it becomes non-infringing or replace it with one that is at least functionally equivalent. If none of the above options can be accomplished, or if the use of such Application by the State shall be prevented by injunction, the State shall return the Application to the Provider on written request.  The Provider shall then give the State a credit equal to the amount paid to the Provider for the creation of the Application.  The State is not precluded from seeking other remedies available to it hereunder, including Section 15, and in equity or law for any damages it may sustain due to its inability to continue using such Application.  The limitation of liability under Section 13 does not apply to Provider’s obligations under this Section 12 and the State’s right to seek additional remedies arising from Provider’s ‘infringement of a third party’s IP Rights.

14.
LIMITATION OF LIABILITY

The Provider's liability for contract damages is limited to direct damages. The Provider shall not be liable for special, incidental, consequential, punitive, or indirect damages.  Damages caused by injury to persons or tangible property, or arising from any Provider indemnification under this Agreement, are not subject to a cap on the amount of damages.

15.
AGREEMENT TERMINATION FOR REASONS OTHER THAN DEFAULT

15.1
Noncompliance with Department of Administration Requirements.  The Department of Administration, pursuant to section 2-17-514, MCA, retains the right to cancel or modify any contract, project, or activity that is not in compliance with the Department's Plan for Information Technology, the State Strategic Plan for Information Technology, or any Statewide IT policy or standard in effect as of the date of contract execution.  In the event of such termination, the State will pay for applications and services delivered to date and any applicable termination fee specified in the statement of work or work order. Any modifications to this Agreement must be mutually agreed to by the parties.

15.2
Reduction of Funding.  The State must by law terminate this Agreement if funds are not appropriated or otherwise made available to support the State's continuation of performance of this Agreement in a subsequent fiscal period.  (18-4-313(4), MCA)  If state or federal government funds are not appropriated or otherwise made available through the state budgeting process to support continued performance of this Agreement (whether at an initial Agreement payment level or any Agreement increases to that initial level) in subsequent fiscal periods, the State shall terminate this Agreement as required by law.  The State shall provide Provider the date the State's termination shall take effect.  The State shall not be liable to Provider for any payment that would have been payable had the Agreement not been terminated under this provision.  As stated above, the State shall be liable to Provider only for the payment, or prorated portion of that payment, owed to Provider up to the date the State's termination takes effect.  This is Provider's sole remedy.  The State shall not be liable to Provider for any other payments or damages arising from termination under this section, including but not limited to general, special, or consequential damages such as lost profits or revenues.

15.3
Termination for Convenience.  The State, by providing at least thirty (30) days prior written notice to the Provider, may terminate for convenience this Agreement and any Schedules. If this Agreement is terminated for the convenience of the State, the State shall pay for all accepted work or services performed and accepted deliverables completed in conformance with this Agreement up to the date of termination.  This is the Provider’s sole remedy.

16.
SURVIVAL
The rights and obligations of the Parties which, by their nature must survive termination or expiration of this Agreement in order to achieve its fundamental purposes, include without limitation, the provisions of the following sections: the State Representations and Warranties Section,  Provider Representations and Warranties, Confidential Information, Disclaimer of Warranties,  Indemnification, Limitation of Liability, Escrow, Miscellaneous) and this paragraph (Survival).

17.
EVENT OF BREACH – REMEDIES

17.1
Actions in Event of Breach.  Upon the occurrence of any material breach of this Agreement, either party may:

17.1.1
Give the breaching party a written notice specifying the event of breach and requiring it to be remedied within, in the absence of a greater specification of time, thirty (30) days from the date of the notice; and if the event of breach is not timely remedied, terminate this Agreement upon giving the breaching party notice of termination and pursue any of its remedies at law or in equity or both; or

17.1.2
Treat this Agreement as materially breached and pursue any of its remedies at law or in equity, or both.

18.
CONTINUATION

In the event of a dispute the Provider shall continue Services uninterrupted for a period of at least ninety (90) days.

19.
WAIVER OF BREACH

Any term or condition of this Agreement may be waived at any time by the Party entitled to the benefit of that term or condition.  However, no such waiver is effective unless done in writing executed by or on behalf of the Party waiving such term or condition.  No waiver by a Party of any Agreement term or condition, in one or more instances, may be deemed to be or construed as a waiver of the same or any other term or condition of this Agreement on any future occasion.
20.
ESCROW

20.1
Source Code.  When requested by the State, Provider shall place the Application's Source Code and its Documentation with an escrow agent, acceptable to both parties, in accordance with the terms and conditions of an escrow agreement, the exact content of which shall be agreed upon by the Parties. Provider shall pay all escrow agent fees.

20.2
Source Code Escrow Agreement.  The Escrow Agreement shall provide that the escrow agent shall release the Source Code Escrow to the State in the event of: (a) Provider’s insolvency, bankruptcy, or involvement in an involuntary proceeding for protection of its creditors, (b) Provider materially breaches this Agreement; (c) Provider fails to continue development of the software contained in the Application; (d) Provider fails to provide the State with the most recent version of the Software contained in the Application; or (e) any other circumstance whereby Provider can no longer satisfy its obligation to provide Services to the State under this Agreement, a through e above are referred to individually as a “Release Condition” or collectively as “Release Conditions”.

20.3
Release.  Upon occurrence of a Release Condition, the State shall be deemed to have, automatically, a nonexclusive, fully paid, non-terminable, royalty-free, world-wide subscription to use, modify, copy, produce derivative works from, display, disclose to persons who have entered into a written agreement containing substantially the same confidentiality provisions as in this Agreement for the purpose of accessing and maintaining the software contained in the Application for the State, and otherwise to utilize the Software and the Source Code and other materials necessary to maintain and improve the Software for use by the State and otherwise treat the Source Code as Object Code, subject always to the limitations in this Agreement as clarified by this section.

21.
GENERAL PROVISIONS

21.1
Required Insurance
21.1.1
General Requirements. Provider shall maintain for the duration of the Agreement, at its cost and expense, insurance against claims for injuries to persons or damages to property, including contractual liability, which may arise from or in connection with the performance of the work by Provider, agents, employees, representatives, assigns, or subcontractors. This insurance shall cover such claims as may be caused by any negligent act or omission. 

21.1.2
Primary Insurance. Provider's insurance coverage shall be primary insurance with respect to the State, its officers, officials, employees, and volunteers and shall apply separately to each project or location. Any insurance or self-insurance maintained by the State, its officers, officials, employees or volunteers shall be excess of Provider’s insurance and shall not contribute with it.

21.1.3
Specific Requirements for Commercial General Liability. Provider shall purchase and maintain occurrence coverage with combined single limits for bodily injury, personal injury, and property damage of $1,000,000 per occurrence and $2,000,000 aggregate per year to cover such claims as may be caused by any act, omission, or negligence of Provider or its officers, agents, representatives, assigns or subcontractors. 

The State, its officers, officials, employees, and volunteers are to be covered and listed as additional insureds; for liability arising out of activities performed by or on behalf of Provider, including the insured’s general supervision of Provider; products, and completed operations, and the premises owned, leased, occupied, or used.

21.1.4
Deductibles and Self-Insured Retentions. Any deductible or self-insured retention must be declared to and approved by the state agency. At the request of the agency either: (1) the insurer shall reduce or eliminate such deductibles or self-insured retentions as respects the State, its officers, officials, employees, or volunteers; or (2) at the expense of Provider, Provider shall procure a bond guaranteeing payment of losses and related investigations, claims administration, and defense expenses.

21.1.5
Certificate of Insurance/Endorsements. A certificate of insurance from an insurer with a Best’s rating of no less than A- indicating compliance with the required coverages, has been received by the State Procurement Bureau, PO Box 200135, Helena MT 59620-0135. Provider must notify the State immediately, of any material change in insurance coverage, such as changes in limits, coverages, change in status of policy, etc. The State reserves the right to require complete copies of insurance policies at all times.

21.2
Assignment. The Provider shall not assign, transfer or subcontract any portion of this Agreement without the State’s express written consent.

21.3
Access and Retention of Records. The Provider shall provide the State, Legislative Auditor, or their authorized agents access to any records required to be made available by 18-1-118 MCA, in order to determine Agreement compliance.  The Provider shall create and retain records supporting this Agreement for a period of eight years after either the completion date of this Agreement or the conclusion of any claim, litigation, or exception relating to this Agreement taken by the State of Montana or a third party.

21.4
Customer Data Backup. Provider shall back up all State data nightly to a storage device at Provider’s production datacenter for data recovery purposes. Additionally, Provider shall back up all State data to a storage server at the State’s datacenter for disaster recovery purposes. Data shall be stored for seven (7) days at the production facility and at the disaster recovery facility for thirty (30) days.

21.5
Force Majeure. Neither Party shall be responsible for failure to fulfill its obligations due to causes beyond its reasonable control, including without limitation, acts or omissions of government or military authority, acts of God, materials shortages, transportation delays, fires, floods, labor disturbances, riots, wars, terrorist acts or any other causes, directly or indirectly beyond the reasonable control of the nonperforming party, so long as such party is using its best efforts to remedy such failure or delays.

21.6
Notices. All notices, reports, invoices and other communications required or permitted hereunder to be given to or made upon any Party hereto in writing, shall be addressed as provided below and shall be considered as properly given if (a) sent by an express courier delivery service which provides signed acknowledgments of receipt; or (b) deposited in the U.S. certified or registered first class mail, postage prepaid, return receipt requested. All notices shall be effective upon receipt. For the purposes of notice, the addresses of the Parties shall be as set forth below; provided, however, that either Party shall have the right to change its address for notice hereunder to any other location by giving not less than 5 days’ prior written notice to the other Party in the manner set forth above.


State:


Attn:


Phone:


Fax:



Provider:
Provider 

Attention:



Phone: 



Fax: 


21.7
Choice of Law and Venue. This Agreement is governed by the laws of Montana. The parties agree that any litigation concerning this Agreement, related bid or proposal must be brought in the First Judicial District in and for the County of Lewis and Clark, State of Montana, and each party shall pay its own costs and attorney fees. (18-1-401, MCA)

21.8
Severability. A declaration by any court, or any other binding legal source, that any provision this Agreement is illegal and void shall not affect the legality and enforceability of any other provision of the Agreement, unless the provisions are mutually dependent.

21.9
Relationship of the Parties. Nothing in this Agreement is intended or shall be construed to create or establish any agency, partnership or joint venture relationship between the Parties. The Parties expressly disclaim such relationship, agree that they are acting solely as independent contractors hereunder and agree that the Parties have no fiduciary duty to one another or any other special or implied duties that are not expressly stated in this Agreement. Provider has no authority to act as agent for, or to incur any obligations on behalf of or in the name of, the State or its Affiliates.

21.10
Personnel Conduct. Provider shall be solely responsible for the conduct of its employees and subcontractors working on-site at the State under the terms of this Agreement and shall ensure that such employees and subcontractors comply with the State's site safety, security, information security and personnel conduct rules and procedures, including drug screening, as well as applicable federal, state and local laws. The State reserves the right to require the immediate removal from the State’s premises of any employee, subcontractor or agent of Provider who the State believes has failed to so comply, or whose conduct or behavior is unacceptable or unprofessional or results in a security or safety breach.

22.
SCOPE, AMENDMENT, AND INTERPRETATION

22.1
Agreement.  This Agreement consists of (insert number) numbered pages, Exhibits A, B, and C, RFP #15-2893P, as amended, and the Provider's RFP response as amended. In the case of dispute or ambiguity about the minimum levels of performance by the Contractor, the order of precedence of document interpretation is as follows:  1) amendments to this contract, 2) this contract, including exhibits, 3) RFP #15-2893P, as amended, and 4) the Contractor's RFP response, as amended.

22.2
Entire Agreement.  These documents contain the entire agreement of the Parties. Any enlargement, alteration or modification requires a written amendment signed by both Parties.

23.
EXECUTION

THE PARTIES HERETO have caused the Agreement to be executed by their duly authorized representatives as of the Effective Date. This Agreement is issued under authority of Title 18, Montana Code Annotated, and the Administrative Rules of Montana, Title 2, chapter 5.

STATE OF MONTANA
(INSERT CONTRACTOR'S NAME)

(Insert Address)


(Insert City, State, Zip)


FEDERAL ID # 

BY:__ ___________

BY: ________________________________


  (Name/Title)
(Name/Title)

__________________________________________
___________________________________



(Signature)
(Signature)

DATE: ____________________________________ 
DATE:  ______________________________


Approved as to Legal Content:


__________________________________________



Legal Counsel
(Date)


Approved as to Form:


__________________________________________


Procurement Officer
(Date)


State Procurement Bureau


Chief Information Officer Approval:

The Contractor is notified that pursuant to section 2-17-514, MCA, the Department of Administration retains the right to cancel or modify any contract, project, or activity that is not in compliance with the Agency's Plan for Information Technology, the State Strategic Plan for Information Technology, or any statewide IT policy or standard.

__________________________________________




Chief Information Officer
(Date)

Department of Administration

EXHIBIT A

Subscription Agreement

Order Form

Attachment A
	Provider Contact
	State Contact

	Name
	
	Name
	

	Address
	
	Title
	

	City
	
	Phone
	

	State
	
	Email
	

	Zip
	
	Accounts Payable Contact

	Website
	
	Name
	

	
	
	Phone
	

	
	
	Email
	

	
	
	PO #
	

	Reference Agreement Number
	[Agreement #]


	Subscription Term

	Anniversary Start Date
	Term
	Anniversary End Date

	
	36 Months
	


	Description of Services

	Subscription Services
	Number of Process Users
	Price/Process User/Month
	Term (Months)
	Annual Subscription Fee
	Total Subscription Fee

	[For example:]

Incident Management 

Problem Management 

Change Management 

Configuration Management 

Release Management 

Service Level Agreement 

Service Catalog 

Asset Portfolio Management 

Asset Contract Management 

Employee Self Service 

Reporting /OLAP 


	
	$
	36
	$
	$

	Subscription Services
	Number of Servers
	Price/Server /Month
	Term (Months)
	Annual Fee
	Total Fee

	[For example]

Discovery

Application Dependency Mapping
	
	$
	36
	$
	$

	Implementation Consulting Services
	Estimated Hours
	Rate/Hour
	Total Fee

	Implementation and Deployment per attached SOW, Exhibit D
	Est. Hours or N/A
	Rate/Hour or Flat Fee
	


	Additional Services
	Fees
	Term
	Total Fee

	On-Premise Deployment
	
	One Time Charge
	$

	XXX
	
	
	$

	Escrow
	
	Annual
	$

	Grand Total
	
	
	$


	Invoice Schedule

	Service
	Invoice Date
	Amount

	Implementation Services Fees (50%)
	
	$

	First Year Subscription Fees
	
	$

	Implementation Services Fees (50%)
	
	$

	Second Year Subscription Fees
	
	$

	Third Year Subscription Fees
	
	$

	Payment Terms
	Net 30 days

	PO #
	


	Conditions and Notes

	Subscription Services: 
1. Price / Process User / Month not to increase more than eight percent (8%) at first renewal period (Anniversary End Date). 

2. The State may add Process Users in packs of five (5). Additional Subscription Fees will be pro-rated to the Anniversary End date. 

3. Unlimited Customer Support is included in the Annual Subscription Fee. 

4. All System upgrades are to be performed by the Provider and are included in the Annual Subscription Fee. 

Hosting:  

1. A shared application server for State’s instances.  

2. A secure hosted infrastructure is included in the Annual Subscription Fee. 

Implementation Services: 
1. The State to provide project management leadership for the implementation. 

2. The State to provide specific business, functional design, and process requirements. 

3. The State to lead training for internal staff (Provider to provide guidance). 

4. The State will assign a system administrator that will make best efforts to learn how to configure the system (through administrative trainings). 

5. The State shall reimburse Provider for all authorized, reasonable and verifiable travel expenses incurred during the performance of the Implementation Services. Provider agrees to keep commercially reasonable records of all expenses to support claims for reimbursement from The State. All fees and expenses shall be invoiced to The State within sixty (60) days of the date the fees and expenses were incurred. Terms are payable net thirty (30) days. 




	Execution


State

Provider

Signature

Signature
Date

Date

Name

Name

Title
Title

EXHIBIT B

PRIVACY AND IT SECURITY
The following is not intended to be an all-inclusive list of security services and obligations necessary to comply with Security Best Practices, but is intended to capture key elements of such a program.  The State reserves the right to modify the obligations set forth in this Exhibit B or add new obligations, and any such modified or new security requirement, specification or event reporting procedures shall become effective 30 days after written notice thereof from the State.

1.
Definitions.
“Security Policies” mean statements of basic principles for securing Provider information consistent with Security Best Practices and applicable laws and regulations. Typically, Security Policies are high level instructions to management on how the organization is to be run with respect to Security Best Practices.

“Security Procedures” mean step-by-step actions taken to achieve and maintain compliance with Security Best Practices.

“Security Technical Controls” mean any hardware, software or administrative mechanisms necessary to enforce Security Best Practices in accordance with the terms of this Agreement as methods for addressing security risks to information technology systems and relevant physical locations, or implementing related policies. Security Technical Controls specify technologies, methodologies, implementation procedures, and other detailed factors or other processes to be used to implement Security Policy elements relevant to specific groups, individuals, or technologies.

2.
Information Security Policy. Provider represents and warrants that it has established and during the Term it will at all times enforce:
(a)
Security Policies, Security Procedures, and Security Technical Controls;

(b)
A security incident management program;

(c)
A security awareness program;

(d)
Business continuity and recovery plans, including regular testing;

(e)
Rigorous change control procedures; and

(f)
Procedures to conduct periodic independent security risk evaluations to identify critical information assets, assess threats to such assets, determine potential vulnerabilities, and provide for timely remediation.

3.
Physical Access. Provider represents and warrants that it has established and during the Term it will at all times enforce:
(a)
Physical protection mechanisms for all information assets and information technology to ensure such assets and technology are stored and protected in appropriate data centers;

(b)
Appropriate facility entry controls limiting physical access to systems that store or process data;

(c)
Processes to ensure access to facilities is monitored is and restricted on a “need to know” basis; and

(d)
Controls to physically secure all Confidential Information and to properly destroy such information when it is no longer needed;

4.
Logical Access. Provider represents and warrants that it has established and during the Term it will at all times enforce:

(a)
Appropriate mechanisms for user authentication and authorization in accordance with a “need to know” policy;

(b)
Controls to enforce rigorous access restrictions for remote users, contractors and service providers;

(c)
Timely and accurate administration of user account and authentication management;

(d)
Processes to ensure assignment of unique IDs to each person with computer access;

(e)
Processes to ensure Provider-supplied defaults for passwords and security parameters are changed and appropriately managed ongoing;

(f)
Mechanisms to track all access to Confidential Information by unique ID;

(g)
Mechanisms to encrypt or hash all passwords; and

(h)
Processes to immediately revoke accesses of inactive accounts or terminated/transferred users.

5.
Security Architecture and Design. Provider represents and warrants that it has established and during the Term it will at all times maintain:
(a)
A security architecture that reasonably assures delivery of Security Best Practices;

(b)
Documented and enforced technology configuration standards;

(c)
Processes to encrypt Confidential Information in transmission and storage;

(d)
Processes to ensure regular testing of security systems and processes;

(e)
A system of effective firewall(s) and intrusion detection technologies necessary to protect Confidential Information; and

(f)
Database and application layer design processes that ensure web site applications are designed to protect the information data that is collect, processed, and transmitted through such systems.
6.
System and Network Management. Provider represents and warrants that it has established and during the Term it will at all times maintain:

(a)
Mechanisms to keep security patches current;

(b)
Processes to monitor, analyze, and respond to security alerts;

(c)
Appropriate network security design elements that provide for segregation of data;

(d)
Anti-virus software; and

(e)
Processes to regularly verify the integrity of installed software.

EXHIBIT C

SERVICE LEVEL AGREEMENT
1.
SERVICE AVAILABILITY

1.1 Service Level Definitions

The Provider components are generally available 24 hours a day seven days a week. Provider only ensures Provider availability and the associated service levels during the Standard Hours of Operation, defined as follows:

Standard Hours of Operation means 7:00 am  – 5:00 pm Mountain time. Monday – Friday less holidays observed by the State.

1.2 Provider Web Site _______(www.xxx___)

1.2.1
Provider guarantees 100% availability of their service to the State’s network environment. 

1.2.2
For purposes of this SLA, the uptime guarantee does not include the operating system used by the State.

1.2.3
In the event of a failure to meet the SLA, the duration of such period will be considered downtime and the State will accrue Service Credits based on the following metrics:

     

SERVICE CREDITS

a. The Service Credit percentage will apply to the monthly fee in which the downtime occurred and will not exceed the monthly fee.  Provider will issue the State a credit (or check if credit occurs in the final service month), which will be applied to the invoice in the month following the applicable event.

b. Service Credits are to be provided within 30 days of the downtime.

Monthly Cumulative

Downtime (listed in minutes)

Service Credits (percentage of monthly fee)

More than 30 less than 60
5%

61 - 120 


10%

121 - 240 


20%

241 - 300 


30%

301 - 360 


55%

Greater than 360 

100%

c. Service credits are accumulated monthly with Monthly Cumulative Downtime being reset at the beginning of each calendar month.

d. Provider monitoring/ticketing systems shall be the information source of record for the accumulation of Monthly Cumulative Downtime as may be verified by the State at its option.

Problem Management Key Performance Indicators

PQR is a problem, question, or request from the State to the Provider service center. Call ticket priority levels are noted in the table below. The State will review Provider performance using the below metrics and Provider’s monthly report on key performance indicators (“KPI”).

Service Level Table

	Key Performance Indicator
	
	

	During Standard Support Hours

	Priority 1 PQR acknowledgement
	· Within 15 minutes from receipt of a call from the State
	
	

	Priority 1 PQR resolution or workaround 
	· Resolve within 2 clock hours from receipt of PQR call  
	
	

	Priority 1 PQR Root Cause Analysis
	· Root cause analysis (RCA) provided within 5 Business Days after Level C PQR Resolution
	
	

	Priority 2 PQR  Acknowledgement 
	· Within 30 minutes 
	
	

	Priority 2 PQR Resolution or workaround
	· Resolve within 6 clock hours
	
	

	Priority 2 PQR Root Cause Analysis
	· Root cause analysis  provided within 5 Business Days after Category 1 PQR Resolution
	
	

	Priority 3 PQR  Acknowledgement 
	· Within one hour
	
	

	Priority 3 PQR Resolution or workaround
	· Resolve within 1 business day
	
	

	Priority 4 PQR Acknowledgement 
	· Within eight hours
	
	

	Level 4 PQR resolution or workaround
	· Resolve within 5 business days, root cause noted in next monthly report if applicable.
	
	

	Outside Standard Support Hours

	Priority 1 PQR acknowledgement
	· Within 15 minutes from receipt of Licensee call
	
	

	Priority 1 PQR resolution or workaround 
	· Resolve within 2 clock hours from receipt of PQR call  
	
	

	Priority 1 PQR Root Cause Analysis
	· Root cause analysis  provided within 5 business days after level C PQR resolution
	
	

	Priority 2 PQR Acknowledgement 
	· within 30 minutes 
	
	

	Priority 2 PQR Resolution
	· Resolve within 6 clock hours
	
	

	Priority 2 PQR Root Cause Analysis
	· Root cause analysis  provided within 5 business days after Category 1 PQR Resolution
	
	

	Priority 3 PQR 24x7 Acknowledgement 
	· Within 8 clock hours
	
	

	Priority 3 PQR Resolution
	· Resolve within 1 business day
	
	

	Priority 4 PQR Acknowledgement 
	· Next business day
	
	

	Level 4 PQR resolution
	· Resolve within 5 business days, root cause noted in next monthly report if applicable.
	
	

	Service Reports


	· Service Reports will be delivered to the State by the 10th Business Day of each month +/- 2 Business Days; electronic delivery to the appropriate person(s) and standing monthly meeting presentation by the Service Manager to the appropriate person(s) shall be considered an acceptable delivery vehicle 
	
	


Provider will provide a monthly status in its written report to the State for the KPIs.  Failure of Provider to substantially meet the KPIs for problem resolution may entitle the State to exercise rights of termination pursuant to the termination provisions in the Agreement.  The Provider service manager shall meet with the State project manager in any event that KPIs are not met and provide a plan to meet the KPIs for the future.

	

	STATE OF MONTANA

SOFTWARE LICENSE AGREEMENT

	

	

	between

The State of Montana (“the State”)
and

_______________________ (“Licensor”)

	


	


SOFTWARE LICENSE AGREEMENT
1. PARTIES
This Software License Agreement (Agreement) is entered into by and between the State of Montana (insert agency name), ("the State"), whose address and phone number are (insert address), (insert phone number), and (insert name of Licensor), (the "Licensor"), whose address and phone number are (insert address) and (insert phone number).

THE PARTIES AGREE AS FOLLOWS:
2.
DEFINITIONS (Insert required definitions in this section. Definitions should be included as a means of clarifying terms for the software application being licensed in the agreement. The following definitions are offered as examples. This is not an all-inclusive list.) 
(a) Confidential Information” means, subject to Montana’s open records laws, all written or oral information, disclosed by either Party to the other, related to the operations of either Party or a third party that has been identified as confidential or that by the nature of the information or the circumstances surrounding disclosure ought reasonably to be treated as confidential. If the Confidential Information is disclosed orally, the disclosing party shall reduce the information to writing within 10 days of disclosure. Failure to put the information in writing eliminates the obligation to keep the information confidential. With respect to the State, Confidential Information shall also include any and all information transmitted to or stored by Licensor in connection with performance of its obligations under this Agreement, including, but not limited to, personally identifiable information (“PII”) of residents, employees, or people recorded on data of the State, including name, address, phone number, e-mail address, date of birth, social security number, patient records, credit card information, drivers license number, account numbers, PINs and/or passwords, and any other information that could reasonably identify a person;

(b)  “Licensed Software” or “Software” means the compiled, machine-readable, and/or executable version of the software and related documentation now in use by Licensor and as may be improved or modified by Licensor in the future, as more fully described on Schedule A, including, but not limited to, the Documentation, all Corrections and Updates, and any Upgrades acquired by the State pursuant to this Agreement;

(c) “Term” means the time period that applies to this Agreement which begins on the Effective Date and continues perpetually thereafter unless terminated pursuant to Section 18;

(d)  “Acceptance Date” means the first Business Day after the day the State accepts the Software or it is deemed accepted pursuant to the Section entitled “Acceptance”;

(e)  “Acceptance Period” means the period commencing on the Installation Date and continuing for (insert the number of days) days, as such period may be extended pursuant to Section 8 entitled “Acceptance”;

(f) “Cooperative Purchasing” means the prices, terms, and conditions of a contract with the State may be offered to other Montana public procurement units as defined in section 18-4-401, MCA;

(g) “Correction” means a modification to Software to resolve one or more Errors;

(h)  “Delivery Date” means the date on which the State actually receives the Software from Licensor. Deliverables shall be shipped prepaid, F.O.B. Destination, unless otherwise stated in this Agreement.
(i)  “Documentation” means all user, technical, and operating manuals necessary to enable the State to properly install, use, and maintain the Software.
(j) “Enhancements” means changes and/or improvements to the software, whether arising out of the particular software configuration for the specific use of the Licensor or otherwise;

(k)  “Error” means an instance of failure of Software to be Operative. An Error is a Class 1 Error if it renders the Software unusable for its intended purpose. An Error is a Class 2 Error if the Software is still usable for its intended purpose, but such use is seriously inconvenient and the value to the State of the use of the Software is substantially reduced. All other Errors are Class 3 Errors.
(l)  “Installation Date” means the date the Software has been properly installed.
(m)  “Intellectual Property Rights” means all intellectual property rights throughout the world, including copyrights, patents, mask works, trademarks, trade secrets, authors’ rights, rights of attribution, and other proprietary rights and all applications and rights to apply for registration or protection of such rights.
(n) “License Model” means categorization of license by its variables, including means of acquisition, packaging, intended purpose, license metric or duration of license agreement..

(o) “License Metric” means the alphanumeric or statistical descriptor for measuring the product-use rights specified in the entitlement portion of a software license agreement, particularly for determining licensing and product usage pricing, i.e., per user, per machine, per processor or per use.

(p)  “Maintenance Fees” means the fees for Maintenance Services set forth in Schedule C.
(q)  “Maintenance Period” means unless otherwise specified in Schedule C, a period of 12 calendar months from the later of the Installation Date, or the date when the agreed-to Warranty Period expires. The Maintenance Period shall be Monday through Friday, 8:00 a.m. to 5:00 p.m., local time where the Software is installed, unless a longer period is provided by Licensor or a shorter period is agreed in writing by both Parties.
(r)  “Maintenance Services” means the services described in Schedule C including telephone consultation, online and on-site technical support, Error correction and the provision of Updates.
(s) “Operative” means conforming in all material respects to performance levels and functional specifications described in the Documentation, specifications and any other Documentation delivered in connection with the Software, including without limitation that described in Schedule C.
(t) “Perpetual License” means a contract pricing product-use rights for an unlimited duration.

(u)  “Repair Period” means the time period commencing when the State reports an Error to Licensor and continuing for four hours or such other period as may be specified in Schedule C.
(v)  “Source Code” means the human-readable code from which a computer can compile or assemble the Object Code of a computer program, together with a description of the procedure for generating the Object Code.
(w)  “Time and Materials Rates” means the rates specified in Schedule B that Licensor may charge for services provided under this Agreement which are not covered by the Maintenance Fee, or if not so specified, Licensor’s standard rates for such services.
(x) “Term License” means time-limited, non-perpetual contract constraining and pricing product-use rights by a specified termination or renewal date, at which point the license must be renewed or the software removed.  Typically, software priced by subscription involves only the current version.

(y) “Subscription License” means time-limited, non-perpetual contract constraining and pricing product-use rights by a specified termination or renewal date, at which point the license must be renewed or the software removed.  Typically, software priced by subscription involves only the current version.

(z) “Update” means a set of procedures or new program code that Licensor implements which may  correct Errors,  may include modifications to improve performance, and/or which may include a revised version or release of the Software which may incidentally improve its functionality, together with related Documentation.
(aa)  “Upgrade” means a new version or release of computer programs licensed hereunder which improves the functionality of, or adds functional capabilities to such computer programs, together with related Documentation. Upgrades shall include new programs which replace, or contain functionality similar to, the Software already licensed to the State hereunder.
            (bb) “Warranty Period” means one year (unless otherwise agreed to in writing) commencing upon the Acceptance of the applicable Software component.

3.      EFFECTIVE DATE, DURATION AND RENEWAL
3.1
Term. This Agreement shall apply and remain in effect from the Effective Date and perpetually thereafter, unless terminated pursuant to the following Sections 18.1, 18.2, 18.3, 18.4, and 18.5.

(If the license granted in Section 3.1 is term, subscription, annual or other time-limited license period, use the following language for 3.1 and 3.2)

3.1 
Term. This contract shall take effect on (insert date), 20(  ), (or upon contract execution) and terminate on (insert date), 20(  ), unless terminated pursuant to the following Sections 18.1, 18.2, 18.3,18.4, and 18.5.
3.2
Contract Renewal. This contract may, upon mutual agreement between the parties and according to the terms of the existing contract, be renewed in (insert number)-year intervals, or any interval that is advantageous to the State. This contract, including any renewals, may not to exceed a total of ten years.

2. LICENSES

4.1
License. Licensor hereby grants to the State a non-exclusive, irrevocable, worldwide, perpetual, transferable, fully-paid right and license to copy, use, install, and operate the Software for the benefit of the State. This license, as further defined and described in Schedule A-DESCRIPTION OF SOFTWARE, shall also be deemed to grant the State the right to grant third parties using the software for the benefit of the State such as vendors, subs, agents, or business partners, the right to access the features and functions of the Licensed Software licensed by the State.  In addition to the use rights granted above, the State may (i) install, use, execute, and copy the Software for any backup, archival, and emergency purposes and any internal, non-production purpose of the State including for test, development, and training; (ii) allow any Montana state agency to order and/or use the Software under the terms of this Agreement and (iii) allow any third party outsourcer or service provider to install, use, execute, and copy the Software solely in connection with its provision of services to the State. The State shall reproduce and include the copyright or other restrictive and proprietary notices and markings from the original and all copies. All copies are subject to the terms of this Agreement.
4.2.
Development License. Subject to the terms and conditions of this Agreement, Licensor hereby grants to the State a non-exclusive, irrevocable, fully-paid, transferable, worldwide, perpetual right and license to use, or have used, any Application Programming Interface (API) for the Licensed Software and to modify and improve via interfacing with API the Licensed Software, or have improved the Licensed Software, and the State will exclusively own all rights to the modifications and improvements developed for the State under this paragraph 4.2.
4.3
Ownership and Proprietary Rights. Subject to the rights granted herein, Licensor retains all right, title, and interest in and to the Licensed Software, and the State acknowledges that it neither owns nor acquires any right in and to the Licensed Software not expressly granted by this Agreement. 
3. Licensor Obligations
5.1
Delivery of Copies. Licensor shall deliver to the State the Licensed Software and Documentation on or before a mutually agreed date, or if no date is specified, then as soon as commercially practicable after the Effective Date.
5.2
Maintenance of Compatibility. Throughout the Term, if Licensor develops any updates, upgrades, or enhancements to the Licensed Software (an “Enhanced Version”), Licensor shall (i) undertake commercially reasonable efforts to maintain backwards compatibility between the Enhanced Version and the previous version(s) of the Licensed Software having been provided under this Agreement (“Prior Versions”); and (ii) make such Enhanced Versions available at no cost to the State under the terms of this Agreement, and such Enhanced Version(s) shall be considered to constitute the Licensed Software for all purposes under this Agreement 
6.      Fees and Payments
6.1
License Fees. In consideration for the licenses granted to the State hereunder and the performance of Licensor’s obligations hereunder, the State shall pay to Licensor certain fees as set forth in Schedule B, which fees shall be due and payable as set forth in Schedule B.
6.2
Taxes. The State is Tax Exempt (81-03022402).
6.3
Invoices. Licensor shall invoice the State separately for each transaction. Licensor shall send invoices to the address set forth in any purchase order. All payment terms will be computed from the date of delivery of supplies or services OR receipt of a properly executed invoice, whichever is later. Unless otherwise noted, the State is allowed 30 days to pay such invoices. Licensor will be required to provide banking information at the time of contract execution in order to facilitate State electronic funds transfer payments. 

6.4
No Obligation.  Notwithstanding the State’s rights to license Licensor’s products as described in Section 4.1, the State is under no obligation to purchase or license from Licensor any of Licensor’s products. This Agreement is non-exclusive and the State may, at its sole discretion, purchase, license or otherwise receive benefits from third party suppliers of products and services similar to, or in competition with, the products and services provided by Licensor.
7.      Documentation
7.1  At no additional charge, Licensor shall deliver a complete, written set of Documentation for the Software at the same time as the Software is delivered and for every Upgrade delivered to the State. The Documentation must describe fully the proper procedure for using the Software and provide sufficient information to enable the State to operate all features and functionality of the Software. Licensor shall deliver reasonable Documentation to allow the State to install and use each Update. The State may, at no additional charge to the State, use and reproduce all Documentation furnished by Licensor, including displaying the Documentation on the State’s intranet or other internal electronic distribution system. Documentation for Updates and Upgrades must meet or exceed the level of quality, form and completeness of the Documentation for the Licensed Software.
7.2  Licensor shall deliver updated Documentation to the State concurrently with delivery of any Upgrades or any other occasion of issuance of updated Documentation.
8.      Acceptance
8.1
Acceptance Period. During the Acceptance Period, the State shall perform whatever acceptance tests on the Software it may wish to confirm that the Software is Operative. If the State discovers during the Acceptance Period that any Software is not Operative, the State shall notify Licensor of the deficiencies. Licensor, at its own expense, shall modify, repair, adjust, or replace the Software to make it Operative within 15 days after the date of the State’s deficiency notice. The State may perform additional acceptance tests during a period commencing when Licensor has delivered revised Software correcting all the deficiencies the State has noted. This restarted Acceptance Period shall have a duration equal to that of the initial Acceptance Period, unless the State earlier accepts the Software in writing. If the Software, at the end of the Acceptance Period as so extended, still is not Operative in the State's judgment after consultation with Licensor, the State may reject the Software and terminate this Agreement for material breach or, at its option, repeat the procedure of this paragraph as often as it determines is necessary. If the State rejects the Software, the State will return it within 10 days after the end of the Acceptance Period or any extended Acceptance Period, no license or other fees shall apply, and Licensor shall promptly reimburse the State for any fees previously paid for such Software.

 8.2 
Upgrades. The State shall use the procedure in this Section to determine acceptance of Upgrades. If the State finds an Upgrade not to be Operative and rejects it, the State shall have no obligation to pay for such Upgrade, and Licensor shall continue to support the version or release of the Software that the State has installed.
9.      Maintenance and Support Services
Licensor shall, at option of and upon order from the State, provide the Maintenance and Support Services attached hereto as Schedule C.
10.      Upgrades
10.1
Licensor shall offer Upgrades to the State whenever Licensor makes such Upgrades generally available to its other customers. Licensor shall deliver each Upgrade to the State at no additional charge as part of Maintenance Services then in effect.

10.2
Licensor shall notify the State as far in advance as reasonably possible, but in no event less than six months prior to release, of all Upgrades and Software replacements/phase-outs, and shall provide the State all relevant release notes and other Documentation as soon as possible after notification.
10.3 
Licensor shall continue to make available and, at option of and upon order from the State, provide Maintenance Services on the terms and conditions of this Agreement for the version of Software the State has installed for at least 36 months after Licensor makes an Upgrade available to the State.
11.     Professional Services
At the State’s written request, Licensor may provide professional services to assist the State with the installation and deployment of the software application(s) covered by this Agreement. The parties shall agree to the scope, deliverables, and cost of such professional services in a Statement of Work executed by the parties.

12.     Training 

Licensor shall provide, at no additional charge, the training classes called for on Schedule A in use, operation, and maintenance of the Software for the State personnel on the State premises on dates to be specified by the State. Prices for additional classes, if any, are specified on Schedule B Licensor shall provide the State at no charge with all trainer/class leadership materials Licensor has available or used in connection with the classes conducted for the State. The State may duplicate these materials for the State’s use exclusively and use them to conduct other classes at the State's convenience. At no additional charge, Licensor shall provide training Documentation for each attendee at any classes Licensor conducts.
13.     Source Code Escrow 

When requested by the State, Licensor shall place the source code and its documentation with an escrow agent, acceptable to both parties, in accordance with the terms and conditions of an escrow agreement, the exact content of which shall be agreed upon by the parties. Licensor shall bear all escrow fees.

The Source Code Escrow Agreement shall provide that the escrow agent shall release the Source Code Escrow to the State in the event : (a) of Licensor’s insolvency, bankruptcy, or involvement in an involuntary proceeding for protection of its creditors; (b) Licensor materially breaches this Agreement; (c) Licensor fails to continue development of the Licensed Software; (d) Licensor fails to provide the State with the most recent version of the Licensed Software; or (e) of any other circumstance whereby Licensor can no longer satisfy its obligation to provide Maintenance Services to the State under this Agreement These events shall be deemed Release Conditions for purposes of this Section.
Upon occurrence of a Release Condition, the State shall be deemed to have, automatically, a nonexclusive, fully paid, non-terminable, royalty-free, world-wide license to use, modify, copy, produce derivative works from, display, disclose to persons who have entered into a written agreement containing substantially the same confidentiality provisions as in this Agreement for the purpose of maintaining the Software for the State, and otherwise to utilize the Software and the Source Code and other materials necessary to maintain and improve the Software for use by the State and otherwise treat the Source Code as Object Code, subject always to the limitations in this Agreement as clarified by this Section.
14.
Confidentiality Rights and Obligations
14.1
Ownership of Confidential Information. Each Party will have access to certain of the other Party’s Confidential Information or Confidential Information of third parties that the disclosing Party is required to maintain as confidential. Both Parties agree that, subject to Montana’s open records laws, all items of Confidential Information are proprietary to the disclosing Party or such third party, as applicable, and shall remain the sole property of the disclosing Party or such third party.

14.2
Mutual Confidentiality Obligations. Except as expressly provided otherwise in this Agreement, each Party agrees as follows: (i) to use the Confidential Information only for the purposes described herein; (ii) that such Party will not reproduce the Confidential Information and will hold in confidence and protect the Confidential Information from dissemination to, and use by, any third party; (iii) that neither Party will create any derivative work from Confidential Information disclosed to such Party by the other Party; (iv) to restrict access to the Confidential Information to such of its personnel, agents, and/or consultants, if any, who have a need to have access; and (v) to return or destroy all Confidential Information of the other Party in its possession upon termination or expiration of this Agreement. Notwithstanding the foregoing, the State shall not be required to return Software if the license is paid for and the license terms have not been breached by the State.

14.3
Confidentiality Exceptions. Notwithstanding the foregoing, the provisions of Sections 14.1 and 14.2 shall not apply to Confidential Information that (i) is publicly available or in the public domain at the time disclosed; (ii) is or becomes publicly available or enters the public domain through no fault of the recipient; (iii) is rightfully communicated to the recipient Party by persons not bound by confidentiality obligations with respect thereto; (iv) is already in the recipient’s possession free of any confidentiality obligations with respect thereto at the time of disclosure; (v) is independently developed by the recipient; or (vi) is approved for release or disclosure by the disclosing Party without restriction. Notwithstanding the foregoing, each Party may disclose Confidential Information to the limited extent required (a) in order to comply with the order of a court or other governmental body, or as otherwise necessary to comply with applicable law, provided that the Party making the disclosure pursuant to the order shall, as early as reasonably possible under the circumstances, give written notice to the other Party or (b) to assist the other Party, at its expense, in establishing its rights under this Agreement, including to make such court filings as it may be required to do.
15.
Warranties.
 
15.1
Licensor hereby represents and warrants that the Software shall be and shall remain Operative, from the Acceptance Date through the end of the Warranty Period and so long as Licensor provides Maintenance Services for the Software. If the Software is not operative at the expiration of the initial Warranty Period, the Warranty Period shall be extended until Licensor makes the Software Operative. This warranty shall not be affected by the State’s modification of the Software so long as Licensor can discharge its warranty obligations notwithstanding such modifications or following their removal by the State.

15.2
Licensor warrants, in performance of work under this contract, that it will fully comply with all applicable federal, state, or local laws, rules, and regulations, including the Montana Human Rights Act, the Civil Rights Act of 1964, the Age Discrimination Act of 1975, the Americans with Disabilities Act of 1990, and Section 504 of the Rehabilitation Act of 1973. Any subletting or subcontracting by the Licensor subjects subcontractors to the same provision. In accordance with section 49-3-207, MCA, Licensor agrees that the hiring of persons to perform this contract will be made on the basis of merit and qualifications and there will be no discrimination based upon race, color, religion, creed, political ideas, sex, age, marital status, physical or mental disability, or national origin by the persons performing this contract. 

15.3.
Licensor represents and warrants that it shall perform the Maintenance Services in a timely and professional manner using competent personnel having expertise suitable to their assignments. Licensor represents and warrants that the services shall conform to or exceed, in all material respects, the specifications described herein, as well as the standards generally observed in the industry for similar services.  Licensor represents and warrants that services supplied hereunder shall be free of defects in workmanship, design and material. 

15.4.
Licensor represents and warrants that sale, licensing or use of any Software and Documentation furnished under this Agreement do not and shall not infringe, misappropriate or otherwise violate any Intellectual Property Right.

15.5.
Licensor warrants that during the term of this Agreement, the State may use Licensed Software without disturbance, subject only to the State’s obligations to make the payments required by this Agreement. Licensor represents that this Agreement, the Licensed Software, and the Intellectual Property Rights in the Licensed Software are not subject or subordinate to any right of Licensor's creditors, or if such subordination exists, the agreement or instrument creating it provides for the quiet enjoyment and uninterrupted use of the Software by the State.

15.6.
If Licensor deletes functions from the Software and transfers or offers those functions in other or new products (whether directly or indirectly or through an agreement with a third party), the portion of those other or new products that contain the functions in question, or the entire product, if the functions cannot be separated out, shall be provided to the State under the terms of this Agreement, at no additional charge, and shall be covered under Maintenance Services then in effect for such Software.
15.7.
Except during and in conjunction with maintenance or any other authorized servicing or support, in no event shall Licensor, its representatives or subcontractors, or anyone acting on its behalf, disable (or permit or cause any embedded mechanism to disable) the Software owned by, licensed to, or utilized by the State without the prior written permission of an officer of the State.

15.8.
Licensor represents and warrants that the Licensed Software and any media used to distribute it contain no computer instructions, circuitry or other technological means ("Harmful Code") whose purpose is to disrupt, damage, or interfere with the State's use of its computer and telecommunications facilities for their commercial, test or research purposes. ”Harmful Code" shall include, without limitation, any automatic restraint, virus, worm, Trojan horse, time-bomb, trap-door or other harmful code or instrumentality that will cause the Licensed Software or any other the State software, hardware or system to cease to operate or to fail to conform to its specifications. Licensor shall defend, indemnify, and hold the State harmless from all claims, losses, damages and expenses, including attorney fees and costs incurred enforcing this indemnity obligation or defending a third party claim, arising from the presence of "Harmful Code" in or with the Licensed Software or contained on media delivered by Licensor. Licensor further represents and warrants that it will not introduce any Harmful Code, into any computer or electronic data storage system used by the State.
16.
intellectual property Indemnification
16.1 Third-Party Claim.  In the event of any claim by any third party against the State that the products furnished under this contract infringe upon or violate any patent or copyright, the State shall promptly notify the Licensor. The Licensor shall defend such claim, in the State's name or its own name, as appropriate, but at the Licensor's expense. The Licensor will indemnify the State against all costs, damages, and attorney's fees that accrue as a result of such claim. Such indemnification will be conditional upon the following:
a.
the State will promptly notify the Licensor of the claim in writing; and
b.
the State will allow the Licensor to control, and will cooperate with the Licensor in the defense and any related settlement negotiations, provided that:
i.
the Licensor will permit the State to participate in the defense and settlement of any such claim, at the State's own expense, with counsel of its choosing; and
ii.
the Licensor shall not enter into or agree to any settlement containing any admission of or stipulation to any guilt, fault, liability or wrongdoing on the part of the State, its elected and appointed officials, agents or employees without the State's prior written consent.
16.2  Product Subject of Claim If any product furnished is likely to or does become the subject of a claim of infringement of a patent or copyright, then the Licensor may, at its option, procure for the State the right to continue using the alleged infringing product, or modify the product so that it becomes noninfringing or replace it with one that is at least functionally equivalent. If none of the above options can be accomplished, or if the use of such product by the State shall be prevented by injunction, the State agrees to return the product to the Licensor on written request.  The Licensor will then give the State a credit equal to the amount paid to the Licensor for the creation of the Work Product.  This is the Licensor's entire obligation to the State regarding a claim of infringement.  The State is not precluded from seeking other remedies available to it hereunder, including Section 17, and in equity or law for any damages it may sustain due to its inability to continue using such product.
17.
Limitation of Liability
The licensor’s liability for contract damages is limited to direct damages and further to no more than twice the contract amount. The licensor shall not be liable for special, incidental, consequential, punitive, or indirect damages.  Damages caused by injury to persons or tangible property, or related to intellectual property indemnification OR CONFIDENTIALITY RIGHTS AND OBLIGATIONS  are not subject to a cap on the amount of damages.

18.
Termination.

18.1  Termination for Cause.  The State or the Licensor may, by written notice to the other party, terminate this contract in whole or in part at any time the other party fails to perform this contract pursuant to Section 19, Event of Breach – Remedies.

18.2  Bankruptcy or Receivership.  Voluntary or involuntary bankruptcy or receivership by the Licensor may be cause for termination.


18.3 Termination for Convenience. The State may terminate this Agreement for its convenience, without cause, at any time without further charge or expense upon at least 30 calendar days prior written notice to Licensor. Thereafter, the State shall have no further obligations under this Agreement except payment of any fees that accrued and were attributable to the period before the effective date of termination.

18.4 
Termination for Reduction of Funding. The Licensor acknowledges, understands, and agrees that the State is dependent upon state and federal appropriations for funding. If state or federal government funds are not appropriated or otherwise made available through the state budgeting process to support continued performance of this Contract (whether at an initial Contract payment level or any Contract increases to that initial level) in subsequent fiscal periods, the State shall terminate this Contract as required by law. The State shall provide Licensor the date the State’s termination shall take effect. The State shall not be liable to the Licensor for any payment that would have been payable had the Contract not been terminated under this provision. The State shall be liable to the Licensor only for the payment, or prorated portion of that payment, owed to the Licensor up to the date the State’s termination takes effect. This is the Licensor’s sole remedy. State shall not be liable to the Licensor for any other payments or damages arising from termination under this section, including but not limited to general, special or consequential damages such as lost profits or revenues.

18.5
Termination for Noncompliance with Department of Administration Requirements. The Department of Administration, pursuant to section 2-17-514, MCA, retains the right to cancel or modify any contract, project, or activity that is not in compliance with the Department's Plan for Information Technology, the State Strategic Plan for Information Technology, or any Statewide IT policy or standard in effect as of the date of contract execution. In the event of such termination, the State will pay for products and services delivered to date and any applicable termination fee specified in the Statement of work or work order. Any modifications to this contract must be mutually agreed to by the parties.
18.6
Effect of Termination.  In addition to any other remedies available to either Party, upon the occurrence of a Termination Event (as defined below) with respect to either Party, the other Party may terminate this Agreement by providing written notice of termination. A Termination Event shall have occurred if a Party breaches its obligations under this Agreement, and the breach is not cured within 30 calendar days after written notice of the breach and intent to terminate is provided by the other Party. A good-faith money dispute by the State is not a material breach under this section that would permit Licensor to terminate this Agreement or to terminate the State’s licensed use of the Software.
The Parties agree that all Software delivered pursuant to this Agreement and the documentation therefore constitute "intellectual property" under Section 101(35A) of the Code (11 U.S.C. section 101(35A)). Licensor agrees that if it, as a debtor-in-possession, or if a trustee in bankruptcy for Licensor, in a case under the Code, rejects this Agreement, the State may elect to retain its rights under this Agreement as provided in Section 365(n) of the Code. The State, and any intellectual property rights, licenses or assignments from Licensor of which the State may have the benefit, shall receive the full protection granted to the State by applicable bankruptcy law. 
The licenses granted in this Agreement shall not be terminated by Licensor for any reason unless Licensor terminates this Agreement pursuant to Section18.
 In addition to the rights of the State set forth in this Section, (a) If the State terminates this Agreement for material breach by Licensor before the expiration of the Acceptance Period, the State shall be entitled to a full refund, within 30 calendar days after notice of termination, of all license fees, Maintenance Fees and other fees paid hereunder; and (b) the State may terminate Maintenance Services for convenience at any time, and the State shall then have no obligation to pay any additional Maintenance Fees, other than for Maintenance Services performed through the date of termination. The State may terminate the Maintenance Services for material default by Licensor. Upon the State’s termination of Maintenance Services for default, the State shall be entitled to a pro rata refund of all prepaid Maintenance Fees for the period after the date of termination.
19.
EVENT OF BREACH – REMEDIES


19.1  Event of Breach.  Any one or more of the following acts or omissions of the Licensor shall constitute an event of breach:

a.
products or services furnished by the Licensor fail to conform to any requirement of this contract; or

b.
failure to submit any report required by this contract; or

c.
failure to perform any of the other covenants and conditions of this contract, including beginning work under this contract without prior Department of Administration approval. 


19.2  Actions in Event of Breach.  Upon the occurrence of any material breach of this contract, either party may take either one, or both, of the following actions:

a.
give the breaching party a written notice specifying the event of breach and requiring it to be remedied within, in the absence of a greater specification of time, thirty (30) days from the date of the notice; and if the event of breach is not timely remedied, terminate this contract upon giving the breaching party notice of termination; or
b.
treat this contract as materially breached and pursue any of its remedies at law or in equity, or both.

20.
WAIVER OF BREACH

No failure by either party to enforce any provisions hereof after any event of breach shall be deemed a waiver of its rights with regard to that event, or any subsequent event. No express failure of any event of breach shall be deemed a waiver of any provision hereof. No such failure or waiver shall be deemed a waiver of the right of either party to enforce each and all of the provisions hereof upon any further or other breach on the part of the breaching party.
21. 
SURVIVAL
 The rights and obligations of the Parties which, by their nature must survive termination or expiration of this Agreement in order to achieve its fundamental purposes, include without limitation, the provisions of the following Sections: LICENSES, CONFIDENTIALITY RIGHTS AND OBLIGATIONS, WARRANTIES, INTELLECTUAL PROPERTY INDEMNIFICATION, and LIMITATION OF LIABILITY. All such sections shall survive any termination of this Agreement.
22.
Assignment
The Licensor shall not assign, transfer, or subcontract any portion of this Agreement without the State’s express written consent.

23.
Notices
All notices required by or relating to this Agreement shall be in writing and shall be sent by means of certified mail, postage prepaid, to the Parties to the Agreement and addressed as follows:

If to Licensor:

 


______________



______________



______________


Attention:
______________


Phone: 
______________


Fax: 
______________


If to the State:


______________

______________

______________


Attention:
______________

Phone: 
______________

Fax: 
______________
or addressed to such other address as that Party may have given by written notice in accordance with this provision. The effective date of such written notice shall be five business days from the date postmarked. All notices required by or relating to this Agreement may also be communicated electronically or by facsimile, provided that the sender receives and retains confirmation of successful transmittal to the recipient. Such notices shall be effective on the date indicated in such confirmation. If either Party delivers any notice hereunder by means of facsimile transmission in accordance with the preceding sentence, such Party will promptly thereafter send a duplicate of such notice in writing by means of certified mail, postage prepaid, to the receiving Party, addressed as set forth above or to such other address as the receiving Party may have previously substituted by written notice to the sender.

24.
Access and Retention of Records

24.1
Access to Records. The Licensor shall provide the State, Legislative Auditor, or their authorized agents access to any records required to be made available by 18-1-118 MCA, in order to determine contract compliance.

24.2
Retention Period. The Licensor shall create and retain records supporting this Agreement for a period of three years after either the completion date of this contract or the conclusion of any claim, litigation, or exception relating to this Agreement taken by the State of Montana or a third party.
25.
Severability
If any provision of this Agreement is invalid or unenforceable for any reason in any jurisdiction, such provision shall be construed to have been adjusted to the minimum extent necessary to cure such invalidity or unenforceability. The invalidity or unenforceability of one or more of the provisions contained in this Agreement shall not have the effect of rendering any such provision invalid or unenforceable in any other case, circumstance or jurisdiction, or of rendering any other provisions of this Agreement invalid or unenforceable whatsoever.
26.
Waiver
No waiver under this Agreement shall be valid or binding unless set forth in writing and duly executed by the Party against whom enforcement of such waiver is sought. Any such waiver shall constitute a waiver only with respect to the specific matter described therein and shall in no way impair the rights of the Party granting such waiver in any other respect or at any other time. Any delay or forbearance by either Party in exercising any right hereunder shall not be deemed a waiver of that right.
27.
Force Majeure
Neither Party shall be responsible for failure to fulfill its obligations due to causes beyond its reasonable control, including without limitation, acts or omissions of government or military authority, acts of God, materials shortages, transportation delays, fires, floods, labor disturbances, riots, wars, terrorist acts or any other causes, directly or indirectly beyond the reasonable control of the nonperforming party, so long as such party is using its best efforts to remedy such failure or delays. 
28.
choice of law and venue

This contract is governed by the laws of Montana. The parties agree that any litigation concerning this Agreement, related bid or proposal must be brought in the First Judicial District in and for the County of Lewis and Clark, State of Montana. Each party shall pay its own costs and attorney fees, except as otherwise provided in this Agreement.

29.
scope, amendment, and interpretation 
29.1 
Entire Agreement. This Agreement sets forth the entire agreement and understanding between the Parties hereto with respect to the subject matter hereof and, except as specifically provided herein, supersedes and merges all prior oral and written agreements, discussions and understandings between the Parties with respect to the subject matter hereof, and neither Party shall be bound by any conditions, inducements or representations other than as expressly provided for herein. The Parties specifically agree that any language or provisions contained on either Party’s website or product schedule, or contained in any “shrinkwrap” or "clickwrap" agreement, shall be of no force and effect and shall not in any way supersede, modify or amend this Agreement.
29.2
Amendments. This Agreement may not be amended or modified except in a writing duly executed by authorized representatives of each Party. 
30.
EXECUTION
The parties through their authorized agents have executed this contract on the dates set out below.
	(Insert Agency Name)
	(INSERT LICENSOR'S NAME)

	(Insert Address)
	(Insert Address)

	Insert City, State, Zip)
	(Insert City, State, Zip)

	
	FEDERAL ID # 

	
	

	
	

	BY: 

	BY: 


	(Name/Title)
	(Name/Title)

	
	

	
	

	

	


	(Signature)
	(Signature)

	
	

	DATE:  

	DATE:  


	
	

	
	

	Approved as to Legal Content:
	

	
	

	

	

	Legal Counsel
(Date)
	

	
	

	Approved as to Form:
	

	
	

	

	

	Procurement Officer
(Date)
	

	State Procurement Bureau
	


OPTIONAL
Chief Information Officer Approval:
The Licensor is notified that pursuant to section 2-17-514, MCA, the Department of Administration retains the right to cancel or modify any contract, project, or activity that is not in compliance with the Agency's Plan for Information Technology, the State Strategic Plan for Information Technology, or any statewide IT policy or standard.
Chief Information Officer
(Date)
Department of Administration
SCHEDULE A
Description of Software
1. DESCRIPTION OF SOFTWARE:
	Purchase Date
	Component
	Platform (i.e. server, desktop, etc)
	License Model (perpetual, term, etc)
	License Metric (CPU, processor, MIPS, MSU, user, etc.)
	License Quantity

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


2. AUTHORIZED USE
2.1 Licensor authorizes the State the right to use the software in the specific scope and quantities defined in Schedule A – Section 1, above.  The State’s use of the Software shall not exceed the specified Authorized Use limitation.
2.2 Within 60 days of the Purchase Date, Licensor shall explain in writing to State how software usage will be counted for State to maintain compliance with Authorized Use.  For example, if a license’s name and unit of measurement is a Full Administrator License, the license definition should provide explanation of what this means.  An example of how the Full Administrator License is counted could be “One Full Administrator’s License is equal to one user.”  In case of ambiguity or absence of definition, any Software Product where usage rights are unclear will be interpreted in State’s favor.
Schedule B

FEES AND PAYMENTS
1. License Fees 
1.1
Fees for Software License.  In consideration for the granting of the license of the Software to the State, the State hereby agrees to pay to Licensor a license fee in the amount of $ _______ upon receipt of a valid invoice as specified in Section 6.3.


1.2
Future Purchases. The State may acquire licenses, maintenance and support at the prices on this Schedule B for a period of (insert number of months or years) from the effective date of this Agreement.

2. Maintenance Fees
2.1
Maintenance fees.  In consideration the maintenance and support services described in Schedule C, the State hereby agrees to pay to Licensor a fee in the amount of $ _______ upon receipt of a valid invoice as specified in Section 6.3.

2.2
Renewal.  For each subsequent year, the State, at its sole discretion, may issue a Purchase Order to renew maintenance and support services.  Only upon receipt of a signed State of Montana Purchase Order, shall maintenance and support services commence, and shall Licensor invoice the State of such services.
2.3 Increases in Annual Maintenance Fee.  Licensor maintenance fees may be increased after the initial year of maintenance provided ninety days prior written notice is received by the State.  The maintenance fee increase shall not exceed the lesser of (1) five percent or, (2) the COLA increase announced by the Social Security Administration or, (3) the price charged to Licensor’s most favored customer. The State may terminate the maintenance any time on or before sixty days of receipt of Licensor’s written notice of a price increase.
2.4
Reinstatement.  If maintenance and support services lapse, the State may reinstate maintenance and support at any time by issuing a Purchase Order for maintenance and support fees.  The reinstatement fees shall not exceed the monthly fee for the number of delinquent months multiplied by 50%.
3. 
Time and Materials Rates (if applicable):
4. 
Training Fees (if applicable):
Schedule C
MAINTENANCE SERVICES
1.
Licensor shall provide the Maintenance Services described in this Section for Software, Updates and Upgrades provided to the State pursuant to this Agreement. After expiration of the Warranty Period, the State shall pay for Maintenance Services: 
1.1
during the Maintenance Period, the Maintenance Fee; 
1.2
outside the Maintenance Period, and except as otherwise expressly stated in this Section or in Schedule B and when authorized in advance by the State, the Time and Materials Rates.
2.
As part of Maintenance Services, Licensor shall provide the following:
2.1 
help desk support available 24 hours a day, seven days a week via toll-free telephone number with help desk technicians sufficiently trained and experienced to identify or resolve most support issues and who shall respond to all requests from the State for support within 15 minutes after receiving a request for assistance; 
2.2
a current list of persons and telephone numbers, including pager numbers, (the “Calling List”) for the State to contact to enable the State to escalate its support requests for issues that cannot be resolved by a help desk technician or for circumstances where a help desk technician does not respond within the time specified. 
3.
The Calling List shall include:
3.1
the first person to contact if a question arises or problem occurs, and 
3.2 
the persons in successively more responsible or qualified positions to provide the answer or assistance desired. 
If Licensor does not respond promptly to any request by the State for telephone consultative service, then the State may attempt to contact the next more responsible or qualified person on the Calling List until contact is made and a designated person responds to the call.
4.
Licensor shall make reasonable efforts to respond within two hours to the State’s initial request for assistance in correcting or creating a workaround for an Error. Licensor’s response shall include assigning fully-qualified technicians to work with the State to diagnose and correct or create a workaround for the Error and notifying the State Representative making the initial request for assistance of Licensor’s efforts, plans for resolution of the Error, and estimated time required to resolve the Error. Licensor shall correct Errors caused by the Object Code by modifying Source Code and distributing the modified Software to the State on the schedule called for in this Section 5.
4.1
For Class 1 Errors, Licensor shall provide a Correction or workaround reasonable in the State's judgment within the Repair Period after the State reports the Error, or within four (4) hours after the State first reports the Error if no other Repair Period is specified. These steps shall include assigning fully-qualified technicians to work with the State without interruption or additional charge, 24 hours per day, until Licensor provides a Correction or workaround that is reasonable in the State's judgment.
4.2 
For Class 2 Errors, Licensor shall take reasonable steps to provide a Correction or a workaround reasonable in the State's judgment by the opening of business on the second Business Day after the State reports the Error. These steps shall include assigning fully-qualified technicians to work with the State during the State's regular business hours until Licensor provides a workaround reasonable in the State's judgment or a Correction or the State determines after consultation with Licensor that such a workaround or Correction cannot be produced by Licensor's technicians. Licensor shall provide a Correction within thirty (30) calendar days after the State’s report of the Error.
4.3
For Class 3 Errors, Licensor shall correct the Errors by all reasonable means. Licensor shall correct the Errors and distribute the modified Software to the State no later than the next Update, unless Licensor has scheduled release of such Update less than 30 calendar days after the State's notice, in which case Licensor shall correct the Error no later than the following Update.
4.4
Without limiting Licensor's obligations under this Section, if Licensor does not deliver a Correction for an Error within the times allowed by this Section (whether Licensor has delivered a reasonable workaround or not), Licensor shall provide a written analysis of the problem and a written plan to supply the State with a Correction.
5.
Notwithstanding Section 4, if an Error prevents the State from making productive use of the Software, Licensor shall use its best efforts to provide an effective workaround or a Correction by the time the State opens for business on the Business Day after the Business Day on which the State first reports the Error.
6.
Licensor shall pay the State, as a price adjustment reflecting the reduction in value the State will incur as a result of the following Class Errors;

6.1
If Licensor fails to provide a reasonable workaround or Correction for a Class 1 Error within the Repair Period, Licensor shall pay the State, as a price adjustment reflecting the reduction in value the State will incur as a result of the Class 1 Error and not as a penalty or compensation for damage, the sum of 2/365 of the Maintenance Fees, expressed as an annual charge, for each additional day or part thereof (not to exceed 90 days) that Licensor fails to provide a reasonable workaround or a Correction for the Class 1 Error.
6.2
If Licensor fails to provide a reasonable workaround in the State’s judgment or Correction for a Class 2 Error within three Business Days after the State reports the Error, Licensor shall pay the State, as a price reduction reflecting the reduction in value the State will incur as a result of the Class 2 Error and not as a penalty or compensation for damage, the sum of 1/365 of the Maintenance Fees, expressed as an annual charge, for each additional day or part thereof (not to exceed 60 days) that Licensor fails to provide a reasonable workaround or a Correction for the Class 2 Error.
6.3
In each case of Class 1 or Class 2 Errors for which Licensor does not deliver a reasonable workaround or Correction on the schedule called for in the preceding paragraphs (i) and (ii), respectively, Licensor shall also credit the State the pro rata portion of Maintenance Fees that would otherwise be payable from the date the State first reported the Error until Licensor provides a Correction, in recognition that Maintenance Services during that period have not achieved their objective. If Licensor fails to provide a Correction within 30 days after the State first reported the Class 1 or Class 2 Error, the State may terminate Maintenance Services for Licensor’s material breach. Price adjustments under Section 7(a) and Section 7(b) shall cease to accrue upon such termination.
6.4
Without limitation of Licensor’s obligations above, the State may fall back, at its option, to any previous version or release of the Software in which a Class 1 or Class 2 Error does not occur or can be worked around, and Licensor shall provide Maintenance Services at no charge, with respect to that version until Licensor provides a Correction.
6.5
The Parties agree that the price adjustments called for in this Section are reasonable in light of the reduction in value to the State of the products and services provided hereunder.
6.6
Price adjustments shall be waived to the extent Errors are caused by actions or omissions of the State.
7.
The State shall submit to Licensor a listing of output and such other data as Licensor reasonably may request in order to reproduce operating conditions similar to those present when the State detected the Error.
8.
Licensor shall provide all Updates to the State at no additional charge when Updates are completed.
APPENDIX C:  PRICE SHEET
Offerors must provide the information requested below to indicate their costs associated with the installation of all components of the solution, include cost per location. Offerors must bid on all items to be considered responsive. 

Customer Service Reservation System
Initial Four-Year Term

Offerors must detail all fees charged to deploy a fully-operating Customer Service Reservation system and provide system support for the contract’s initial five years.
Hardware
	Description

	Quantity
	Unit Price
	Total Cost

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Software- include any license costs, both test and production
	Description
	Quantity
	Unit Price
	Total Cost

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Services- Include any Installation Labor, Travel, and Training
	Description
	Quantity
	Unit Price
	Total Cost

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Optional Services
	Description
	Quantity
	Unit Price
	Total Cost

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Contract Renewal Period

Offerors must detail all fees charged for operation of the Customer Service Reservation system for the contract’s six, one year renewal periods. Please note if there are any incentives for signing multiple year renewals. Offerors may also list their costs for any optional services.

	Product Service
	Year 1

12/01/2018 – 11/30/2019
	Year 2

12/01/2019 – 11/30/2020
	Year 3

12/01/2020 – 11/30/2021
	Year4

12/01/2021 – 11/30/2022
	Year 5

12/01/2022 – 11/30/2023
	Year 6
12/01/2023 – 11/30/2024
	Total Cost

	Hardware
	
	
	
	
	
	
	

	Software
	
	
	
	
	
	
	

	Ongoing Support and Maintenance
	
	
	
	
	
	
	

	Optional Services i.e. SMS  fees
	
	
	
	
	
	
	


APPENDIX D:  REQUIREMENTS
	FUNCTIONAL REQUIREMENTS - Scored Items

	 
	 
	 
	Max Score

	Number
	Requirement Group
	Requirement Description
	(Low = 0)

	F 1
	Customer Experience
	Offeror must describe and provide a wireframe visual presentation of the UI for both desktop and mobile devices showing how their solution enables customers to make a same day or future service reservation via web or mobile device. 

 
	150

	F 2
	Customer Experience
	The Offeror must describe how their solution enables customers to reserve, cancel, review, and/or change a service reservation.
	150

	F 3
	Customer Experience
	The Offeror must describe their service reservation confirmation process, including any messages that are sent to the customer. At a minimum, the solution must inform the customer when to expect a service reservation confirmation message through the customer’s preferred means of contact, these options should include a print out, e-mail, or text. The notice must include the customer confirmation number.


	150

	F 4
	Customer Experience
	The solution must be capable of sending automated reminders to customers with existing service reservations. Please describe and provide examples of the methods automated reminder are sent, i.e. phone, text message, e-mail.
	100

	F 5
	Customer Experience
	The solution must require customers to provide a name, Montana driver license number or ID card number (if they have one), phone number (land line or cell), or valid e-mail address to receive MVD reminders or other alerts related to their scheduled service reservations. 
	75

	F 6
	Customer Experience
	The solution must be able to link to an MVD web site where customers can find information about MVD driver licensing policies, driver license types, and driver exam station locations/hours of operation.
	50

	F 7
	Customer Experience
	The solution must provide the customer a field where they can manually enter text as notes related to a service reservation (for example, to describe any special needs). This functionality must be available when the customer schedules, changes, or cancels a service reservation.
	50

	F 8
	Customer Experience
	The solution must allow the user to search for service availability, including same day, by location and/or by next available service time at any location. The Offeror must describe how their solution meets this requirement.
	150

	F 9
	Customer Experience
	The solution must be able to advise a customer how long their service reservation will be held without the customer finalizing the reservation. The Offeror must describe how their solution meets this requirement.
	50

	F 10
	Administration
	The solution must be capable of maintaining history of customer service reservations for an MVD-configurable amount of time past the customer’s scheduled reservation time.
	50

	F 11
	Administration
	The solution must provide an auto-cancel and notification feature that is configurable by MVD location. This feature must allow the MVD to cancel some or all service reservations by time/service type at a location, and notify affected customers via their preferred contact method.

Such a feature must allow for a free form text field and may be used in the event the MVD needs to temporarily close a location.

The Offeror must describe how their solution meets this requirement.
	125

	F 12
	Administration
	The solution must allow service reservation types to be allocated for different lengths of time at different locations, and or by MVD employee (e.g., a road test in Billings may require a 20-minute appointment, while the same test in Conrad may require only a 5-minute appointment). 
	125

	F 13
	Administration
	The solution must be able to prevent a customer from scheduling more than one of the same service reservation type at a time.  The Offeror must describe how their solution meets this requirement.
	50

	F 14
	Administration
	The solution must allow the MVD to configure hours of operation for each MVD location based on individual employee availability at each location. The Offeror must describe how their solution meets this requirement.
	75

	F 15
	Administration
	The solution must allow MVD employees to search for service reservations by customer name, confirmation number, driver license number, reservation service type, appointment date, phone number, e-mail address, and/or location.
	50

	F 16
	Administration
	The solution must have the ability to archive data for a time period specified by the MVD. The solution must provide an administrative view into archived data. The Offeror must provide means to secure any personal identifying information (PII). The Offeror must describe how their solution meets this requirement.
	50

	F 17
	Administration
	The solution must be able to mark customers as having arrived, display and have the ability to print a daily schedule for a specific MVD location. Information to display should include but is not limited to:

· Date(s) selected 

· Customer name

· Customers’ service reservation times

· Customers’ service reservation types

· Result of customer notification (e.g. message failure, no reply)
· List of service reservation slots open and filled
The Offeror must describe how their solution meets this requirement. 
	100

	F 18
	Administration
	The solution must provide an administrative tool that contains a template function for configuring the initial and ongoing set up of a location or employee schedule that can be applied for all service types at all locations (e.g., display state holidays). The template should be customizable based on service types offered at MVD locations. The Offeror must describe how their solution meets this requirement.
	75

	F 19
	Administration
	The solution must provide a method for appointment type-based workload distribution among MVD employees based upon skill set, to provide efficient customer service. This allows MVD locations to direct customers to the employees’ best equipped to facilitate their request.
	50

	F 20
	Administration 
	The solution must be capable of displaying to MVD employees the reservation number, customer name or other identifying information on their state terminal/PC.
	50

	F 21
	Administration
	The Offeror must describe how MVD employees manage the flow of walk-in traffic in parallel with service reservation traffic. 
	50

	F 22
	Reporting and Monitoring  
	The solution must provide standard reports including, but not limited to daily, monthly, and annual reports. The Offeror must provide examples of their standard reports.


	100

	F 23
	Reporting and Monitoring 
	The solution must allow the MVD to create and modify ad hoc reports and queries and distribute reports and query templates statewide. The Offeror must describe their solution’s options/abilities that will enable authorized MVD employees to create their own reports. 
	100

	F 24
	Reporting and Monitoring 
	The solution must be able to generate real-time queries and reports during normal business hours, without affecting the system’s performance. The Offeror must describe how their solution meets this requirement.
	100

	F 25
	Reporting and Monitoring 
	The solution must be able to report data in table and graph formats.
	50

	F 26
	Reporting and Monitoring 
	The solution must allow users to download and export reports. The Offeror should list their available export formats. 
	50

	F 27
	Reporting and Monitoring 
	The solution must provide trend analysis reports to assist in determining future MVD staffing requirements.
	50

	F 28
	Reporting and Monitoring 
	The solution must provide the ability to view metrics related to service reservation cancellations (e.g., how many cancellations per week, per month, per year, by location, by MVD employee).
	100

	Subtotal - Functional Requirements - Scored Items
	2325


	TECHNICAL REQUIREMENTS  -  Scored Items

	 
	 
	 
	Max Score

	Number
	Requirement Group
	Requirement Description
	(Low = 0)

	T1
	Access and Environment


	The primary user interface should be web browser-based. The solution must support the current release and at least one previous version of the most popular browsers including Internet Explorer, Mozilla Firefox, Chrome, and Safari. The Offeror must describe browsers supported, and identify any that are not supported by their solution.
	50

	T 2
	Access and Environment


	The solution’s administration console must be accessible to authorized MVD employees through a single login that gives the user role-based access tied to the DOJ active directory domain. If SaaS is chosen as the solution, the Offeror will be required to manage the log-in procedure.
	50

	T 3
	Access and Environment


	The solution must be able to assign roles for various user levels (e.g., administrator, manager, supervisor, counter user) and assign those roles.  Offeror must describe roles the solution provides and functionality for each.
	45

	T 4
	Access and Environment


	The solution’s administration console must provide the ability for authorized DOJ employees to reset passwords on existing accounts.
	25

	T 5
	Access and Environment


	The solution must be able to encrypt Personally Identifiable Information (PII). The Offeror must describe their solution for data in flight and at rest.
	70

	T 6
	Architecture and Design
	The State desires to have a either an on premises or Software as a Solution (SaaS) application for its Customer Service Reservation. The Offeror must describe the best structure for running their application.
	50

	T 7
	Architecture and Design

	The Offeror must provide a description of the high level architecture for the Customer Service Reservation solution, supported with diagrams depicting the interactions among the system components. The purpose of these diagrams is to ensure that the DOJ understands the essential design of the proposed solution and can determine that the design is generally consistent with the budget, scope, and capabilities represented in this RFP. 
Diagrams should include architectural views that reflect the application architecture, information architecture and related data models, and corresponding software and hardware architectures.
	25

	T 8
	Architecture and Design


	The Offeror must describe how development and test systems will be provided and confirm that an environment identical to production will be provided as a test/training system. The Offeror must describe any differences in the proposed environments.
	65

	T 9
	Architecture and Design


	The Offeror must provide any hardware, network, or architecture requirements.  The Offeror must describe how their solution will be deployed from a networking perspective (Cloud or Inside the State Network). Please also indicate any potential network resource/access requirements including VPN and access to resources on DOJ servers/databases. Please also include a detailed network diagram for the proposed deployment solution. 
	25

	T 10
	Architecture and Design
Application Architecture
	The Offeror must include details of the particular industry standards that are incorporated in their application architecture. If proprietary standards or interfaces are used please include the rationale and describe the advantage over current industry standards. 
	25

	T 11
	Architecture and Design
Web Interface Architecture
	The Offeror must describe the standard web technologies adopted in the development of the web user interface, e.g., JQuery, JavaScript, PHP, Ajax, Java, ASP, ASP.Net, C#. The Offeror should also discuss how the architecture provides the ability to customize and expand the system using these standard web technologies. Discuss how the web interface architecture handles web interface vulnerabilities e.g., cross-site scripting (XSS), SQL injection and remote code execution.
	25

	T 12
	Architecture and Design
Information and Data Architecture
	Offeror shall include a database Entity Relationship Diagram (ERD) for the system.
	25

	T 13
	Architecture and Design
Data Access Layer
	The Offeror must describe the data access layer used to interact with the application and database. Also include a presentation of how the data access layer architecture ensures integrity across transactions and business processes.
	20

	T 14
	Architecture and Design
Data Exchanges
	The Offeror must describe the framework of the standards/tools/protocols (e.g., XSDs, XSLTs, XML, SFTP) used to exchange data across systems. All exchanges need to use secure means of transmission using SSL or encryption, e.g., SFTP. Discuss any proprietary product used for any such purpose.
	
20

	T 15
	Architecture and Design
Integration Architecture
	The Offeror must describe the modularity of their application and the ease of implementing future advances in enabling technologies; e.g., business rules engines, as well as the use of specific named protocols, e.g., SOAP, HTTP. Include in your description how other applications will be able to interface with your solution.
	20

	T 16
	Architecture and Design
System Management
	The Offeror must describe all features needed to manage, control, administer, maintain, and support the system (e.g., automated deploys, builds, utilities, backups, operator involvement levels, performance monitoring, end user support, and operational analysis).
	45

	T 17
	Architecture and Design
Directory Services
	The Offeror must describe use of Lightweight directory access protocol (LDAP) or other directory services.
	25

	T 18
	Architecture and Design
Security Architecture
	The Offeror's application must secure all communications that authorized users use to query or supply data. Offeror should describe compliance with secure sockets layer (SSL), multipurpose internet mail extensions (MIME), and industry-accepted standards for applicable uses of cryptography such as Advanced Encryption Standard, Data Encryption Standard, Triple DES, or NIST.
	25

	T 19
	Performance

	The Offeror must describe how their system will function in an environment of limited state network resources and low-speed, low-bandwidth Internet connections.  The Offeror will also provide a detailed outline for performing UAT testing prior to final turn-up and acceptance of the solution.
Note: Internet connectivity/cellular service within the state of Montana is technically challenging due to distance and terrain. Offerors should be aware of these factors when preparing a proposal.

	25

	T 20
	Performance


	The Offeror’s system must perform optimally at all times, and use methods to maintain efficient performance levels, such as proper indexing and database design. The solution must maintain performance levels regardless of system changes (such as operating system upgrades).
	25

	T 21
	Performance


	The Offeror must describe performance tuning methodology for the application and database to ensure high performance.
	25

	T 22
	Performance
	The Offeror must describe the extent to which the database design incorporated referential integrity constraints and data normalization.
	25

	T 23
	Performance


	The Offeror must describe how their system can be scaled to support an increase in users and/or office locations.
	20

	T 24
	Availability

	The Offeror must describe how their system will be available during MVD customer service center business hours. Up time must be maintained regardless of maintenance, back up, or other activity that must be performed by or on the system.  
	25

	T 25
	Availability

	The Offeror’s system must be up more than 99% of the time and commit to a response time of 30 minutes when there is an outage with a resolution within 4 hours.   
	50

	T 26
	Availability


	The Offeror’s system must have Keep Alive or similar technology implemented as necessary to keep systems available without timing out. 
	25

	T 27
	Availability


	The Offeror’s system must not have any single point of failure. The Offeror must disclose whether their solution includes any components that upon failure prevent the entire system from working.
	25

	T 28
	Availability


	The Offeror must describe the process of back-up restoration in the case of operating system failure, hardware failure, or any other failure scenario including recovery of the administrative database.
	25

	T 29
	Availability


	The Offeror’s system must provide a method to failover to a disaster recovery database server when the primary site fails due to the unlikely event of catastrophic failure, or disaster to the primary location disrupting the access to the primary site. The disaster recovery database must then be transitioned to take over the primary role.  The Offeror must describe their solution for this, including their response time.  
	90

	T 30
	Availability


	The Offeror must describe Recovery Time (RTO) and Recover Point (RPO) Objectives provided with proposed solution in the event of a network failure:
· Recovery Time Objective is the duration of time and a service level within which a business process must be restored after a disaster (or disruption) in order to avoid unacceptable consequences associated with a break in business continuity.

· Recovery Point Objective is the maximum tolerable period in which data might be lost from an IT service due to a major incident.
	25

	T 31
	General Requirements

	All hardware and software provided by the Offeror must be current, available, and supported technology including Microsoft Windows Servers and desktop operating systems (if applicable).
	25

	T 32
	General Requirements

	The Offeror must describe the reporting framework used by the system. 
	15

	T 33
	General Requirements

	All hardware and software provided by the Offeror must include monitoring capabilities to alert the DOJ staff of failures or errors.
	25

	T 34
	General Requirements

	The browser based solution provided by the Offeror must use SSL for encrypting all connections between the browser and the host environment.
	25

	T 35
	General Requirements

	The Offeror must define their system software licensing model. Software licenses must be transferable if client and/or server hardware and/or software operating system is changed or upgraded. The Offeror must indicate if there is any third-party proprietary software embedded in the technical solution, identify the third-party proprietary software, and confirm upgrade costs will be the responsibility of the Offeror.
	25

	T 36
	System Security

	The Offeror must describe the capability to provide multiple levels of security, including access to specific groups.

Access to the Offeror system will be restricted to individuals whose duties require such access and are authorized by the DOJ. 
	25

	T 37
	System Security

	All data shall be the sole property of DOJ. The Offeror may access and use these records solely for the purpose of DOJ system development, enhancement, testing, maintenance, and other support activities required to fulfill their obligations under this contract. 
	25

	T 38
	System Security

	By submitting a proposal, the Offeror acknowledges that the successful bidder will have access to information which is considered Personally Identifiable Information (PII), the dissemination of which is limited by federal and/or state law, including the Federal Drivers Privacy Protection Act, 18 USC 2721 et. Seq. Offeror acknowledges that the improper dissemination of personally identifiable information is a violation of the Federal Drivers Privacy Protection Act and that any individual or entity that violates this Act is subject to criminal prosecution, fines, and civil penalties.
	25

	T 39
	System Security

	Secure, remote access for Offeror staff for purposes of support will be allowed via a mutually agreed upon method.
	25

	T 40
	System Security

	The Offeror must describe system auditing capabilities data (e.g., date/time stamp, user id, location).
	25

	T 41
	System Security
	The Offeror must provide a copy of their data breach policy
	10

	T 42
	Training and Documentation

	The Offeror must provide training on all system functions prior to acceptance of the system. 
Training will include sufficient information and experience to familiarize personnel (operators and supervisors) with system features and operations for their particular assignments. 
Cost of training and description of training should be included in the cost proposal. Supplemental training should also be made available to the State at costs identified by the Offeror.
	25

	T 43
	Training and Documentation


	The Offeror must provide customized documentation for the MVD and deliver the documentation electronically. Documentation must include, but is not limited to:

· User documentation

· System software administrator documentation

· System IT hardware support documentation

· Use of reports
	50

	T 44
	Acceptance Testing and Installation

	The Offeror must describe the installation plan and provide labor, tools, equipment, parts, and accessories required to install the system. 
· Placement of all Offeror supplied components will be subject to approval by the MVD.
· Offeror shall conceal all wires so that the system has a professional and visually pleasing appearance.
· Offeror shall be responsible for any damage to, but not limited to walls, ceilings, or furniture and will repair any damage to the satisfaction of the MVD.
	20

	T 45
	Acceptance Testing and Installation

	The MVD will provide the Offeror with access and space to install the necessary network cabling to allow connectivity of the system. The MVD will also provide installation or relocation of any electrical outlets.
	20

	T 46
	Support and Maintenance


	The Offeror must describe the available technical support to be provided during each project phase, and once the system has gone into production. For example, does the Offeror provide a toll free number, what hours support is support available, what are the average response times, etc.
	25

	T 47
	Support and Maintenance


	The Offeror must describe the frequency of release of software patches and upgrades? 

· Describe how customers are notified and the types of documentation provided.

· What level(s) of Offeror support are available to apply patches and/or upgrades to our environments? 
	25

	T 48
	Support and Maintenance


	The Offeror must provide all updates and upgrades throughout the life of the contract. The Offeror must provide a sample of a typical maintenance contract.
	65

	T 49
	Support and Maintenance


	As part of a contract, a Service Level Agreement (SLA) with roles and responsibilities will be mutually agreed upon by the Offeror and MVD. The Offeror must provide a sample of a service level agreement.
	20

	T 50
	Support and Maintenance


	The Offeror must agree to coordinate all scheduled/ planned outages with the MVD. All such outages are to be submitted and approved by MVD prior to any service disruption.
	25

	T 51
	Support and Maintenance


	In the event of any system failure or unexpected application unavailability, in a mutually agreed upon time frame, the Offeror will immediately:

· Notify the MVD of any loss of service

· Inform the MVD of estimated time the system will be out of service

· Make every reasonable effort to restore full service of the system within a mutually agreed upon timeframe. 
	25

	T 52
	Support and Maintenance


	For any hardware components purchased through the Offeror, in the event that component fails and needs to be replaced, only newly manufactured components of the same type will be allowed.  
In the event the same component is no longer available, the Offeror is responsible to provide a component that is equal to or better than the component that failed. The MVD must approve any substitutions.
	25

	T 53
	Support and Maintenance


	The Offeror must describe their ongoing support and maintenance of the proposed solution, and indicate the number of FTEs required annually for effectively maintaining the solution.
	50

	T 54
	Support and Maintenance


	The Offeror must describe their warranty period, technical support/maintenance levels, related pricing and renewal options. The Offeror must include hours of support, contact methods, escalation process, criteria used to define problem severity at each level, who is notified at each level, and the expected incident response and resolution times associate with each level.
	50

	T 55
	Support and Maintenance


	The Offeror must describe how they track technical support requests, problems, fixes, etc. and explain how communication is managed between the Offeror’s support staff and users.
	25

	T 56
	Support and Maintenance


	The Offeror must describe the monthly service level reports they will provide and the source of the data to include:

· Incidents opened/resolved

· System availability/planned and unplanned outages

· System performance/utilization
	25

	T 57
	Support and Maintenance


	The Offeror must describe the standard process for modifying business rules in the system, in terms of technical difficulty and time required to change business rules. 
	25

	T 58
	Support and Maintenance


	The Offeror must describe their process for managing requested changes or enhancements to the software (include cost in Appendix C).
	25

	Subtotal - Technical Requirements - Scored Items
	1795

	 
	 
	 
	 


APPENDIX E: CLIENT REFERENCE FORM

Per Section 4.2.1 of this RFP, a completed Client Reference Form must be provided from three, and no more than three, offeror’s clients that have received services similar to those described in this RFP. The form can be found on the following page. Offerors must follow the instructions below:
	INSTRUCTIONS TO PROPOSING OFFEROR

	1. 
	Offeror MUST complete Part A and/or Part B of the Reference Questionnaire.

	2. 
	Offeror MUST send the Reference Questionnaire and a #10 envelope to three client references for completion of Part D, Part E and Part F. These clients must complete and return the Reference Questionnaire to the offeror for inclusion in its proposal. 

	3. 
	The Contractor Reference Form(s) must be submitted with the offeror’s proposal in a sealed envelope signed by the reference. Do NOT open the sealed references.

	4. 
	Questions regarding the Questionnaire or process should be directed to the individual identified in RFP Section 1.3 (page 5).


	CLIENT REFERENCE FORM

	

	STATE OF MONTANA REQUEST FOR PROPOSAL (RFP) 15-2893P

	

	Customer Service Reservation System


	PART A – TO BE COMPLETED BY OFFEROR – Please type or print

	Name of Company Submitting Proposal:
	


	PART B – IF APPLICABLE, NAME OF COMPANY ACTING AS SUBCONTRACTOR 

FOR OFFEROR IDENTIFIED IN PART A – Please type or print

	Name of Subcontractor:
	


	PART C – REFERENCE INSTRUCTIONS

	1. 
	This Reference Questionnaire is being submitted to your organization for completion as a reference for the company listed in Part A or Part B, above.

	2. 
	This Reference Form must be returned to the company listed above for inclusion in its proposal.

	3. 
	Complete this questionnaire (either using the form provided or an exact duplicate of this document).

	4. 
	Sign and date the completed questionnaire.

	5. 
	Seal the completed, signed, and dated questionnaire in the standard #10 envelope provided by the company listed above.

	6. 
	Sign in ink across the sealed portion of the envelope.

	7. 
	Return the Reference Questionnaire to the company listed above in time for it to be included in the proposal package.  Responses to RFP15-2893P are due to the State of Montana by January 12, 2015.

	8. 
	In addition to the Reference Questionnaire, the State may contact references by phone for further clarification, if necessary.

	9. 
	We request all questions be answered.  If an answer is not known please answer as “U/K”.  If the question is not applicable please answer as “N/A”.

	10. 
	If you need additional space to answer a question or provide a comment, please attach additional pages.  If attaching additional pages, please place your company/organization name on each page and reference RFP15-2893P at the top of the page.

	11. 
	Your response will be used as part of the company’s proposal.  A maximum of 80 points are available based on your ratings.


	PART D – COMPANY PROVIDING REFERENCE – Please type or print

	Company Providing Reference:
	

	Contact Name:
	

	Title:
	

	Signature:
	

	Date:
	

	Contact Telephone:
	

	Contact Email Address:
	


Rate each of the following concerning the company’s performance using the ratings from 0-5 below:

5 – Superior
4 – Very Good

3 - Good
2 – Poor
1 – Fail 

0 – U/K or N/A
PART E – QUESTIONS:  

	1.  In what capacity have you worked with this Contractor in the past?

	


	2. Rate the firm’s knowledge and expertise.

	Comments:



	3. Rate the contractor’s flexibility relative to changes in the project scope and timelines.

	Comments:



	4. Rate your level of satisfaction with hard copy materials produced by the contractor.

	Comments:



	5. Rate the dynamics/interaction between the contractor and your staff.

	Comments:



	6. Rate your satisfaction with the products developed by the contractor.

	Comments:



	7. Rate how well the agreed upon, planned schedule was consistently met and deliverables provided on time.  (This pertains to delays under the control of the contractor.)

	Comments:



	8. Rate the overall customer service and timeliness in (1) responding to customer inquiries/issues and (2) providing production down time resolutions.

	Comments:



	9. Rate the knowledge of the contractor’s assigned staff and their ability to accomplish duties as contracted.

	Comments:



	10. Rate the accuracy and timeliness of the contractor’s billing and/or invoices.

	Comments:



	11. Rate the contractor’s ability to quickly and thoroughly resolve a problem related to the services provided once the system was deployed.

	Comments:



	12. Rate the contractor’s flexibility in meeting business requirements.

	Comments:



	13. Rate the likelihood of your company/organization recommending this contractor to others in the future.

	Comments:



	14.  With which aspect(s) of this contractor’s services are you most satisfied?

	Comments:



	15. With which aspect(s) of this contractor’s services are you least satisfied?

	Comments:



	16. Would you choose to renew a contract with this contractor?

	Comments:



PART F – GENERAL INFORMATION: 

	1. During what time period did the contractor provide these services for your organization?

	Month/Year:
	
	TO:
	Month/Year:
	


APPENDIX F:  MVD DRIVER SERVICES STATIONS STAFFING
Driver licensing operations and support services are currently provided at fifty permanent and part-time driver services stations located throughout Montana. The days and hours of operation and the services available at the driver services stations vary by location. The MVD currently uses three staffing models to provide customer service at the driver services stations:

· “Permanent” driver services stations – these stations are located in Montana’s larger cities (e.g., Billings, Missoula, Great Falls), provide full driver licensing services, are generally open Monday through Friday, and are staffed fulltime by MVD employees.

· “Travel” stations – these stations are typically located in Montana’s smaller towns (e.g., Townsend, Chinook, Superior). Part-time stations are staffed by MVD employees who travel from the full-service offices with mobile equipment (e.g., image capture workstation, laptops, printer) that is set up on site. These stations may provide only limited services and are generally open from one to four days per month.

· “Travel – Permanent” stations – these stations are also staffed by MVD employees who travel from the full-service offices. However, driver license processing equipment is permanently stored at these stations. These sites may provide only limited services and are generally open from one to four days per month.

Both full-service and part-time driver services stations are equipped with at least one direct online network connection to the state computer system and the current driver license system. Field office and headquarters employee workstations consist of state-owned PC’s running Microsoft Windows.
	Driver Services Station
*mobile stations if required 
	Station Type
	FT/PT?
	Days Per Month
	Days/Hours
	# Staff
	# Work stations
	Average Customer contacts (mo/yr) 2013

	Headquarters
	Permanent
	FT
	22
	Monday – Friday : 8-5
	Five days a week: 8
	8
	N/A

	Western Region
	
	
	
	
	
	
	

	Kalispell
	Permanent
	FT
	22
	Monday – Friday : 8-5
	Monday – Thursday : 4

Friday: 5

Regional Manager: 1

CDL/VIN: 1
	6
	2,085/25,013

	     Eureka *
	Travel
	PT
	4
	Thursdays: 10 – 3 
	1 (covered by Kalispell)
	1
	58/691

	Libby
	Permanent
	PT
	22
	Wednesday – Thursday: 8-5

Friday: 8–12:00
	Two days a week: 2

One half day a week: 1
	2
	261/3129

	Polson
	Permanent
	FT
	22
	Monday – Friday : 8-5
	Three days a week: 1

Two days a week: 2
	2
	522/6265

	Missoula
	Permanent
	FT
	22
	Monday – Friday : 8-5
	Five days a week: 5

Relief examiner: 1

CDL/VIN: 2
	8
	2,421/29,053

	     Superior *
	Travel
	PT
	2
	2nd and 4th Thursdays: 9:30 – 3:30 
	1 (covered by Missoula)
	1
	32/378

	Stevensville
	Permanent
	FT
	22
	Monday – Friday : 8-5
	Five days a week: 2
	2
	840/10,079

	Thompson Falls
	Permanent
	PT
	13
	Tuesday – Wednesday : 8-5

Thursday: 8 – 12 
	Three days a week: 1
	1
	205/2,459

	Northern Region
	
	
	
	
	
	
	

	Butte
	Permanent
	FT
	22
	Monday – Friday: 8-5
	Five days a week: 3
	3
	900/10,796

	     Anaconda *
	Travel – Permanent
	PT
	4
	Fridays: 8:30 – 2:30
	1 (covered by Butte)
	1
	104/1,243

	     Deer Lodge *
	Travel – Permanent
	PT
	7
	Wednesdays and 1st, 2nd, and 4th Thursdays: 9 – 3:45
	1 (covered by Butte)
	1
	94/1,131

	     Phillipsburg * 
	Travel
	PT
	1
	3rd Thursday: 9:30 – 3:30 
	1 (covered by Butte)
	1
	20/231

	Cut Bank
	Permanent
	PT
	8
	Monday & Friday: 8:30 – 4:30 
	Two days a week: 1
	1
	156/1,876

	     Browning *
	Permanent
	PT
	4
	Thursdays: 9:15 – 3:45
	1 (covered by Cut Bank)
	1
	41/491

	     Conrad *
	Travel – Permanent
	PT
	4
	Wednesdays: 8:45 – 4:15
	1 (covered by Cut Bank)
	1
	89/1,068

	     Shelby *
	Travel – Permanent
	PT
	4
	Tuesdays: 8:45 – 4:15
	1 (covered by Cut Bank)
	1
	48/572

	Dillon
	Permanent
	PT
	12
	Monday and Tuesday: 8 – 5 

Wednesday: 8 – 12 
	One day a week: 2

One-and-a-half days a week: 1
	2
	195/2,342

	Great Falls
	Permanent
	FT
	22
	Monday – Friday : 8-5
	Five days a week: 4

Regional Manager: 1

CDL/VIN: 1.5
	5
	1,661/19,936

	     Choteau *
	Travel
	PT
	4
	Tuesdays: 9:30 – 3:30 
	1 (covered by Great Falls)
	1
	61/726

	     Fort Benton 
	Travel
	PT
	1
	3rd Thursday: 9:30 – 3:30 
	1 (covered by Great Falls)
	1
	19/226

	Havre
	Permanent
	FT
	18
	Monday, Tuesday, Thursday, and Friday: 8 – 5
	Four days a week: 1.5
	2
	472/5,657

	     Chester *
	Travel
	PT
	1
	2nd Wednesday: 9:30 – 3:30
	1 (covered by Havre)
	1
	18/215

	     Chinook *
	Travel
	PT
	1
	3rd  Wednesday: 9 – 4
	1 (covered by Havre)
	1
	16/187

	     Malta *
	Travel
	PT
	2
	1st and 4th Wednesdays: 10:15 – 1:45
	1 (covered by Havre)
	1
	32/380

	Helena
	Permanent
	FT
	22
	Monday – Friday : 8-5
	Five days a week: 2.5

Relief examiner: 1
	4
	1,350/16,195

	     Townsend * 
	Travel
	PT
	1
	1st Thursday: 9:30 – 3:30
	1 (covered by Helena)
	1
	23/271

	Central Region
	
	
	
	
	
	
	

	Billings
	Permanent
	FT
	22
	Monday – Friday : 8-5
	Five days a week: 7

Regional Manager: 1

CDL/VIN: 2

Relief examiner: 1
	8
	3,666/43,997

	     Columbus *
	Travel – Permanent
	PT
	4
	Thursdays: 9:30 – 3:30  
	1 (covered by Billings)
	1
	86/1,032

	     Hardin * 
	Travel
	PT
	1
	2nd Tuesday: 9:30 – 3:30
	1 (covered by Billings)
	1
	21/255

	     Red Lodge *
	Travel – Permanent
	PT
	4
	Wednesdays: 10 – 3 
	1 (covered by Billings)
	1
	73/874

	Bozeman
	Permanent
	FT
	22
	Monday – Friday : 8-5
	Five days a week: 4
	6
	2,090/25,082

	Lewistown
	Permanent
	FT
	17
	Monday, Tuesday, Thursday, and Friday: 8 – 5 
	Four days a week: 1
	1
	272/3,259

	     Harlowton *
	Travel
	PT
	1
	1st Wednesday: 10 – 3 
	1 (covered by Lewistown)
	1
	20/234

	     Roundup *
	Travel – Permanent
	PT
	3
	2nd, 3rd, 4th Wednesdays: 10 – 3 
	1 (covered by Lewistown)
	1
	57/687

	Livingston
	Permanent
	FT
	17
	Monday, Tuesday, and Thursday:     8 – 5

Friday: 8-12:30 
	Three and one-half-days a week: 1
	1
	330/3,960

	     Big Timber *
	Travel
	PT
	3
	2nd, 3rd, 4th Wednesdays: 9:30 – 3
	1 (covered by Livingston)
	1
	42/504

	     White Sulphur Springs
	Travel
	PT
	1
	1st Wednesday: 10 – 3 
	1 (covered by Livingston)
	1
	17/198

	Eastern Region
	
	
	
	
	
	
	

	Glasgow
	Permanent
	FT
	12
	Monday, Tuesday, and Friday: 8 – 5 
	Three days a week: 2
	2
	162/1,949

	     Scobey *
	Travel
	PT
	1
	4th  Tuesday: 10:30 – 2:30 
	1 (covered by Glasgow)
	1
	18/220

	     Wolf Point
	Travel
	PT
	8
	Wednesday and Thursday: 9:30 – 3:30
	1 (covered by Glasgow)
	1
	170/2,043

	Glendive
	Permanent
	FT
	22
	Monday – Friday : 8-5
	Five days a week: 3

Regional Manager: 1
	2
	266/3,193

	     Circle * 
	Travel
	PT
	1
	2nd Thursday: 9:30 – 3:30 
	1 (covered by Glendive)
	1
	20/238

	Miles City
	Permanent
	FT
	22
	Monday – Friday : 8-5
	Five days a week: 2


	2
	289/3,473

	     Baker *
	Travel
	PT
	2
	2nd and 3rd Tuesdays: 9 – 3:30 
	1 (covered by Miles City)
	1
	32/389

	     Broadus 
	Travel
	PT
	2
	1st and 4th Tuesdays: 10 – 3 
	1 (covered by Miles City)
	1
	25/298

	     Colstrip *
	Travel – Permanent
	PT
	4
	Thursdays: 10 – 3 
	1 (covered by Miles City)
	1
	58/698

	     Forsyth *
	Travel
	PT
	2
	1st and 3rd Wednesdays: 9:30 – 3:30
	1 (covered by Miles City)
	1
	32/388

	Sidney
	Permanent
	FT
	22
	Monday – Friday: 8 – 5 
	Five days a week: 2
	2
	302/3,622

	     Plentywood *
	Travel
	PT
	4
	Tuesdays: 10 – 3 
	1 (covered by Sidney)
	1
	72/862
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Purpose
This procedure implements the requirements of the State Information Technology Services Division (SITSD) Policy: Incident Response and defines the process for ISSO Vulnerability Management.

Scope

This Procedure applies to information systems for which SITSD has responsibility.  This Procedure does not apply to any other agency or division.

Roles and Responsibilities

The following roles and responsibilities are required by this procedure:

Chief Information Officer: Oversees the information technology resources that maintain information systems for SITSD.

Chief Information Security Officer: Ensures compliance with security policies and procedures within SITSD.

Chief Technology Officer: Monitors organization compliance and may make enforcement recommendations to the appropriate level of management given the particular circumstances.

Chief Intergovernmental Relations Officer: Monitors organization compliance and may make enforcement recommendations to the appropriate level of management given the particular circumstances.

Chief Operations Officer: Monitors organization compliance and may make enforcement recommendations to the appropriate level of management given the particular circumstances.

Chief Financial Officer: Monitors organization compliance and may make enforcement recommendations to the appropriate level of management given the particular circumstances.

Division Personnel: Responsible for implementation of requirements that are contained in policies and procedures.

Requirements

Security vulnerabilities are identified on a daily basis.  Vulnerability management is a security practice that is designed to proactively prevent the exploitation of IT vulnerabilities within SITSD. Proactively managing vulnerabilities of systems will reduce or eliminate the potential for exploitation and involve considerably less time and effort than responding after the exploitation of a vulnerability has occurred.

Monitoring Vulnerabilities

The ISSO is responsible for monitoring security sources for vulnerability announcements, patch and non-patch remediation efforts, and emerging threats that correspond to the hardware and software administered and supported by SITSD.

Monitoring will consist of:

Reviewing various security sites for current security incident and vulnerability information.

Reviewing communications from vendors.

Reviewing information from vulnerability scanners.

The ISSO will gather all pertinent information that pertains to vulnerabilities. As a result of this research, documentation will be compiled to determine the need for remediation and what actions are to be taken.

Vulnerability Communication

The ISSO will determine the need for communication of vulnerabilities to other individuals. This determination will depend upon the vulnerability as well as the system to which it pertains. If needed, the ISSO will prepare a written communication to agency contacts. This communication will be sent through the SITSD Service Desk.

If the ISSO recommends immediate action to address a vulnerability, this information will be communicated to the Chief Technology Officer. Approval of action being taken will be completed by the Chief Technology Officer or their designee.
Vulnerability Remediation

Remediation for vulnerabilities will be deployed to all systems that have the vulnerability, even for systems that are not at immediate risk of exploitation. Remediation for vulnerabilities will also be incorporated into the standard builds and configurations for hosts. There are three primary methods of remediation that can be applied to an affected system: the installation of a software patch, the adjustment of a configuration setting, or the removal of the affected software.

Patch Management – The ISSO will monitor information from various sources to determine the need for system patches. This includes system release patches on a particular time schedule or if there is an immediate need to address a security related problem. This is the process that the ISSO will follow as it relates to patch management:

The ISSO security audit technician receives information about a patch that has been released for an SITSD or enterprise system.

The ISSO security audit technician will discuss the patch with various experts from within SITSD.

A determination will be made as to what alert level will be used when distributing information about the patch. The following chart will be used when determining alert level:

RED - Immediately (within 48 hours)
ORANGE - As Soon As Possible (within one week)
YELLOW - Within one Month
GREEN - During the next General Maintenance
The ISSO security audit technician will prepare a communication regarding the patch and will forward it to the SITSD Service Desk for distribution.

Configuration setting – The ISSO will monitor information from various sources to determine the need for system configuration setting changes. System configuration changes are generally a result of vulnerability scans or vendor communications. This is the process that the ISSO will follow as it relates to configuration setting changes:

The ISSO security audit technician receives information regarding a configuration setting from a vulnerability scan or a communication from the vendor.

The ISSO security audit technician will discuss the configuration change with various experts from within SITSD.

A determination will be made as to whether the configuration will be changed. If it is not to be changed, this should be noted and the reason for not making the change in the SITSD change management or risk assessment application. If the change is going to be made, administrators will follow the Change Management Process.

Removal of affected software – the ISSO will monitor information from various sources to determine the need for software removal.  An example of this would be the use of non-standard software on an SITSD computer. This is the process that the ISSO will follow as it relates to software removal:

The ISSO security audit technician receives information regarding software that may need to be removed from systems.

The ISSO security audit technician will discuss the software removal with various experts from within SITSD.

A determination will be made as to whether the software will be removed. If it is determined that the software will not be removed, this should be noted and the reason for not removing the software in the SITSD change management or risk assessment application. If the software is to be removed, a service request is to be made and assigned to the appropriate group for the software to be removed.

Verification of Remediation

The ISSO will verify vulnerability remediation through the use of several methods:

Verify patch installation by viewing patch logs or automated software reports.

Verify that files or configuration settings that the remediation was intended to correct, have been changed as stated in the vendor’s documentation.

Review host or software reports for removal of affected software from devices.

Scan the host with a vulnerability scanner that is capable of detecting known vulnerabilities.

Perform annual penetration testing.

Definition(s)

Refer to the NIST Information Security Glossary of Key Information Security Terms for a     list of NIST definitions.

Compliance

Compliance shall be evidenced by implementing the procedure as described above.

Enforcement

Each bureau is responsible for the Procedure’s implementation and enforcement. The Chief Technology Officer, Chief Intergovernmental Relations Officer, and Chief Operations Officer shall monitor bureau compliance and may make enforcement recommendations to the appropriate level of management given the particular circumstances.

If warranted, management shall take appropriate disciplinary action to enforce this Procedure, up to and including termination of employment, consistent with current State Policy (i.e. MOM3-3130, Discipline Handling). When considering formal disciplinary action, management will consult with their assigned Human Resource Specialist before taking action.

References

Legislation

§2-15-112, MCA - Duties and Powers of Department Heads

Policies, Directives, Regulations, Rules, Procedures, Memoranda

SITSD Procedure: IT Policies, Standards, Procedures and White Papers
POL-Incident Response Policy
SITSD EOC and ISSO Incident Response Procedure

SITSD EOC and ISSO Security Monitoring Procedure

Standards, Guidelines

APPENDIX H:  GLOSSARY
ARM

Administrative Rules of Montana

AAMVA


American Association of Motor Vehicle Administrators
Deployment
Deployment is the phase in system development when the system is activated.  Deployment is usually accompanied by user training.

DLB
Driver License Bureau. One of the bureaus under the Montana Motor Vehicle Division.

DOA
The Montana Department of Administration

DOJ
The Montana Department of Justice

ISSO
Information Services Security Officer
IT
Information Technology

JITSD
Department of Justice Information Technology Services Division

MCA

Montana Code Annotated
MERLIN
The Montana Enhanced Registration and Licensing Network (MERLIN) system is the primary application used by the Montana Department of Justice, Motor Vehicle Division and the Montana County Treasurers’ offices to process vehicle registration, titling, and related transactions.

MVD
Motor Vehicle Division

PII
Personal Identifying Information

Production Use

A system, feature, or function is “in production” when it is actively being used by the intended user community to manage and execute their business operations.

RFP

Request for Proposal
SaaS
Software-as-a-service is a software delivery model in which software and associated data are centrally hosted on the Internet.
SITSD
Department of Administration, State Information Technology Services Division

SOAP

Simple Object Access Protocol, is a protocol specification for exchanging structured information in the implementation of Web Services in computer networks. It relies on XML Information Set for its message format, and usually relies on other Application Layer protocols, most notably Hypertext Transfer Protocol (HTTP) or Simple Mail Transfer Protocol (SMTP), for message negotiation and transmission.

SOFTWARE ASSURANCE

Software Assurance-the level of confidence that software is free from vulnerabilities, either intentionally 
designed into the software or accidentally inserted at any time during its lifecycle, and that the software 
functions in the intended advertised manner.
UAT
User Acceptance Testing

VIN
Vehicle Identification Number
Web Service

A web service is an integration approach for implementing distributed application systems.  The difference between a web service and other integration frameworks is that there is no middleware framework.  It is designed to be a “listening post” for a standard message that all distributed applications will understand.  All of the conversations employ message content in XML and travel along a “wire protocol” called SOAP.  SOAP holds the rules for carrying messages to the web services and how to execute the methods that the web service offers.

XML 
This stands for eXtesnsible Markup Language. XML is a “metalanguage” - a language for describing other languages - which allows designers to create their own customized tags, enabling the definition, transmission, validation, and interpretation of data between applications and between organizations.
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