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INSTRUCTIONS TO OFFERORS

It is the responsibility of each offeror to:

Follow the format required in the RFP when preparing your response.  Provide responses in a clear and concise manner.

Provide complete answers/descriptions.  Read and answer all questions and requirements.  Proposals are evaluated based solely on the information and materials provided in your written response.

Use any forms provided, e.g., cover page, budget form, certification forms, etc.

Submit your response on time.  Note all the dates and times listed in the Schedule of Events and within the document.  Late proposals are never accepted.

The following items MUST be included in the response.

Failure to include ANY of these items may result in a nonresponsive determination.

(
Signed Cover Sheet

(
Signed Addenda (if appropriate) in accordance with Section 1.4.3
(
Correctly executed State of Montana "Affidavit for Trade Secret Confidentiality" form, if claiming information to be confidential or proprietary in accordance with Section 2.3.1.

(
In addition to a detailed response to all requirements within Sections 3, 4, and 5, offeror must acknowledge that it has read, understands, and will comply with each section/subsection listed below by initialing the line to the left of each.  If offeror cannot meet a particular requirement, provide a detailed explanation next to that requirement.
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SCHEDULE OF EVENTS

EVENT
DATE
RFP Issue Date
October 29, 2014
Deadline for Receipt of Written Questions
November 10, 2014
Deadline for Posting Written Responses to the State's Website
November 14, 2014
RFP Response Due Date
December 1, 2014
Intended Date for Contract Award
*December 15, 2014
*The dates above identified by an asterisk are included for planning purposes.  These dates are subject to change.
SECTION 1:  INTRODUCTION AND INSTRUCTIONS
1.1
INTRODUCTION
The STATE OF MONTANA, Department of Public Health and Human Services (DPHHS) ("State") is seeking a contractor to provide analysis and assessment of the DPHHS information security posture and recommendations and roadmap to achieving a heightened posture.  A more complete description of the services to be provided is found in Section 3. 
1.2
CONTRACT PERIOD
The contract period is 1 year, beginning January 1, 2015 and ending December 31, 2015, inclusive. We anticipate the project will be completed within 3-6 months, however, the contract period is longer to provide flexibility if it is needed. 
1.3
SINGLE POINT OF CONTACT

From the date this Request for Proposal (RFP) is issued until an offeror is selected and announced by the procurement officer, offerors shall not communicate with any state staff regarding this procurement, except at the direction of Tia Snyder, the procurement officer in charge of the solicitation.  Any unauthorized contact may disqualify the offeror from further consideration. Contact information for the single point of contact is:

Procurement Officer: Tia Snyder
Telephone Number: 406-444-3315
Fax Number: 406-444-2529
E-mail Address: tsnyder@mt.gov 
1.4
REQUIRED REVIEW

1.4.1  Review RFP.  Offerors shall carefully review the entire RFP.  Offerors shall promptly notify the procurement officer identified above via e-mail or in writing of any ambiguity, inconsistency, unduly restrictive specifications, or error that they discover.  In this notice, the offeror shall include any terms or requirements within the RFP that preclude the offeror from responding or add unnecessary cost.  Offerors shall provide an explanation with suggested modifications.  The notice must be received by the deadline for receipt of inquiries set forth in Section 1.4.2.  The State will determine any changes to the RFP. 

1.4.2  Form of Questions.  Offerors having questions or requiring clarification or interpretation of any section within this RFP must address these issues via e-mail or in writing to the procurement officer listed above on or before November 10, 2014.  Offerors are to submit questions using the Vendor RFP Question and Answer Form available on the OneStop Vendor Information website at: http://svc.mt.gov/gsd/OneStop/GSDDocuments.aspx or by calling (406) 444-2575.  Clear reference to the section, page, and item in question must be included in the form.   Questions received after the deadline may not be considered.
1.4.3  State's Response.  The State will provide a written response by November 14, 2014 to all questions received by November 10, 2014. The State's response will be by written addendum and will be posted on the State's website with the RFP at http://svc.mt.gov/gsd/OneStop/SolicitationDefault.aspx by the close of business on the date listed.  Any other form of interpretation, correction, or change to this RFP will not be binding upon the State.  Offerors shall sign and return with their RFP response an Acknowledgment of Addendum for any addendum issued. 

1.5
general requirements

1.5.1  Acceptance of Standard Terms and Conditions/Contract.  By submitting a response to this RFP, offeror accepts the standard terms and conditions and contract set out in Appendices A and B, respectively.  Much of the language included in the standard terms and conditions and contract reflects the requirements of Montana law.

Offerors requesting additions or exceptions to the standard terms and conditions, or to the contract terms, shall submit them to the procurement officer listed above by the date specified in Section 1.4.2.  A request must be accompanied by an explanation why the exception is being sought and what specific effect it will have on the offeror's ability to respond to the RFP or perform the contract.  The State reserves the right to address nonmaterial requests for exceptions to the standard terms and conditions and contract language with the highest scoring offeror during contract negotiation. 
The State shall identify any revisions to the standard terms and conditions and contract language in a written addendum issued for this RFP.  The addendum will apply to all offerors submitting a response to this RFP.  The State will determine any changes to the standard terms and conditions and/or contract. 

1.5.2  Resulting Contract.  This RFP and any addenda, the offeror's RFP response, including any amendments, a best and final offer (if any), and any clarification question responses shall be incorporated by reference in any resulting contract.
1.5.3  Understanding of Specifications and Requirements.  By submitting a response to this RFP, offeror acknowledges it understands and shall comply with the RFP specifications and requirements.

1.5.4  Offeror's Signature.  Offeror's proposal must be signed in ink by an individual authorized to legally bind the offeror.  The offeror's signature guarantees that the offer has been established without collusion.  Offeror shall provide proof of authority of the person signing the RFP upon State's request.
1.5.5 Offer in Effect for 120 Calendar Days.  Offeror agrees that it may not modify, withdraw, or cancel its proposal for a 120-day period following the RFP due date or receipt of best and final offer, if required.
1.6
Submitting a PrOPOSAL

1.6.1  Organization of Proposal.  Offerors must organize their proposal into sections that follow the format of this RFP.  Proposals should be bound, and must include tabbed dividers separating each section.  Proposal pages must be consecutively numbered.

All subsections not listed in the "Instructions to Offerors" on page 3 require a response.  Restate the section/subsection number and the text immediately prior to your written response.
Unless specifically requested in the RFP, an offeror making the statement "Refer to our literature…" or "Please see www…….com" may be deemed nonresponsive or receive point deductions.  If making reference to materials located in another section of the proposal, specific page numbers and sections must be noted.  The Evaluator/Evaluation Committee is not required to search through the proposal or literature to find a response.
The State encourages offerors to use materials (e.g., paper, dividers, binders, brochures, etc.) that contain post-consumer recycled content.  Offerors are encouraged to print/copy on both sides of each page.

1.6.2  Failure to Comply with Instructions.  Offerors failing to comply with these instructions may be subject to point deductions.  Further, the State may deem a proposal nonresponsive or disqualify it from further consideration if it does not follow the response format, is difficult to read or understand, or is missing requested information.
1.6.3  Multiple Proposals.  Offerors may, at their option, submit multiple proposals.  Each proposal shall be evaluated separately.
1.6.4  Copies Required and Deadline for Receipt of Proposals Offerors must submit one original (paper) technical and cost proposal and one copy (paper) to the State Procurement Bureau.  In addition, offerors must submit 8 universal serial bus (USB) flash drives each containing one electronic copy of the complete proposal (including technical and cost) in Microsoft Word or portable document format (PDF), searchable as a single document with each section heading bookmarked.  If any confidential materials are included in accordance with the requirements of Section 2.3.2, they must be submitted on a separate USB flash drive.

1.6.5  Facsimile Responses.  A facsimile response to an RFP will ONLY be accepted on an exception basis with prior approval of the procurement officer and only if it is received in its entirety by the specified deadline.  Responses to RFPs received after the deadline will not be considered.

1.6.6  Late Proposals.  Regardless of cause, the State shall not accept late proposals.  Such proposals will automatically be disqualified from consideration.  Offeror may request the State return the proposal at offeror's expense or the State will dispose of the proposal if requested by the offeror.  (See Administrative Rules of Montana (ARM) 2.5.509.)
1.7
COSTS/OWNERSHIP OF MATERIALS
1.7.1  State Not Responsible for Preparation Costs.  Offeror is solely responsible for all costs it incurs prior to contract execution.
1.7.2  Ownership of Timely Submitted Materials.  The State shall own all materials submitted in response to this RFP.
SECTION 2:  RFP STANDARD INFORMATION

2.1
AUTHORITY

The RFP is issued under 18-4-304, Montana Code Annotated (MCA) and ARM 2.5.602.  The RFP process is a procurement option allowing the award to be based on stated evaluation criteria.  The RFP states the relative importance of all evaluation criteria.  The State shall use only the evaluation criteria outlined in this RFP.
2.2
Offeror Competition
The State encourages free and open competition to obtain quality, cost-effective services and supplies.  The State designs specifications, proposal requests, and conditions to accomplish this objective.
2.3
Receipt of Proposals and Public Inspection

2.3.1  Public Information.  Subject to exceptions provided by Montana law, all information received in response to this RFP, including copyrighted material, is public information.  Proposals will be made available for public viewing and copying shortly after the proposal due date and time.  The exceptions to this requirement are:  (1) bona fide trade secrets meeting the requirements of the Uniform Trade Secrets Act, Title 30, chapter 14, part 4, MCA, that have been properly marked, separated, and documented; (2) matters involving individual safety as determined by the State; and (3) other constitutional protections.  See 18-4-304, MCA.  The State provides a copier for interested parties' use at $0.10 per page.  The interested party is responsible for the cost of copies and to provide personnel to do the copying. 

2.3.2  Procurement Officer Review of Proposals.  Upon opening the proposals in response to this RFP, the procurement officer will review the proposals for information that meets the exceptions in Section 2.3.1, providing the following conditions have been met:

●
Confidential information (including any provided in electronic media) is clearly marked and separated from the rest of the proposal.

●
The proposal does not contain confidential material in the cost or price section.

●
An affidavit from the offeror's legal counsel attesting to and explaining the validity of the trade secret claim as set out in Title 30, chapter 14, part 4, MCA, is attached to each proposal containing trade secrets.  Counsel must use the State of Montana "Affidavit for Trade Secret Confidentiality" form in requesting the trade secret claim.  This affidavit form is available on the OneStop Vendor Information website at:  http://svc.mt.gov/gsd/OneStop/GSDDocuments.aspx or by calling (406) 444-2575.
Information separated out under this process will be available for review only by the procurement officer, the evaluator/evaluation committee members, and limited other designees.  Offerors shall pay all of its legal costs and related fees and expenses associated with defending a claim for confidentiality should another party submit a "right to know" (open records) request.
2.4
CLASSIFICATION AND EVALUATION OF PROPOSALS

2.4.1  Initial Classification of Proposals as Responsive or Nonresponsive.  The State shall initially classify all proposals as either "responsive" or "nonresponsive" (ARM 2.5.602).  The State may deem a proposal nonresponsive if:  (1) any of the required information is not provided; (2) the submitted price is found to be excessive or inadequate as measured by the RFP criteria; or (3) the proposal does not meet RFP requirements and specifications.  The State may find any proposal to be nonresponsive at any time during the procurement process. If the State deems a proposal nonresponsive, it will not be considered further.

2.4.2  Determination of Responsibility.  The procurement officer will determine whether an offeror has met the standards of responsibility consistent with ARM 2.5.407.  An offeror may be determined nonresponsible at any time during the procurement process if information surfaces that supports a nonresponsible determination.  If an offeror is found nonresponsible, the procurement officer will notify the offeror by mail.  The determination will be included within the procurement file.

2.4.3  Evaluation of Proposals.  An evaluator/evaluation committee will evaluate all responsive proposals based on stated criteria and recommend an award to the highest scoring offeror.  The evaluator/evaluation committee may initiate discussion, negotiation, or a best and final offer.  In scoring against stated criteria, the evaluator/evaluation committee may consider such factors as accepted industry standards and a comparative evaluation of other proposals in terms of differing price and quality.  These scores will be used to determine the most advantageous offering to the State.  If an evaluation committee meets to deliberate and evaluate the proposals, the public may attend and observe the evaluation committee deliberations.

2.4.4  Completeness of Proposals.  Selection and award will be based on the offeror's proposal and other items outlined in this RFP. Proposals may not include references to information such as Internet websites, unless specifically requested.  Information or materials presented by offerors outside the formal response or subsequent discussion, negotiation, or best and final offer, if requested, will not be considered, will have no bearing on any award, and may result in the offeror being disqualified from further consideration.
2.4.5  Opportunity for Discussion/Negotiation and/or Oral Presentation/Product Demonstration.  After receipt of proposals and prior to the recommendation of award, the procurement officer may initiate discussions with one or more offerors should clarification or negotiation be necessary.  Offerors may also be required to make an oral presentation and/or product demonstration to clarify their RFP response or to further define their offer.  In either case, offerors should be prepared to have qualified personnel available via WebEx or in person in Helena MT, to discuss technical and contractual aspects of their proposal.  Oral presentations and product demonstrations, if requested, shall be at the offeror's expense. 

2.4.6  Best and Final Offer.  Under Montana law, the procurement officer may request a best and final offer if additional information is required to make a final decision.  The State reserves the right to request a best and final offer based on price/cost alone.  Please note that the State rarely requests a best and final offer on cost alone.
2.4.7  Evaluator/Evaluation Committee Recommendation for Contract Award.  The evaluator/ evaluation committee will provide a written recommendation for contract award to the procurement officer that contains the scores, justification, and rationale for the decision.  The procurement officer will review the recommendation to ensure its compliance with the RFP process and criteria before concurring with the evaluator's/evaluation committee's recommendation.
2.4.8  Request for Documents Notice.  Upon concurrence with the evaluator's/evaluation committee's recommendation, the procurement officer will request from the highest scoring offeror the required documents and information, such as insurance documents, contract performance security, an electronic copy of any requested material (e.g., proposal, response to clarification questions, and/or best and final offer), and any other necessary documents.  Receipt of this request does not constitute a contract and no work may begin until a contract signed by all parties is in place.  The procurement officer will notify all other offerors of the State's selection.

2.4.9  Contract Execution.  Upon receipt of all required materials, a contract (Appendix B) incorporating the Standard Terms and Conditions (Appendix A), as well as the highest scoring offeror's proposal, will be provided to the highest scoring offeror for signature.  The highest scoring offeror will be expected to accept and agree to all material requirements contained in Appendices A and B of this RFP.  If the highest scoring offeror does not accept all material requirements, the State may move to the next highest scoring offeror, or cancel the RFP.  Work under the contract may begin when the contract is signed by all parties.
2.5
STATE'S RIGHTS RESERVED
While the State has every intention to award a contract resulting from this RFP, issuance of the RFP in no way constitutes a commitment by the State to award and execute a contract.  Upon a determination such actions would be in its best interest, the State, in its sole discretion, reserves the right to:

●
Cancel or terminate this RFP (18-4-307, MCA);

●
Reject any or all proposals received in response to this RFP (ARM 2.5.602);

●
Waive any undesirable, inconsequential, or inconsistent provisions of this RFP that would not have significant impact on any proposal (ARM 2.5.505);

●
Not award a contract, if it is in the State's best interest not to proceed with contract execution (ARM 2.5.602); or

●
If awarded, terminate any contract if the State determines adequate state funds are not available (18-4-313, MCA). 

2.6
DEPARTMENT OF ADMINISTRATION POWERS AND DUTIES

The Department of Administration is responsible for carrying out the planning and program responsibilities for information technology (IT) for state government.  (Section 2-17-512, MCA)  The Chief Information Officer is the person appointed to carry out the duties and responsibilities of the Department of Administration relating to information technology.  The Department of Administration shall:

●
Review the use of information technology resources for all state agencies;

●
Review and approve state agency specifications and procurement methods for the acquisition of information technology resources; and
●
Review, approve, and sign all state agency IT contracts and shall review and approve other formal agreements for information technology resources provided by the private sector and other government entities.

2.7
COMPLIANCE WITH STATE OF MONTANA IT STANDARDS

The offeror is expected to be familiar with the State of Montana IT environment.  All services and products provided as a result of this RFP must comply with all applicable State of Montana IT policies and standards in effect at the time the RFP is issued.  The offeror must request exceptions to State IT policies and standards in accordance with Section 1.5 of this RFP.  It will be the responsibility of the State to deny the exception request or to seek a policy or standards exception through the Department of Administration, Information Technology Services Division (ITSD).  Offerors are expected to provide proposals that conform to State IT policies and standards.  It is the intent of ITSD to utilize the existing policies and standards and not to routinely grant exceptions.  The State reserves the right to address nonmaterial requests for exceptions with the highest scoring offeror during contract negotiation.
The links below will provide information on State of Montana IT strategic plans, current environment, policies, and standards.
State of Montana Information Technology Strategic Plan

http://itsd.mt.gov/stratplan/statewide/default.mcpx
State of Montana Information Technology Environment

http://itsd.mt.gov/techmt/compenviron.mcpx
State of Montana IT Policies

http://itsd.mt.gov/policy/policies/default.mcpx
State of Montana Software Standards

http://itsd.mt.gov/policy/software/default.mcpx
SECTION 3:  SCOPE OF SERVICES
To enable the State to determine the capabilities of an offeror to perform the services specified in the RFP, the offeror shall respond to the following regarding its ability to meet the State's requirements.
All subsections of Section 3 not listed in the "Instructions to Offerors" on page 3 require a response.  Restate the subsection number and the text immediately prior to your written response.
NOTE:  Each item must be thoroughly addressed.  Offerors taking exception to any requirements listed in this section may be found nonresponsive or be subject to point deductions.
3.1
Overview

3.1.1 Purpose.  The State of Montana, Department of Public Health and Human Services (Department or DPHHS) seeks to procure the services of a qualified vendor to conduct an assessment of DPHHS information security posture.  The security assessment shall be a comprehensive evaluation of the Department’s current security environment.  Safeguarding information and ensuring confidentiality, integrity and availability of the Department’s information within an environment of increasingly sophisticated security threats requires a strong, enterprise-wide information security program. 
3.1.2. Background. The Department is a diverse state department that provides services for people all over Montana. It is the largest department in state government with over 3,000 employees, a nearly $3.8 billion dollar annual budget and almost 2,500 contractual agreements with partners in every community across the state including eight tribal governments. The Department’s mission is to improve and protect the health, well-being and self-reliance of all Montanans.  Montana’s small population, scattered over an immense area, poses challenges in delivering information technology support services. We make a big difference in thousands of Montanans’ lives, families and communities every day.  

The Department has three branches: Operations Services; Medicaid and Health Services; and Economic Security Services. Each branch has several divisions under its umbrella. The Department has a total of 12 divisions. In turn, each division oversees numerous bureaus, programs, services, grants, and facilities. The Public Health and Safety Division is unique in the organizational structure as it is directly attached to the Director’s Office. The other functions that reside within the Director’s Office include the Office of Legal Affairs, Human Resources, Public Information, Government Support, and the Prevention Resource Center.

The Technology Services Division is part of the Operational Services Branch and is charged with IT system development and maintenance, procurement, project management, and data center and telecommunications services for the Department. 

TSD has approximately 70 FTE’s, including 4 HB2 modified FTE’s, organized into four functional bureaus.  The Network and Communications Bureau (NCB) is responsible for desktop LAN administration, the technology service center (help desk), security operations, and Microsoft Windows based support systems.  The Information System Bureau (ISB) is responsible for internal application development, maintenance and operations, database administration, and system administration for the departments Oracle web and database servers.  The Project Management Bureau (PMB) is responsible for IT project management, IT systems business analysis, and contractor management and maintenance for the large IT systems.  The Compliance and Security Office (CSO) is responsible for security policy and compliance, IT security and system audits, IT contract management, and IT procurement management. 
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The Department has some of the most complex and resource-intensive IT systems in the State.  It is a primary user of the State of Montana Mainframe with three large programs remaining on the system. The Department has over 177 separate IT systems and applications including everything from health facility licensing, laboratory management, case management to accounts receivable, and various other internal and external support applications.  A large number of applications need upgrading to the most recent versions libraries, application servers, and databases.  In addition, a number of systems need redesign and replacement to fit with new business requirements. 

The Department has over 100 separate locations across the state including six major facilities.  TSD manages over 3,000 personal computers in addition to 400 tablets and various mobile devices. Network bandwidth at affordable prices to the remote locations is a key driver of technology adoption.  A reliable high-speed network allows the Department to implement such things as a video learning system, remote desktop management tools, Voice over Internet Protocol (VoIP) phone systems, desktop video conferencing, document imaging, electronic health records, and remote medical imaging.  

The Department serves Montanans from border-to-border. Department programs aim to increase Montanans self-reliance, success, and connect them to community resources. The key business drivers for the Department are to serve citizens effectively and efficiently, improve the delivery of children and adult mental health services, create a strong statewide system of early childhood services, strengthen effective health and human services programs, and provide through Medicaid health care coverage for eligible Montanans. A number of Department initiatives around holistic family based services require the exchange of information between systems.  The Department is working towards a fully realized enterprise system architecture that allows data interchange easily over a defined platform called a “service bus”.

Other business drivers for the Department are various federal and state rules and regulations.  The key technology regulations are ones associated with HIPPA, IRS Publication 1075 (security), Federal Information Security Management Act (FISMA) and National Institute of Standards and Technology (NIST) security standards and guidelines.  

The Department strives to manage its systems as an overall integrated portfolio. System life cycle management is key in keeping up with fundamental technology changes like web services, enterprise service architecture and cloud based systems. Several of the Department’s largest and most complicated systems have reached end-of-life and are scheduled to be replaced or are in the midst of being replaced. The Department is going through a modernization effort with the goal of being off the State of Montana mainframe system by the end of 2019.    

The system replacement efforts are putting in place the next generation of IT systems. The new generation of Department systems must be built to:

· Improve the integration of services to customers that use more than one of the Department’s programs.

· Improve the quality, integrity, reliability, and security of data used to administer the Department’s programs and provide benefits to customers.

· Increase the value and lower the risk of the Department’s investment in information technology by providing components that can be shared and reused by many systems within a well-understood framework. 

The system modernization efforts will incorporate technologies such as business rules engine, web services and Service-Oriented Architecture (SOA) into the design for replacing the legacy human service systems. The goal of the replacement effort is to foster holistic service delivery where programs collaborate with each other in meeting the needs of individuals and families.  

The Department’s IT principles govern activities and decisions made in choosing what to implement as services and how to implement those services.  The principles form the basis for specific policies and actions taken by the Department. The following principles build on the principles outlined in the State’s strategic plan:

· Resources and funding will be allocated to the IT projects that contribute the greatest net value and benefits to the Department’s clients and operations. 

· Reuse of systems and electronic sharing of data will minimize unwarranted duplication of systems and services.

· IT resources will be used in an organized, deliberative and cost-effective manner.

· Systems will provide citizens easy access to services and their data.

· Data about citizens and clients will be protected and the risks of improper disclosure of data will be mitigated. 

· External providers of IT services will be used where it makes fiscal and management sense. 

· The full lifecycle of systems including the strategy for retirement and replacement of systems will be managed. 

· The Department will actively encourage replacing paper processes and paper data exchanges.  Paper will be replaced by electronic data exchange and where necessary digital imaging of documents. 

· Remote administration technology will be used to manage services and systems. (“Bandwidth is cheaper than Admin”)

· New systems will be built on modern service oriented architectures. Old client-server and Mainframe systems will be actively decommissioned and replaced. 

· New systems will be built with interfaces and appropriate geo-tagging of data to be used with GIS systems.  

· Systems will be designed and implemented according to the Medicaid Information Technology Architecture (MITA) principles. 

· The Information Technology Infrastructure Library (ITIL) 2011 edition framework of Information Technology Service Management (ITSM) principles will be used to manage delivery of IT services to users and clients.

· Systems and services will follow security controls based on the federal National Institute of Standards and Technology (NIST) security standards. 

· Principles in the “A Guide to the Project Management Body of Knowledge (PMBOK)” from the Project Management Institute (PMI) will be followed for managing projects.  

· The Department’s overall portfolio of IT projects will be managed using PMI’s “Standard for Portfolio Management” guide. 

3.1.3 Security Background.
The Department has implemented an information security management program compliant with §2-15-114, MCA and State Information Technology Systems Division  Information Security Programs policy with adoption of the National Institute of Standards and Technology (NIST) Special Publication 800 series as guides for establishing appropriate security procedures. The program is in alignment with the State  Information Technology Service’s direction for an enterprise approach to protect sensitive and critical information being housed and shared on State and/or external/commercial information assets or systems.

As described in the National Institute of Standards and Technology (NIST SP 800-39), the Department has developed and adopted the Information Risk Management Strategy to guide the Department through information security lifecycle architecture with application of risk management. This structure provides a programmatic approach to reducing the level of risk to an acceptable level, while ensuring legal and regulatory mandates are met in accordance with MCA §2-15-114. 

The Department’s information security management program is challenged with limited resources; work force and funding. Due to these limited resources the different components of the Security Program are being implemented over time.  Components are implemented to varying degrees across the Department. While alternatives are reviewed and mitigation efforts are implemented the level of acceptable risk is constantly challenged by the ever-changing technology and associated risks from growing attacks and social structure changes. 

The information security management program consists of the following components:

· Defined Roles and Responsibilities

· Security Awareness and Training Program

· Security Planning

· Risk Management

· Authorization and Certification 

3.2
OBJECTIVES OF THIS RFP

It is the goal of the Department to procure a qualified vendor to provide sufficient resources with the experience and expertise necessary to assess the Department’s security posture, analyze that assessment and provide the Department with a roadmap to improve the security posture.  The assessments should be comprehensive and based on proven methodologies.   The assessment and resulting report will provide the Department with a roadmap for improvement, as well as estimates and priorities which will assist the Department in requesting funding as well as embarking on a systematic improvement of the security posture.  The assessment will contain, but not be limited to, details from business owners, system description, dependencies and technology, threat assessment, external vulnerability and penetration testing, risk assessment, gap reporting, and overall assessment for NIST and FISMA compliance of the Department.  
3.3
TECHNICAL OVERVIEW

The Department is moving away from monolithic and outdated legacy systems toward a vision of web-based, people-friendly, and interoperable systems.  Enterprise Service Oriented Architecture (SOA) is the centerpiece of this shift from the present to the future.  This architecture will allow separate, standalone systems to communicate using exposed, shared services through a common shared architecture and service bus.  Users will be able to access data from multiple systems seamlessly, and errors associated with redundant data entry will be reduced.  Enterprise SOA is reshaping the way the Department serves Montanans and does business.  
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The Department employs SOA for system interoperability that takes advantage of Commercial Off-The-Shelf (COTS) products and allows for the reuse of system components across business functions as services.  SOA is an approach to loosely coupled, protocol independent, standards-based distributed computing where software resources expose their functionality as services and are available across the network. The Department has implemented a data exchange service bus that provides interoperability that makes use of multiple industry standards, including HL7 (V 3), XML, XSLT, WS-I, WSDL, SOAP1.1 or 2.0, UDDI and WS-BPEL. The Department’s current and future system replacement projects will be required to align with these standards. 

The Department also plans to collect and store data from multiple systems for the purpose of decision support.  The Department envisions an enterprise data warehouse and data marts that will allow data mining and analytics. This service is essential in the assessment of program performance and efficacy, particularly for evaluating the impact and correlation of services from multiple programs and agencies over time as it affects a single client or a population.  Accordingly, internally and externally hosted systems will have the capability to transmit data to a data warehouse and other databases within the Department. A data mart and data analytics service has been implemented as part of the Department’s enterprise services. 

Finally, for future healthcare systems, the Department will follow the federal guidance on the Medicaid Information Technology Architecture (MITA) principles that are associated with high-quality software systems (e.g., scalability, adaptability, secureability, availability, manageability, and interoperability) as the basis for the system architecture. To this end, the Department is currently replacing its legacy Medicaid Management Information System (MMIS) with one that is fully aligned with the MITA standards.  The Department intends to continue to adhere to the MITA roadmap for controlled and strategic transformation for all programs and systems.  

The Department utilizes both internal and external infrastructure resources to operate its IT systems.  There are Department owned servers and data storage equipment in the State of Montana Helena Data Center and the Miles City Data Center.  The Department uses Miles City for backup and disaster recovery.  The Department has decommissioned the server rooms that it had on the Helena capitol campus. The Department is in the process of moving all server hosting services to SITSD.
SITSD provides a large number of hosted services that the Department relies on including email, phone service, network connectivity, server hosting, and disk storage.  SITSD provides the hosting service for CHIMES and several other main line of business systems for the Department including the State Mainframe system.  Internally developed and managed Department systems tend to be hosted on the Department’s server infrastructure. 

The Department uses the SummitNet network provided by SITSD to connect its remote locations.  A large number of Department office locations have local file servers. However, as good quality, affordable, high-speed network connections become available, those file servers are being decommissioned and services are being provided from the Helena Data Center.  

The Department does use various external vendor-hosted systems including the Medicaid claims system which is hosted by Xerox and an electronic benefits system that is partially hosted by Northrop Grumman.  The Department continues to look for opportunities to use cloud services as appropriate.  A current project is moving the Department’s constituent correspondence tracking system from Microsoft Access to a hosted Microsoft CRM Dynamics system.  

3.4
SERVICES TO BE PROVIDED

Contractor will review, assess, evaluate and make recommendations for improvement for security-related services.  The assessment will identify a baseline of security operations and environment and identify specific areas of risk, architecture, processes and procedures where strategic and operational security changes will result in efficiencies and services improvements for the Department. 
The Department was part of an Enterprise Risk Assessment (ERA) procured by the Department of Administration with the vendor Cerium.  This ERA was conducted Summer/Fall of 2014.  The ERA included a robust network analysis, therefore network analysis is only minimally included in this RFP.  The results of that ERA will be shared with the selected vendor after all confidentiality agreements are signed and background checks completed.
3.4.1  Compliance Gap Analysis.

Describe the approach and methodology you will take to conduct an analysis to determine the current level of compliance against the security controls of NIST SP800-53 Rev. 4 and FISMA.

The objective of the gap analysis is to identify the additional actions necessary to comply with the FISMA and NIST SP800-53 Rev. 4 requirements for a moderate system.  This analysis will also provide a basis for the development of the roadmap deliverable.
3.4.2 External Penetration Testing.

Describe the approach and methodology you will take to perform penetration testing of the Department’s external facing applications.  This includes but is not necessarily limited to:

· Perform reconnaissance and penetration testing on the network from external nodes.
· Perform analysis on possible secondary exploits.
· Analysis of penetration testing performed.
· Basic attack mapping analysis and attack trees
· Analysis of data integrity compromises
· Risk matrix of the discovered vulnerabilities
· The Department’s capability to detect and react to penetration events
3.4.3 Physical Security Assessment.

Describe the approach and methodology you will take to conduct an assessment of the physical security of the Department’s IT assets.  This assessment should evaluate the Department’s security controls and procedures in place to protect IT infrastructure.

3.4.4 Application Security Assessment.

Describe the approach and methodology you will take to conduct an application assessment of 20 Department applications (both web-based and not).  This assessment should look at the functionality and resilience of the compiled application components to real-life threats. It should also assess the compliance of the application with FISMA and NIST 800-53 Rev. 4 controls.  It should focus on the compiled and installed elements of the entire system.  Attention should be made to how the application components are deployed, communicate or otherwise interact with both the user and server environments. 

Applications to be included are:

· AWACS – Agency Wide Accounting and Client System

· AWACS-AIS - Interfaces

· AWACS-DDP – Developmental Disability Program

· AWACS-DDS – Disability Determination System

· AWACS-Fiscal – Fiscal front end

· BSRX – Big Sky Rx

· CANS – Children’s Assessment and Needs Survey

· CDS – Central Database System

· CHIMES-EA – Combined Health Information and Montana Eligibility System

· CHRIS – Children’s Health Referral Information System

· DMS – Document Management System

· EMS/HIRMS – Emergency Medical System

· MHSP – Eleanor – Mental Health Services Plan Reporting

· MICRS – Management Information and Cost Recovery System

· MIDIS – Montana Infectious Disease Information System

· SDNH – State Directory of New Hires

· SAMS – Substance Abuse Management System

· SFSL – Shared Fiscal Services Layer

· PHC Hub/WIR/IMMTRAX – Montana Immunization Tracking System

· PSAWeb – Adult Protective Services
3.4.5 Configuration Security Assessment.

Describe the approach and methodology you will take to conduct an assessment of the existing security configuration in the Department.  This assessment will include applications and servers. This should include assessing the application/server for compliance with NIST configuration standards.

3.5
DELIVERABLES
The offeror is encouraged to recommend additional deliverables that are not listed here but would be advantageous to the Department.  Deliverables are expected to be completed in timely manner and be of high quality and a high level of professionalism.  Describe the deliverables you will provide.
· Project Schedule – Offeror will submit a draft project schedule as part of the response.  This project schedule will be updated within 2 weeks of contract signing.

· Project Tools – all materials being used to conduct the assessments, i.e., surveys, templates, questionnaires, etc.  Drafts of these tools will be part of the Offeror’s proposal.  

· Complete information security Self-Assessment tool which the Department may use in the future as part of any ongoing security assessment process.
· Status Reports – the frequency of these reports is dependent upon the timeline.  The Offeror should propose this in the proposal.

· Gap Analysis Report of compliance with NIST SP800-53 Rev. 4 and FISMA.
· Security Assessment executive summary.
· Detailed Security Posture Assessment Report – this full, detailed report should include an evaluation of the Department’s current environment, an evaluation of the Department’s security needs and provide recommendations for identified security weaknesses.  The offeror should submit a summary of what will be included in this report in the proposal.
· Executive Presentation of Findings and Recommendations

· Present the results of the assessment, the priorities and roadmap to the Department executives.
3.6
WORK APPROACH
Describe the methodology/work approach in the proposal.  It is anticipated that the majority of the work will be performed at the contractor’s premises.  Onsite assessments and data collection requirements will be coordinated and agreed to by the Department and the Offeror.

3.7
STAFFING ROLES AND RESPONSIBILITIES
Describe your approach to staffing this project.

The Offeror must be able to commit to providing resources for the completion of the assessment and all deliverables by the completion date.  The Offeror will:
· Propose staff to work on this project.

· After award of the contract but prior to beginning the assessment the Offeror will provide finger-print based background checks for each team member.  The process for this is as follows:

· Offeror will obtain blank fingerprint cards, either from Montana DPJ or from the FBI website.

· Offeror will take the cards and a photo ID to a local law enforcement agency, get printed and mail the cards back to Jennifer Viets, CJIN Services Program Manager at the MT DOJ (2225 11th Ave, Helena MT 59620).

· Jennifer Viets will review and validate the check results for the entire Assessment team.  She will be the only one evaluating the results.

· Provide signed State of Montana Non-Disclosure Agreements for each staff member working on this contract.
· The following NDA forms (Appendix C, D &E ) are required from each of the Offeror’s team members:

· Social Security Administration Contract Security

· State Contractor Form Confidentiality Disclosure of Information

· Non-Disclosure Agreement NDA

· The Contractor will ensure that no State of Montana data will be disclosed.

· The Contractor will provide all tools (hardware, software, personnel) necessary to conduct the assessments.

· The Contractor will sign a Business Associate Agreement (BAA) as part of the contract.  This BAA is required as some of the Department Applications being assessed contain Private Health Information and must meet the security requirements of the Health Information Portability and Accountability Act (HIPAA).

The Department Project Manager will have all decision making authority including the acceptance of deliverables and the authorization of payment. The Department must make resources available to conduct this assessment to meet the scheduled deadline.
3.8
COMPLETION CRITERIA AND FINAL ACCEPTANCE CRITERIA
3.8.1 Completion Criteria. 

· All deliverables submitted throughout the duration of the contract are subject to Department review and approval.

· Upon completion and submittal of each deliverable the contractor shall submit a deliverable acceptance form.
· Deliverables must be submitted no later than 5:00 PM Mountain Time on the date due.

· The Department’s review time begins on the next working day following receipt of the deliverable.

· The Department will have fifteen (15) working days to approve or disapprove the deliverable.

· Any subsequent deliverable dependent upon the Department’s acceptance of a prior deliverable will not be accepted for review until all the issues related to the previous deliverable have been resolved.

· Disapproval of a deliverable must include specific reasons for the action and the steps necessary for remediation.

3.8.2  Final Acceptance. 
· Final acceptance will occur when the final Detailed Security Posture Assessment Report and the Executive Presentation of Findings is approved by the Department.
3.9
SCHEDULE
It is anticipated that the contractor will begin on or about January 1, 2015.  The Detailed Security Posture Assessment Report is due May 1, 2015.  The Department has 15 business days to accept this report, at which time the Executive Presentation will be conducted.  Propose a schedule to complete this project.  The schedule should include milestones.
SECTION 4:  OFFEROR QUALIFICATIONS

All subsections of Section 4 not listed in the "Instructions to Offerors" on page 3 require a response.  Restate the subsection number and the text immediately prior to your written response.
4.1
State's Right to Investigate and reject

The State may make such investigations as deemed necessary to determine the offeror's ability to perform the services specified.  The State reserves the right to reject a proposal if the information submitted by, or investigation of, the offeror fails to satisfy the State’s determination that the offeror is properly qualified to perform the obligations of the contract.  This includes the State's ability to reject the proposal based on negative references.

4.2
OFFEROR QUALIFICATIONS

To enable the State to determine the capabilities of an offeror to perform the services specified in the RFP, the offeror shall respond to the following regarding its ability to meet the State's requirements.  THE RESPONSE, "(OFFEROR'S NAME) UNDERSTANDS AND WILL COMPLY," IS NOT APPROPRIATE FOR THIS SECTION.

NOTE:  Each item must be thoroughly addressed.  Offerors taking exception to any requirements listed in this section may be found nonresponsive or be subject to point deductions.
4.2.1  References.  Offeror shall provide a minimum of three (3) references that are currently using or have previously used services of the type proposed in this RFP.   At a minimum, the offeror shall provide the company name, location where the services were provided, contact person(s), contact telephone number, e-mail address, and a complete description of the services provided, and dates of service.  These references may be contacted to verify offeror's ability to perform the contract.  The State reserves the right to use any information or additional references deemed necessary to establish the ability of the offeror to perform the contract.  Negative references may be grounds for proposal disqualification.

4.2.2  Company Profile and Experience.  Offeror shall provide documentation establishing the individual or company submitting the proposal has the qualifications and experience to provide the services specified in this RFP, including, at a minimum:
· A detailed description of any similar past projects, including the service type and dates the services were provided;
· The client for whom the services were provided; and
· A general description of the firm including its primary source of business, organizational structure and size, number of employees, years of experience performing services similar to those described within this RFP.
· At least one member of the team assigned to this project should have CISSP certification.  Indicate any additional certifications held by members of the team.

4.2.3  Resumes.  A resume or summary of qualifications, work experience, education, and skills must be provided for all key personnel, including any subcontractors, who will be performing any aspects of the contract.  Include years of experience providing services similar to those required; education; and certifications where applicable.  Identify what role each person would fulfill in performing work identified in this RFP.
SECTION 5:  COST PROPOSAL

All subsections of Section 5 not listed in the "Instructions to Offerors" on page 3 require a response.  Restate the subsection number and the text immediately prior to your written response.
5.1
COST PROPOSAL REQUIREMENTS
The Cost Proposal must include a full and complete price to cover the offeror's expenses that are anticipated as necessary to carry out the requirements set forth in this RFP.  
5.2
ESTIMATED BUDGET
DPHHS is soliciting for a Security Posture Assessment and Recommendations.  The total estimated budget available for this solicitation is $400,000.
5.3
COST PROPOSAL 
This RFP has a deliverables based cost format.  The Offeror should present the price for each deliverable in the table format presented below.  The Offeror is encouraged to make additions/deletions to the table.

	DELIVERABLE
	COST

	Project Schedule
	

	Project Tools
	

	Self-Assessment Tool
	

	Status Reports
	

	Gap Analysis
	

	Security Assessment Executive Summary
	

	Detailed Security Posture Assessment Report
	

	Executive Presentation
	

	
	

	
	

	
	

	
	

	
	

	TOTAL COST
	


SECTION 6:  EVALUATION PROCESS
6.1
basis of Evaluation

The evaluator/evaluation committee will review and evaluate the offers according to the following criteria based on a total number of 1,100 points.

SCORING GUIDE

In awarding points to the evaluation criteria, the evaluator/evaluation committee will consider the following guidelines:

Superior Response (95-100%):  A superior response is an exceptional reply that completely and comprehensively meets all of the requirements of the RFP.  In addition, the response may cover areas not originally addressed within the RFP and/or include additional information and recommendations that would prove both valuable and beneficial to the agency. 

Good Response (75-94%):  A good response clearly meets all the requirements of the RFP and demonstrates in an unambiguous and concise manner a thorough knowledge and understanding of the project, with no deficiencies noted.  

Fair Response (60-74%):  A fair response minimally meets most requirements set forth in the RFP.  The offeror demonstrates some ability to comply with guidelines and requirements of the project, but knowledge of the subject matter is limited.

Failed Response (59% or less):  A failed response does not meet the requirements set forth in the RFP.  The offeror has not demonstrated sufficient knowledge of the subject matter.

6.2
EVALUATION CRITERIA

	
	Category
	Section of RFP
	Point Value

	
	
	

	
	Approach
	71% of points for a possible 775 points

	
	
	
	

	
	Compliance Gap Analysis
	3.4.1
	100

	
	External Penetration Testing
	3.4.2
	75

	
	Physical Security Assessment
	3.4.3
	75

	
	Application Security Assessment
	3.4.4
	100

	
	Configuration Security Assessment
	3.4.5
	75

	
	Deliverables
	3.5
	75

	
	Work Approach
	3.6
	100

	
	Approach to Staffing
	3.7
	100

	
	Schedule
	3.9
	75

	
	
	

	
	Offeror Qualifications
	9% of points for a possible 100 points

	
	
	
	

	
	References
	4.2.1
	Pass/Fail

	
	Company Profile/Experience
	4.2.2
	75

	
	Resumes
	4.2.3
	25

	
	
	
	

	
	
	
	

	
	
	

	
	Cost
	20% of points for a possible 225 points

	
	
	
	

	
	Cost Proposal
	5.3
	225


Lowest overall cost receives the maximum allotted points.  All other proposals receive a percentage of the points available based on their cost relationship to the lowest.  Example:  Total possible points for cost are 200.  Offeror A's cost is $20,000.  Offeror B's cost is $30,000.  Offeror A would receive 200 points.  Offeror B would receive 134 points ($20,000/$30,000) = 67% x 200 points = 134).

Lowest Responsive Offer Total Cost
x
Number of available points = Award Points

This Offeror's Total Cost

APPENDIX A:  STANDARD TERMS AND CONDITIONS
By submitting a response to this invitation for bid, request for proposal, limited solicitation, or acceptance of a contract, the vendor agrees to acceptance of the following Standard Terms and Conditions and any other provisions that are specific to this solicitation or contract. 

ACCEPTANCE/REJECTION OF BIDS, PROPOSALS, OR LIMITED SOLICITATION RESPONSES: The State reserves the right to accept or reject any or all bids, proposals, or limited solicitation responses, wholly or in part, and to make awards in any manner deemed in the best interest of the State. Bids, proposals, and limited solicitation responses will be firm for 30 days, unless stated otherwise in the text of the invitation for bid, request for proposal, or limited solicitation.

ALTERATION OF SOLICITATION DOCUMENT: In the event of inconsistencies or contradictions between language contained in the State’s solicitation document and a vendor’s response, the language contained in the State’s original solicitation document will prevail. Intentional manipulation and/or alteration of solicitation document language will result in the vendor’s disqualification and possible debarment.

DEBARMENT: Contractor certifies, by submitting this bid or proposal, that neither it nor its principals are presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded from participation in this transaction (contract) by any governmental department or agency. If Contractor cannot certify this statement, attach a written explanation for review by the State.

FACSIMILE RESPONSES: Facsimile responses will be accepted for invitations for bids, small purchases, or limited solicitations ONLY if they are completely received by the State Procurement Bureau prior to the time set for receipt. Bids, or portions thereof, received after the due time will not be considered. Facsimile responses to requests for proposals are ONLY accepted on an exception basis with prior approval of the procurement officer.
FAILURE TO HONOR BID/PROPOSAL: If a bidder/offeror to whom a contract is awarded refuses to accept the award (PO/contract) or fails to deliver in accordance with the contract terms and conditions, the department may, in its discretion, suspend the bidder/offeror for a period of time from entering into any contracts with the State of Montana.

LATE BIDS AND PROPOSALS: Regardless of cause, late bids and proposals will not be accepted and will automatically be disqualified from further consideration. It shall be solely the vendor’s risk to ensure delivery at the designated office by the designated time. Late bids and proposals will not be opened and may be returned to the vendor at the expense of the vendor or destroyed if requested.

RECIPROCAL PREFERENCE: The State of Montana applies a reciprocal preference against a vendor submitting a bid from a state or country that grants a residency preference to its resident businesses. A reciprocal preference is only applied to an invitation for bid for supplies or an invitation for bid for nonconstruction services for public works as defined in section 18-2-401(9), MCA, and then only if federal funds are not involved. For a list of states that grant resident preference, see http://gsd.mt.gov/ProcurementServices/preferences.mcpx.

SOLICITATION DOCUMENT EXAMINATION: Vendors shall promptly notify the State of any ambiguity, inconsistency, or error which they may discover upon examination of a solicitation document.
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CONTRACT FROM THE MONTANA

DEPARTMENT OF PUBLIC HEALTH AND HUMAN SERVICES

CONTRACT NUMBER

1.0
PARTIES 

THIS CONTRACT, is entered into between the Montana Department of Public Health and Human Services, (hereinafter referred to as the "Department"), whose address, phone number, and email address are ____________, P.O. Box 4210, Helena, Montana 59604,  406‑444‑____, and ____________________ and the ________________________________________ whose nine digit Federal ID Number is ___________________________, and whose address, phone number, and email address are____________________, __________________, ________________, ______, ____________ ,.___.___._____, and __________________.

THE PARTIES AGREE AS FOLLOWS:

2.0
PURPOSE

The purpose of this Contract is to conduct an assessment of the Department of Public Health and Human Services information security posture.  The security assessment shall be a comprehensive evaluation of the Department’s current security environment.  
3.0
TERM OF CONTRACT – CONTRACT CONTINGENT ON FUNDING

3.1
The term of this Contract for the purpose of delivery of services is from insert commencement date through insert end date unless terminated otherwise in accordance with the provisions of this Contract.  This Contract is a one-time contract and therefore may not be extended for any period beyond that specified above.

3.2
The term of this Contract may terminate for purposes of performance, but not with respect to compliance requirements, at any time during the term of this Contract if the Department determines 1) that the monies to fund this Contract are no longer available as a whole or in part through federal or state appropriation or authorization; or 2) the Contractor is failing as determined by the Department to meet any of the performance, fiscal and reporting requirements under this Contract.

3.3
The completion date of performance for purposes of issuance of final payment under this Contract is the date upon which the Department determines that: 1) there remain no further performance requirements or corrective actions to be performed by the Contractor; and 2) all final reports as required under this Contract are appropriately submitted and are satisfactory in form and content as determined by the Department. 

3.4
The Contractor, after termination of this Contract, remains subject to and obligated to comply with all legal and continuing contractual obligations arising in relation to its duties and responsibilities that may arise under this Contract including, but not limited to, state and federal reporting requirements, record retention, providing access and information for audits, indemnification, insurance, the protection of confidential information, recipient grievances and appeals, and property ownership and use.
4.0
SERVICES TO BE PROVIDED

The Contractor must provide the following services as more fully described in Attachment A to this Contract:

Compliance gap analysis.

Conduct an analysis to determine the current level of compliance against the security controls of NIST SP800-53 Rev. 4 and FISMA.

The objective of the gap analysis is to identify the additional actions necessary to comply with the FISMA and NIST SP800-53 Rev. 4 requirements for a moderate system.  This analysis will also provide a basis for the development of the roadmap deliverable.

External Penetration Testing.

Perform penetration testing of the Department’s external facing applications.  This includes:

· Perform reconnaissance and penetration testing on the network from external nodes.
· Perform analysis on possible secondary exploits.
· Analysis of penetration testing performed
· Basic attack mapping analysis and attack trees
· Analysis of data integrity compromises
· Risk matrix of the discovered vulnerabilities
· The Department’s capability to detect and react to penetration events
Physical security assessment.

Conduct an assessment of the physical security of the Department’s IT assets.  This assessment should evaluate the Department’s security controls and procedures in place to protect IT infrastructure.

Application security assessment.

Conduct an application assessment of 20 Department applications (both web-based and not).  This assessment should look at the functionality and resilience of the compiled application components to real-life threats. It should also assess the compliance of the application with FISMA and NIST 800-53 Rev. 4 controls.  It should focus on the compiled and installed elements of the entire system.  Attention should be made to how the application components are deployed, communicate or otherwise interact with both the user and server environments. 

Applications to be included are:

· AWACS – Agency Wide Accounting and Client System

· AWACS-AIS - Interfaces

· AWACS-DDP – Developmental Disability Program

· AWACS-DDS – Disability Determination System

· AWACS-Fiscal – Fiscal front end

· BSRX – Big Sky Rx

· CANS – Children’s Assessment and Needs Survey

· CDS – Central Database System

· CHIMES-EA – Combined Health Information and Montana Eligibility System

· CHRIS – Children’s Health Referral Information System

· DMS – Document Management System

· EMS/HIRMS – Emergency Medical System

· MHSP – Eleanor – Mental Health Services Plan Reporting

· MICRS – Management Information and Cost Recovery System

· MIDIS – Montana Infectious Disease Information System

· SDNH – State Directory of New Hires

· SAMS – Substance Abuse Management System

· SFSL – Shared Fiscal Services Layer

· PHC Hub/WIR/IMMTRAX – Montana Immunization Tracking System

· PSAWeb – Adult Protective Services
Configuration security assessment.

Conduct an assessment of the existing security configuration in the Department.  This assessment will include applications and servers. This should include assessing the application/server for compliance with NIST configuration standards.

5.0
CONSIDERATION AND PAYMENTS

5.1
Reimbursement

In consideration of the services to be provided through this Contract, the Contractor is to receive from the Department the Purchase Price for each Deliverable as described in the Statement of Work (Attachment A).  
5.2
Billing for Performance

The Contractor may only bill for services that have been performed.

5.3      Billing Procedures and Requirements

The Contractor must bill in accordance with the procedures and requirements adopted by  the Department. The Contractor must submit invoices itemizing each deliverable for reimbursement on forms provided by the Department.  Invoices must be submitted to the Department as set forth in Attachment A.
5.4
Expenditures of Monies to be in Conformance with Authorities

The monies provided through this Contract must be expended in accordance with the federal and state authorities governing: 1) the delivery of the contracted for services, 2) the receipt and expenditure of the monies provided through this Contract, and 3) the conduct of the Contractor as a contractor for the State.

5.5
Withholding for Failure to Perform

The Department may withhold payment at any time during the term of the Contract and may withhold final payments under the Contract, if the Contractor is failing to perform its duties and responsibilities in accordance with the terms of this Contract and other authorities governing: 1) the delivery of the contracted for services, 2) the receipt and expenditure of the monies provided through this Contract, and 3) the conduct of the Contractor as a contractor for the State.
5.6
Erroneous and Improper Payments

The Contractor may not retain any payments made by the Department that are erroneously made or improperly obtained by the Contractor, its employees, or its agents. An erroneously made payment or improperly received payment is a debt of the Contractor owing to the Department. The Contractor must immediately notify the Department upon determination that a payment may be erroneous or improper. The Contractor is obligated to return an erroneous or improper payment within 30 days of the Department’s request that the payment be returned. If the Contractor does not return the payment, the Department may deduct the payment from any future payments to be made to the Contractor. The Department may recover an erroneous or improper payment by a means available under law or through this Contract.

5.7
Sources of Funding

The sources of the funding for this Contract are insert amount from the state general fund and, for the balance, federal grants from the state the federal agencies from which funds are obtained (for example, the U.S. Department of Health and Human Services) and the federal grant numbers.

5.8
Total Reimbursement Available

The total reimbursement provided to the Contractor for the purposes of this Contract may not exceed insert total amount.

5.9
Other Programs as Payers for Services

The monies provided through this Contract may not be applied as reimbursement for the costs of services to the extent that those services may be reimbursed, in whole or in part, from other programs and sources.

5.10
Non-Duplication of Payment

The monies provided through this Contract must be expended in accordance with the federal and state authorities governing: 1) the delivery of the services denoted in this Contract, 2) the receipt and expenditure of the monies provided through this Contract, and 3) the conduct of the Contractor as a contractor for the State.

6.0
CREATION AND RETENTION OF RECORDS

6.1
The Contractor must maintain records documenting compliance with the performance and financial requirements stated in federal and state law and in this Contract along with incorporated attachments. Records include all written and electronic documents memorializing and reporting on performance and financial accounting and any other documents as required by this Contract, state and federal laws, or other authorities or as otherwise maintained by the Contractor. The Contractor, upon request, must make these records available in a timely and unrestricted manner to the Department, the federal Departments of Health and Human Services, Education, Energy, and Agriculture and to other authorized federal and state entities, their auditors, investigators and agents.

6.2
Records must be retained for a period of eight years from the completion date of this Contract. If any litigation, review, claim or audit is started before the expiration of the eight year period, the records must be retained until all litigation, reviews, claims or audit findings involving the records have been resolved. 

6.3
The Contractor must provide the Department and its authorized agents with reasonable access to records the Contractor maintains for purposes of this Contract. The Contractor must make the records available at all reasonable times at the Contractor’s general offices.  

6.4
Records developed for the purposes of delivery of services to consumers under this Contract are the property of the Department and must be developed, maintained, and disposed of as provided in this Contract or as otherwise directed by the Department.

7.0
ACCOUNTING, COST PRINCIPLES, AND AUDIT

7.1
Accounting Standards

The Contractor must maintain for the purposes of this Contract an accounting system of procedures and practices that conforms to Generally Accepted Accounting Principles (GAAP), as interpreted by the Department and other pertinent federal and state authorities, and that conforms to any other accounting requirements required by the Department or other entities or that may be required under 18-4-311, MCA or any pertinent federal and state authorities. The Department in its discretion may accept compliance for purposes of this section through the adoption by the Contractor of and the Contractor’s conformance with the International Financial Reporting Standards (IFRS).

7.2
Internal Controls

The Contractor must maintain and document an adequate system of internal controls that address the five elements of internal controls: 1) the control environment, 2) the risk environment, 3) the risk assessment, 4) the control activities, 5) information, communications, and monitoring.

7.3
Separate Accounting of Funding

The Contractor must separately account for and report the source, the receipt, and the expenditure of the different types of program funding received from the Department under this Contract. Except as may be expressly allowed for under this Contract, each different fund of monies must be kept separate and may not be diverted or commingled. 

7.4
Audits and Other Investigations

The Department, the federal Department of Health and Human Services, Agriculture, Energy, or Education and other authorized federal and state entities, their auditors, investigators and agents, in accordance with this Contract and applicable legal authorities, may conduct at any time during or after the term of this Contract audits and other investigations to assure the appropriate administration and expenditure of the monies provided to the Contractor through this Contract and to assure the appropriate administration and delivery of services delivered through this Contract. 

7.5
Records Access

The Contractor during the term of this Contract and for eight years thereafter must provide, in accordance with 18-1-118, MCA and other pertinent federal and state authorities, access to all of the Contractor’s records, materials and information including any and all audit reports with supporting materials and work documents pertinent to the delivery of services provided under this Contract. Access is to be available for purposes of audit and other administrative activities and investigations. Access must be provided in a timely and unrestricted manner and in a format acceptable to the Department. Access is to be available for the Department, and as applicable, the federal Departments of Health and Human Services, Agriculture, Energy, or Education, and other authorized federal and state entities, their auditors, investigators and agents. The entities and their agents may record any information and make copies of any materials necessary for the conduct of an audit or other administrative activity or investigation.

7.6
Corrective Action

The Contractor must, as directed by the Department or other auditing and investigatory entities, take corrective action to resolve audit findings. The Contractor must prepare a corrective action plan that specifies the particular audit findings necessitating corrective action and the actions the Contractor proposes to undertake. The Department may direct the Contractor to modify the corrective action plan as the Department determines is necessary and appropriate.

7.7
Reimbursement for Sums Owing

The Contractor must reimburse the Department or compensate the Department in any other manner as the Department may direct for any sums of monies determined by an audit or other administrative activity or investigation to be owing to the Department.

7.8
For Profit Requirements 

A for-profit Contractor, receiving monies other than through a standardized rate reimbursement system, must comply with the accounting and audit requirements in 45 CFR 74.26(d) and the cost principles and procedures for commercial organizations in 48 CFR 31 concerning the use of the funds provided under this Contract in the version in effect on the date this Contract is designed by both parties. Pursuant to 45 CFR 74.26(d), a "for-profit" organization may either have an audit conducted in accordance with the Federal Office of Management and Budget (OMB) Circular A-133, "Audits of States, Local Governments, and Non-Profit Organizations" or the Government Auditing Standards.

8.0
RELATED PARTY TRANSACTIONS PROHIBITED

8.1
The Contractor may not enter into any Contract or other arrangement for the use, purchase, sale, lease or rental of real property, personal property or services funded with monies of this Contact if an employee, administrator, officer or director of the Contractor may receive a financial or other valuable benefit as a result.

8.2
The Department may grant exceptions to this prohibition where it determines that the particular circumstances warrant the granting of an exception.

9.0
ASSIGNMENT, TRANSFER, DELEGATION, AND SUBCONTRACTING

9.1
The Contractor may not assign, transfer, delegate, or subcontract, in whole or part, this Contract or any right or duty arising under this Contract unless the Department in writing from the Department’s Contract liaison expressly approves the assignment, transfer, delegation, or subcontract. Upon award of the Contract to the Contractor, delegations and subcontracts, if expressly stated by the Contractor in the Contractor’s proposal to the Department and if detailed as to the duties and responsibilities delegated or subcontracted and as to the parties that are to be the delegatees or subcontractors, stand as approved by the Department.

9.2
Any assignment, transfer, delegation, or subcontract entered into without express approval from the Department is null and void.

9.3
The Contractor must submit written requests for an assignment, transfer, delegation, or subcontract to the Department’s contract liaison as provided for in Section 23.
9.4
An assignment, transfer, delegation, or subcontract entered into by the Contractor must be in writing, must be subject to the terms and conditions of this Contract, and must contain any further conditions as may be required by the Department.

9.5
The Department’s approval of any assignment, transfer, delegation, or subcontract neither makes the Department a party to that agreement nor creates any right, claim or interest in favor of any party to that agreement against the Department.

9.6
The Contractor must immediately notify the Department of any litigation concerning any assignment, transfer, delegation or subcontract.

9.7
The Contractor must, in accordance with the provisions of this Contract regarding indemnification, indemnify and hold the Department harmless with respect to any suit or action arising out of or brought by any party to an assignment, transfer, delegation or subcontract.

10.0
LIMITATION OF LIABILITY

The Contractor's liability for Contract damages is limited to to no more than twice the Contract amount. Damages caused by injury to persons or tangible property, or related to intellectual property indemnification, are not subject to a cap on the amount of damages.
11.0
INDEMNIFICATION

11.1
The Contractor must, at its sole cost and expense for the purposes of performance under this Contract, indemnify, defend, and hold harmless the State of Montana, its officials, employees, agents and volunteers acting within the scope of their duties and responsibilities against any claims, demands, causes of action of any kind, inclusive of personal injuries, death, or damage to property, and the resulting losses, liabilities, penalties, costs, fees, costs of legal defense and attorney's fees in favor of the Contractor's officers, employees and agents or third parties. The Contractor’s obligation to indemnify, defend and hold harmless, extends to losses, liabilities, damages, costs, or fees arising in whole or in part out of or resulting in whole or in part from the actions, failures, or omissions of the Contractor but does not extend to losses, liabilities, damages, costs, or fees arising solely out of or resulting solely from the actions, failures, or omissions of the Department. The Contractor’s obligation to indemnify, defend and hold harmless includes any of the following arising in relation to the performance of services under this Contract: 1) the acts, errors, omissions or negligence or the alleged acts, errors, omissions or negligence, whether willful or not, of the Contractor or the Contractor's officers, employees, agents, subcontractors or assigns; 2) the failure or omission or alleged failure or omission of the Contractor or the Contractor's officers, employees, agents, subcontractors or assigns to perform the duties, responsibilities or services under this Contract; 3) the failure or alleged failure of the Contractor or the Contractor's officers, employees, representatives, agents, subcontractors or assigns to comply with any federal, state, and local laws, regulations, and ordinances applicable to the services or work to be provided under this Contract or to the work environment or employment practices of the Contractor.

11.2
The Department must give the Contractor notice of any allegation of liability and at the Contractor’s expense the Department shall cooperate in the defense of the matter.

11.3
If in the judgment of the Department the Contractor has failed to fulfill its obligations as the indemnitor under this Section, the Department may proceed to undertake its own defense. If the Department undertakes its own defense, the Contractor in accordance with this indemnification must reimburse the Department for any and all costs to the Department resulting from settlements, judgments, losses, liabilities, and penalties and for all the costs of defense incurred by the Department inclusive of attorney fees, investigation, discovery, experts, and court costs.

11.4
For purposes of this Section the term “Contractor's agent” is inclusive of a subcontractor, representative, assignee, volunteer and any other person, partnership, corporation, or other legal entity performing work or services, or providing materials under this Contract.

11.5
For purposes of this Section the term “allegation of liability” is inclusive of both actual and alleged claims, demands, and legal causes of action.

12.0
INSURANCE COVERAGE

12.1
General Liability Insurance

12.1.1
The Contractor must maintain for the duration of this Contract, at its cost, primary standard general liability insurance coverage. The coverage must include tort and other claims of liability arising from personal harms or losses, bodily injuries, death, or damages to or losses of real and personal property or from other liabilities that may be claimed in relation to the Contractor’s performance under this Contract. The insurance must cover claims as may be caused by any act, omission or negligence of the Contractor or the Contractor's officers, employees, agents, or assigns.
12.1.2
The Contractor must maintain general liability insurance occurrence coverage with combined single limits for bodily injury, personal harm or loss, and property damage or loss of $1,000,000 per occurrence and $2,000,000 aggregate per year.
12.1.3
The coverage must be from an insurer with a Best’s Rating of no less than A- or through a qualified self-insurer plan, implemented in accordance with Montana law and subject to the approval of the Department.
12.1.4
The coverage must be primary as to the State of Montana, its officials, employees, agents, and volunteers and must apply separately to each project or location. The coverage must specify that the State, inclusive if its officials, employees, agents, and volunteers, is covered as additional insured for liability arising out of activities performed by or on behalf of the Contractor, inclusive of the insured’s general supervision of the Contractor’s officers, employees, and agents and of the Contractor’s performance, the services and products, and the completed operations, and arising in relation to the premises owned, leased, occupied, or used by the Contractor.

12.2
General Requirements

12.2.1
The Contractor, subject to review and approval of the policy by the Department, may obtain comprehensive coverage through an umbrella policy if the coverage amounts and conditions of the umbrella policy conform with the requirements of this Section.
12.2.2
The liabilities of the State of Montana, and its officials, employees and agents are governed and limited by the provisions of Title 2, Chapter 9, Montana Code Annotated. The provisions of this Contract, whether express or implied, are governed by and subject to operative limitation and modification so as to conform any liabilities of the State to that authorized in law.
12.2.3
The Contractor must provide the Department prior to performance with a copy of the certificate of insurance showing compliance with the requisite coverage. All insurance required under this Contract must remain in effect for the entire Contract period. The Contractor must notify the Department immediately of any material change in insurance coverage and must provide to the Department copies of any new certificate or of any revisions to the existing certificate issued.
12.2.4
The Department may require the Contractor to provide copies of any insurance policies pertinent to these requirements, any endorsements to those policies, and any subsequent modifications of those policies.
12.2.5
The Contractor’s insurance coverage is the primary insurance in respect to the State of Montana, inclusive of its officials, agents, employees, and volunteers.  Any insurance or self-insurance maintained by the State of Montana, its officials, employees, agents, and volunteers is in excess of the Contractor’s insurance and does not contribute with it.

12.2.6
Any deductible or self-insured retention must be declared to and approved by the Department.  At the request of the Department, the Contractor must:

12.2.6.1
Reduce or eliminate such deductibles or self-insured retentions in relation to the State, its officials, employees, and volunteers; or

12.2.6.2
Procure a bond guaranteeing payment of losses and related investigations, claims administration, and defense expenses.

12.2.7
For purposes of this section the term Contractor's agents is inclusive of subcontractors, representatives, assignees, volunteers, and any other person, partnership, corporation, or other legal entity performing work or services, or providing materials under this Contract.
13.0
COMPLIANCE WITH BUSINESS, TAX, LABOR, AND OTHER LAWS

13.1
The Contractor assures the Department that the Contractor is legally authorized under state and federal business and tax laws to conduct business in accordance with this Contract.

13.2
The Contractor, at all times during the term of this Contract, must maintain coverage for the Contractor and the Contractor’s employees through workers’ compensation, occupational disease, and any similar or related statutorily required insurance program. The Contractor must provide the Department with proof of necessary insurance coverage as it may be issued to the Contractor and must immediately inform the Department of any change in the status of the Contractor's coverage.

13.3
The Contractor and its employees, agents, and subcontractors must report, relative to the federal source of the funding for this Contract, either to the Office of Inspector General for the federal Department of Health and Human Services, the federal Department of Education, or the federal Department of Agriculture any credible evidence that a principal, employee, agent, Contractor, sub-grantee, subcontractor, or other person has submitted a false claim under the federal False Claims Act or has committed a criminal or civil violation of laws pertaining to fraud, conflict of interest, bribery, gratuity, or similar misconduct involving those funds.

13.4
The Contractor and its employees, agents, and subcontractors must report to the Department or other appropriate state authority any credible evidence that an act in violation of the Montana False Claims Act, at Title 17, chapter 8, part 4, MCA, has been committed.

13.5
The Contractor, as a Contractor for the State, must comply with the Montana prevailing wage requirements in Title 18, chapter 2, part 4, MCA unless the services contracted for are "human services" or one of the other exclusions from the prevailing wage requirement.

13.6
If the Contractor has received, for workers’ compensation and other purposes, an independent Contractor certification from the Montana Department of Labor and Industry as to the Contractor, the Contractor must provide the Department with a copy of the current certification and must immediately inform the Department of any change in the status of the Contractor's certification.

13.7
The Contractor may not use in the performance of its duties and responsibilities under this Contract a person as an independent contractor unless that person is currently and remains certified in accordance with Montana law as an independent contractor.

13.8
The Contractor is solely responsible for and must meet all labor, health, safety, and other legal requirements, including payment of all applicable taxes, premiums, deductions, withholdings, overtime, and other amounts, which may be legally required with respect to the Contractor, the Contractor's employees, and any persons providing services on behalf of the Contractor under this Contract.

13.9
The Contractor must comply with all applicable federal and state laws, executive orders, federal administrative directives, federally approved waivers for program administration, regulations, and written policies, including those pertaining to licensing.

13.10
The provision of this Contract regarding indemnification applies with respect to any and all claims, obligations, liabilities, costs, attorney fees, losses, or suits involving the Department that accrue or result from the Contractor’s failure to comply with this section, or from any finding by any legal authority that any person providing services on behalf of the Contractor under this Contract is an employee of the Department.

14.0
INTELLECTUAL PROPERTY/OWNERSHIP

14.1
Mutual Use
All patent and other legal rights in or to inventions first conceived and reduced to practice, created in whole or in part under this Contract must be available to the Department for royalty-free and nonexclusive licensing if necessary to receive the mutually agreed upon benefit under this Contract. Unless otherwise specified in a statement of work, both parties shall have a royalty-free, nonexclusive, and irrevocable right to reproduce, publish, or otherwise use and authorize others to use, copyrightable property created under this Contract including all deliverables and other materials, products, modifications developed or prepared for the Department by Contractor under this Contract or any program code, including site related program code, created, developed, or prepared by Contractor under or primarily in support of the performance of its specific obligations hereunder, including manuals, training materials, and documentation (the “Work Product”).
14.2
Title and Ownership Rights
The Department shall retain title to and all ownership rights in all data and content, including but not limited to multimedia or images (graphics, audio, and video), text, and the like provided by the Department (the “content”), but grants Contractor the right to access and use content for the purpose of complying with its obligations under this Contract and any applicable statement of work. 

14.3
Ownership of Work Product
The Contractor agrees to execute any documents or take any other actions as may reasonably be necessary, or as the Department may reasonably request, to perfect the Department’s ownership of any Work Product.

14.4
Copy of Work Product
The Contractor shall, at no cost to the Department, deliver to the Department, upon the Department’s request during the term or at the expiration or termination of all or part of Contractor’s performance hereunder, a current copy of all Work Product in the form and on the media in use as of the date of the Department’s request, or as of such expiration or termination, as the case may be.
14.5
Ownership of Contractor Pre-Existing Materials

Literary works or other works of authorship (such as software programs and code, documentation, reports, and similar works), information, data, intellectual property, techniques, subroutines, algorithms, methods or rights thereto and derivatives thereof owned by the Contractor at the time this Contract is executed or otherwise developed or acquired independent of this Contract and employed by Contractor in connection with the services provided to the Department (the “Contractor Pre-Existing Materials”) shall be and remain the property of Contractor and do not constitute Work Product. The Contractor must provide full disclosure of any Contractor Pre-Existing Materials to the Department prior to its use and prove its ownership, provided, however, that if the Contractor fails to disclose to the Department such Contractor Pre-Existing Materials, the Contractor shall grant the Department a nonexclusive, worldwide, paid-up license to use any Contractor Pre-Existing Materials embedded in the Work Product to the extent such Contractor Pre-Existing Materials are necessary for the Department to receive the intended benefit under this Contract. Such license shall remain in effect for so long as such Pre-Existing Materials remain embedded in the Work Product.  Except as otherwise provided for in Section 14.3 or as may be expressly agreed in any statement of work, Contractor shall retain title to and ownership of any hardware provided by Contractor.
15.0
PATENT AND COPYRIGHT PROTECTION 

15.1
Third-Party Claim
In the event of any claim by any third party against the Department that the products furnished under this Contract infringe upon or violate any patent or copyright, the Department shall promptly notify Contractor. Contractor shall defend such claim, in the Department's name or its own name, as appropriate, but at the Contractor's expense. The Contractor will indemnify the Department against all costs, damages, and attorney's fees that accrue as a result of such claim. Such indemnification will be conditional upon the following:

15.1.1
The Department will promptly notify the Contractor of the claim in writing; and

15.1.2
The Department will allow the Contractor to control, and will cooperate with the Contractor in the defense and any related settlement negotiations, provided that:

15.1.2.1
The Contractor will permit the Department to participate in the defense and settlement of any such claim, at the Department's own expense, with counsel of its choosing; and

15.1.2.2
The Contractor shall not enter into or agree to any settlement containing any admission of or stipulation to any guilt, fault, liability, or wrongdoing on the part of the Department, its elected and appointed officials, agents or employees without the Department’s prior written consent.
15.2
Product Subject of Claim
If any product furnished is likely to or does become the subject of a claim of infringement of a patent or copyright, then Contractor may, at its option, procure for the Department the right to continue using the alleged infringing product, or modify the product so that it becomes noninfringing or replace it with one that is at least functionally equivalent. If none of the above options can be accomplished, or if the use of such product by the Department shall be prevented by injunction, the Department agrees to return the product to the Contractor on written request.  The Contractor will then give the Department a credit equal to the amount paid to the Contractor for the creation of the Work Product.  This is the Contractor's entire obligation to the Department regarding a claim of infringement. The Department is not precluded from seeking other remedies available to it hereunder and in equity or law for any damages it may sustain due to its inability to continue using such product.

15.3
Claims for Which Contractor is Not Responsible
The Contractor has no obligation regarding any claim based on any of the following except where the Contractor has agreed in writing, either separately or within this Contract, to such use that is the basis of the claim:

15.3.1
Anything the Department provided which is incorporated into a Work Product except:

15.3.1.1
Where the Contractor knew (and the Department did not know) such thing was infringing at the time of its incorporation into a Work Product but failed to advise the Department; or

15.3.1.2
Where the claim would not have been brought except for such incorporation;

15.3.2
The Department’s modification of a Work Product furnished under this Contract;

15.3.3
The use of a Work Product in a manner that could not be reasonably contemplated within the agreed upon scope of the applicable project; or

15.3.4
Infringement by a non-Contractor Work Product alone.

16.0
CONTRACT OVERSIGHT

16.1
CIO Oversight
The Chief Information Officer (CIO) for the State of Montana, or designee, may perform contract oversight activities. Such activities may include the identification, analysis, resolution, and prevention of deficiencies that may occur within the performance of contract obligations. The CIO may require the issuance of a right to assurance or the issuance of a stop work order.

16.2
Right to Assurance
If the Department, in good faith, has reason to believe that the Contractor does not intend to, or is unable to perform, or has refused to perform or continue performing all material obligations under this Contract, the Department may demand in writing that the Contractor give a written assurance of intent to perform. Failure by the Contractor to provide written assurance within the number of days specified in the demand (in no event less than five business days) may, at the Department's option, be the basis for terminating this Contract under the terms and conditions or other rights and remedies available by law or provided by this Contract.

16.3
Stop Work Order
The Department may, at any time, by written order to the Contractor, require the Contractor to stop any or all parts of the work required by this Contract for the period of days indicated by the Department after the order is delivered to the Contractor. The order shall be specifically identified as a stop work order issued under this clause. Upon receipt of the order, the Contractor shall immediately comply with its terms and take all reasonable steps to minimize the incurrence of costs allocable to the work covered by the order during the period of work stoppage. If a stop work order issued under this clause is canceled or the period of the order or any extension expires, the Contractor shall resume work. The Department Project Manager shall make the necessary adjustment in the delivery schedule or Contract price, or both and this Contract shall be amended in writing accordingly. 
17.0
CIVIL RIGHTS

17.1
Discrimination Prohibited Federal and State Authorities
The Contractor, in accordance with federal and state law cited herein and as otherwise may be applicable, may not discriminate in any manner against any person on the basis of race, color, religion, creed, political ideas, sex, age, marital status, physical or mental disability, or national origin.
17.2
Montana Human Rights Act

The Contractor in the performance of this Contract must act in compliance with the applicable anti-discrimination requirements of the Montana Human Rights Act at part 3 of Title 49, chapter 2, MCA. 

17.3
Montana Governmental Code of Fair Practices

As implemented by this provision, the Contractor is prohibited by the Montana Governmental Code of Fair Practices at 49-3-205, 49-3-206, and 49-3-207, MCA from discriminating on the basis of race, color, religion, creed, political ideas, sex, age, marital status, physical or mental disability, or national origin in the performance of this Contract or in the delivery of state services or funding on behalf of the State. The Contractor may not receive funds from the State if the Contractor engages in discrimination on the basis of race, color, religion, creed, political ideas, sex, age, marital status, physical or mental disability, or national origin.

As implemented by this provision, the Contractor, in accordance with the Montana Governmental Code of Fair Practices at 49-3-207, MCA, must for purposes of performance of this Contract hire persons on the basis of merit and qualifications directly related to the requirements of the particular position being filled.

17.4
Compliance with Federal and State Authorities
The Contractor must comply with the applicable provisions of:

1.
The Montana Human Rights Act (49-2-101, et seq., MCA);

2.
The Montana Governmental Code of Fair Practices (49-3-101, et seq. MCA);

3.
The federal Civil Rights Act of 1964 (42 U.S.C. 2000d, et seq.), prohibiting discrimination based on race, color, or national origin;

4.
The federal Age Discrimination Act of 1975 (42 U.S.C. 6101, et seq.), prohibiting discrimination based on age;

5.
The Education Amendments of 1972 (20 U.S.C. 1681), prohibiting discrimination based upon gender;

6.
Section 504 of the federal Rehabilitation Act of 1973 (29 U.S.C. 794), prohibiting discrimination based upon disability;

7.
The federal Americans with Disabilities Act of 1990 (42 U.S.C. 12101, et seq.), prohibiting discrimination based upon disability;

8.
The federal Executive Orders 11246 and 11375 and 41 CFR Part 60, requiring equal employment opportunities in employment practices; and

9.
The federal executive Order 13166 requiring facilitation of access for persons with limited English proficiency to federally funded services.

17.5
Civil Rights Violations

The Department may undertake any and all actions, inclusive of contractual termination, necessary to remedy any prohibited discriminatory action by the Contractor or to remedy any failure by the Contractor to carry out an affirmative action as required in federal or state law.

18.0
FEDERAL REQUIREMENTS

18.1
Generally

18.1.1
The Contractor, in addition to the federal requirements specified in this Contract and any attachments to this Contract, must comply with the applicable federal requirements and assurances for recipients of federal grants provided in the federal OMB 424B (Rev. 7-97) form, known as "ASSURANCES - NON-CONSTRUCTION PROGRAMS", and in the Department’s "CERTIFICATION OF COMPLIANCE WITH CERTAIN REQUIREMENTS FOR DEPARTMENT OF PUBLIC HEALTH AND HUMAN SERVICES (May 2010)".  Those assurance documents must be signed by the Contractor and submitted to the Department prior to the signing of this Contract.

18.1.2
The Contractor is responsible for determining which requirements and assurances are applicable to the Contractor.

18.1.3
The Contractor must ensure compliance of its subcontractors with the applicable federal requirements and assurances and any related reporting requirements.

18.2
Political and Lobbying Activities

18.2.1
Federal monies received by the Contractor under the terms of this Contract may not be used for any political activities by the Contractor, its employees or agents except as expressly permitted by state and federal law.

18.2.2
As required by 31 U.S.C. §1352 and 45 CFR §93.100 et seq., federally appropriated monies may not be used to influence or attempt to influence an officer or employee of any agency, a member of the U.S. Congress, an officer or employee of the U.S. Congress or an employee of a member of the U.S. Congress, in connection with the awarding of any federal contract, grant or loan, the making of any cooperative agreement or the extension, continuation, renewal, amendment, or modification of any federal contract, grant, loan or cooperative agreement.

18.2.3
If any funds other than federally appropriated funds are paid to any person for influencing or attempting to influence an officer or employee of any agency, a member of the U.S. Congress, an officer or employee of the U.S. Congress or an employee of a member of the U.S. Congress in connection with this Contract, the Contractor must complete and submit to the Department the federally required form, "STANDARD FORM LLL".
18.2.4
Federally appropriated monies received through the programs of the federal Departments of Health and Human Services, Education or Labor, as provided in Section 503 of H.R. 1105,"Omnibus Appropriation Act, Division F, Departments of Labor, Health and Human Services, and Education, and Related Agencies Appropriations Act, 2009", Pub. L. No. 111-8, and as may be provided by congressional continuing resolutions or further budgetary enactments, may not be used:
18.2.4.1
To fund publicity or propaganda, or for the preparation, distribution, or use of any kit, pamphlet, booklet, publication, radio, television, or video presentation designed to support or defeat legislation pending before the U.S. Congress or a state legislature, except for presentations to the U.S. Congress or a state legislative body or one or more of its members as an aspect of normal and recognized executive-legislative relationships; or
18.2.4.2
To pay the salary or expenses of any grant or contract recipient, or agent acting for the recipient, related to any activity designed to influence legislation or appropriations pending before the U.S. Congress or a state or local legislative body.
18.2.5
The Contractor must cooperate with any investigation undertaken regarding the expenditure of funds for political or lobbying activities.

18.3
Disclosure of Ownership and Control Information

18.3.1
The Contractor, whether a for-profit or nonprofit entity, receiving reimbursement for services as a provider of Medicaid funded services, a Medicaid fiscal agent for the Department, or as a Medicaid funded health plan, prepaid ambulatory health plan or a primary care case manager must, in conformance with the applicable provisions of 42 CFR §455.104, prior to the entry into this Contract provide,  and at any time thereafter report to the Department any changes, with respect to corporate or individual ownership or controlling interest of five percent or more of the Contractor. The Contractor must report a controlling interest of five percent or more held by a spouse, parent, child or sibling. The Contractor must reveal any ownership or controlling interests as required otherwise for disclosure by the Social Security Act.

18.3.2
The Contractor, whether a for-profit or nonprofit entity, receiving reimbursement for services as a provider of Medicaid funded services, a Medicaid fiscal agent for the Department, or as a Medicaid funded health plan, prepaid ambulatory health plan or a primary care case manager must, in conformance with the applicable provisions of 42 CFR §455.106, disclose to the Department  a party with corporate or individual ownership of the Contractor, with controlling interest of five percent or more of the Contractor, who is a managing employee for the Contractor, or who is an agent for the Contractor  and who is who has been convicted of a federal crime related to federal health care programs.

18.3.3
The Contractor, whether a for-profit or nonprofit entity, receiving reimbursement for services as a provider of Medicaid funded services, must, in conformance with the applicable provisions of 42 CFR §455.105, disclose to the Department  within 35 days of the Department’s request ownership information about any subcontractor with which the Contract has had more than $25,000 in business transactions between the Contractor and a wholly owned supplier or between the Contractor and any subcontractor during the five year period ending on the date or the request.

18.4
Federal Debarment Prohibition

18.4.1
The Department, in accordance with The Federal Acquisition Streamlining Act of 1994, P.L. 103-355, and Executive Orders #12549 and #12689, is prohibited from contracting with any entity that is debarred, suspended, or otherwise excluded from participating in procurement activities funded with federal monies.  This prohibition also extends to contracting with an entity that has a director, officer, partner, person with beneficial ownership of more than five percent of the entity’s equity, employee, consultant, or person otherwise providing items and services that are significant and material to the entity’s obligations under this Contract with the Department if that person has been debarred, suspended or otherwise excluded from participating in procurement activities funded with federal monies.

18.4.2
If the Department finds that the Contractor is not in compliance with federal debarment requirements, the Department:
18.4.2.1
Must notify the federal government;
18.4.2.2
May continue this Contract unless the Secretary of the federal Department of Health and Human Services or other authorizing federal authority directs otherwise; and
18.4.2.3
May only renew or otherwise extend the duration of the existing contract with the Contractor if the federal government provides to the Department and to Congress a written statement describing compelling reasons that exist for renewing or extending this Contract.
18.5
Federal False Claims Act Education

Any contractor and its subcontractors furnishing items or services funded with Medicaid monies at more than a single location or under more than one contractual or other payment arrangement and receiving aggregate payments of Medicaid monies totaling $5,000,000 or more annually must comply with the requirements of 1902(a)(68) of the Social Security Act. It is the responsibility of the Contractor to establish written policies to be presented in handbooks and otherwise for all employees that include detailed educational information about the federal False Claims Act and the other provisions specified in section 1902(a)(68)(A).

18.6
Text Messaging While Driving

18.6.1
A Contractor and its subcontractors are requested to adopt and enforce policies, in accordance with Presidential Executive Order 13513, October 1, 2009, that ban text messaging by owners, officers, employees, agents and subcontractors while driving in Contractor or employee owned or leased vehicles for purposes of the work contracted for through this Contract.

18.6.2
Contractors and subcontractors receiving funding through this Contract originating with the Centers for Disease Control and Prevention (CDC) of the federal Department of Health and Human Services are prohibited from texting while driving a government owned vehicle or when using government furnished electronic equipment while driving any vehicle.

18.6.3
Texting includes reading from or entering data into any handheld or other electronic device, including SMS texting, e-mailing, instant messaging, obtaining navigational information, or engaging in any other form of electronic data retrieval or electronic data communication.

18.6.4
Driving includes operating a motor vehicle on an active roadway with motor running, including while temporarily stationary due to traffic, a traffic light, stop sign or otherwise. It does not include operating a motor vehicle with or without the motor running when one has pulled over to the side of, or off, an active roadway and has halted in a location where one can safely remain stationary.

18.6.5
The Contractor and its subcontractors are responsible for ensuring that owners, officers, employees, agents and subcontractors are aware of the Contractor’s adopted policies and adhere to the requirements and prohibitions of those policies.

19.0
CONFIDENTIALITY OF PERSONAL INFORMATION AND COMPLIANCE WITH THE FEDERAL HIPAA AND HITECH PRIVACY AND SECURITY REQUIREMENTS

19.1
Generally

The Contractor, during and after the term of this Contract, must protect in accordance with applicable legal and policy authorities confidential personal consumer/recipient and departmental employee information obtained and used in the performance of contractual duties and responsibilities under this Contract.

19.2
Confidential Personal Information Held by the Contractor

All material and information containing consumer/recipient or departmental employee personal information provided to the Contractor by the Department or acquired by the Contractor on behalf of the Department, whether verbal, written, electronic and other media, or in other forms, is to be regarded as confidential information and may only be used or disseminated by the Contractor, its employees, subcontractors, agents or others for the purposes allowed for under this Contract and any governing legal and policy authorities.

19.3
Confidential Personal Information Defined

Personal information is personal information concerning a person: 1) who is a consumer or recipient of services delivered by a departmental program, 2) who is otherwise the subject of a departmental activity, or 3) who is a departmental employee. Confidential personal information is personal confidential information that, under one or more federal or state laws or regulations, is protected from general public access and release. Confidential personal information may be in a form: 1) that expressly serves to identify a person; 2) that based upon various descriptive aspects can be used to identify a person; or 3) that is descriptive of a person’s personal medical, physical, social, psychological, financial, eligibility for public services or benefits, or other personal circumstances. Personal information may appear in writing, electronic or in any other form. Confidential personal information may include but is not limited to a person’s name, social security number, driver’s license number, street and postal addresses, phone numbers, email address, medical data, health information, protected health information as defined for purposes of the federal HIPAA and HITECH Acts, programmatic individual eligibility information,  programmatic individual case information, programmatic payment and benefit information, and information obtained from the IRS or other third parties that is protected as confidential.

19.4
Contractor Compliance with the federal HIPAA and HITECH Acts and the Implementing Regulations Governing the Use and Possession of Personal Healthcare Information.

19.4.1
The Contractor, in relation to individually identifiable personal healthcare information used or possessed by the Contractor for or related to the purposes of performance under this Contract, must comply with the privacy and security requirements of the federal Health Insurance Portability and Accountability Act (HIPAA) of 1996 and the regulations implementing the HIPAA requirements at 45 CFR Parts 160 and 164 and the Health Information Technology for Economic and Clinical Health Act (HITECH), enacted as part of the American Recovery and Reinvestment Act of 2009, and the regulations implementing the HITECH requirements as they may be applicable to the Contractor and the services provided through this Contract. 
19.4.2
The Contractor, if a Business Associate as defined at 45 CFR 160.103, may not proceed to enter into this Contract or continue to perform under this Contract with the Department unless it is in compliance with the privacy and security requirements of federal HIPAA and HITECH necessary for its function as a Business Associate of the Department or as a Covered Entity. A Business Associate may provide one or more services that encompass legal, actuarial, accounting, consulting, data aggregation, management, administrative, accreditation, and financial functions and activities and may include: claims processing or administration; data analysis, processing or administration; utilization review; quality assurance; billing; benefit management; practice management; and repricing.  As a Business Associate the Contractor must comply with the further requirements and limitations that either appear in this Contract as the section “Business Associate Obligations” or appear with this Contract as an attached agreement titled “Business Associate Agreement”. If the Department has attached a Business Associate Agreement to this Contract, the Contractor must execute that Agreement in addition to this Contract.

19.4.3
The Department's Certification Form, attached to this Contract as Attachment C, must be signed by the Contractor. That form, containing various requirements necessitating the Contractor’s certification, provides for the Contractor's certification of its determination that, if it is legally subject, either as a Covered Entity or as a Business Associate as defined at 45 CFR 160.103, to the federal HIPAA and HITECH privacy and security requirements established in federal statutes and regulations, it is fully in compliance with those requirements as they may be applicable.

19.5
Security of Confidential Personal Information

The Contractor in its possession and use of confidential personal information for purposes of performance under this Contract must implement and use at all times electronic and other security measures, standards, and procedures that meet or exceed current best business practices among like entities and operations, are compatible with the technology and programs of the Department, and, if requested by the Department, have been reviewed and approved by the Department.

19.6
Notice by Contractor of Unauthorized Disclosures or Uses of Confidential Personal Information
The Contractor must immediately report to the Department in a confidential manner and with particular detail any unauthorized disclosures or uses of confidential personal information possessed by the Contractor, its employees, subcontractors, agents or others for the purposes of performance under this Contract.

19.7
Remedial Action
Upon discovery or notice that in the Contractor’s possession or handling of confidential personal information there has been a breach of confidentiality, the Contractor must undertake immediate measures to prevent further breach and to retrieve from the breach any written, electronic media or other tangible forms of the confidential information, to rectify any significant harm to the Department, and to protect the affected individual persons from further harm that may arise out of the breach.

19.8
Notice by Contractor of Investigations, Complaints, Litigation Concerning the Use and Protection of Confidential Personal Information
The Contractor must notify the Department in writing within five work days in the event that 1) the Contractor receives notice of a complaint lodged with, of an investigation initiated by, or of a determination made by the Office of Civil Rights (OCR) of the Department of Health and Human Services, the federal Department of Justice, or other federal entity that the Contractor is not in compliance with the federal HIPAA and HITECH Acts and the implementing regulations, or that 2) the Contractor receives notice of an administrative action or litigation initiated against the Contractor based on any legal authority pertaining to the protection of confidential information. The Contractor must provide the Department with a copy of any notice along with a copy of the relevant administrative or legal complaint and/or determination.

19.9
Cause for Termination
Failure of the Contractor to be in compliance with this provision or the Department's policies or federal and state legal authorities protecting confidential personal information, inclusive of the federal HIPAA and HITECH Acts and the implementing regulations governing the protection of confidential personal healthcare information, is cause for termination of this Contract by the Department.

20.0
BUSINESS ASSOCIATE OBLIGATIONS

20.1
Definitions That Apply to This Section

Terms used, but not otherwise defined, in this Section have the same meaning as those terms in the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as codified at 42 USC §1320d-d8, and its implementing regulations at 45 CFR Parts 160, 162 and 164 (the "HIPAA Regulations"); and the Health Information Technology for Economic and Clinical Health Act, enacted as part of the American Recovery and Reinvestment Act of 2009, and its attendant regulations and guidance (the "HITECH Act").

20.2
Status as a Business Associate
The Contractor agrees it is a Business Associate (as that term is defined at 45 CFR §160.103) of the Department and agrees to comply with the requirements of the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as codified at 42 USC §1320d-d8, and its implementing regulations at 45 CFR Parts 160, 162 and 164 (the "HIPAA Regulations"); and the Health Information Technology for Economic and Clinical Health Act, enacted as part of the American Recovery and Reinvestment Act of 2009, and its attendant regulations and guidance (the "HITECH Act").  The Contractor must not use or disclose PHI, including E-PHI, other than as permitted or required by this Contract or as law.  The Contractor must use appropriate safeguards to prevent use or disclosure of PHI and E-PHI other than as provided for by this Contract. 

20.3
Obligations of Contractor as a Business Associate
The Contractor, as a business associate of the Department, must:

20.3.1
Implement appropriate administrative, physical and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of Protected Health Information as such safeguards are set forth in the Security Rule, and to prevent use or disclose of the Protected Health Information other than as provided for by this Section;

20.3.2
Mitigate, to the extent practicable, any harmful effect that is known to the Contractor of a use or disclosure of Protected Health Information by the Contractor in violation of the requirements of this Section;

20.3.3
Report to the Department any use or disclosure of the Protected Health Information not provided for by this Contract of which it becomes aware, including that the Contractor shall promptly report to Covered Entity any security incident of which it becomes aware, and at the request of Covered Entity shall identify: the date of the security incident, the scope of the security incident, the Contractor's response to the Security incident, and the identification of the party responsible for causing the security incident, if known;

20.3.4
Ensure that any agent of the Contractor including a subcontractor, to whom the Contractor provides Protected Health Information that the Contractor received from, or created or received by the Contractor on behalf of the Department agrees to the same restrictions and conditions that apply through this Section to the Contractor with respect to such information;

20.3.5
Provide at the request of and subject to the time and manner directions of the Department access for the Department or, as directed by the Department, for a person, for the purposes of this Contract to Protected Health Information in a Designated Record Set in order to meet the requirements under 45 CFR §164.524 and Section 13405(e) of the HITECH Act;

20.3.6
Make any amendment(s) to Protected Health Information in a Designated Record Set that the Department directs or agrees to pursuant to 45 CFR §164.526 at the request of the Department or a person, and in the time and manner prescribed by the Department;

20.3.7
Make internal practices, books, and records, including policies and procedures and Protected Health Information, relating to the use and disclosure of Protected Health Information received from, or created or received by the Contractor on behalf of, the Department available to the Department, or to the Secretary of the Federal Department of Health and Human Services, in a time and manner prescribed by the Department or designated by the Secretary, for purposes of the Secretary determining the Department's compliance with the Privacy Rule, the Security Rule and the HITECH Act;

20.3.8
Document such disclosures of Protected Health Information and information related to such disclosures as would be required for the Department to respond to a request by a person for an accounting of disclosures of Protected Health Information in accordance with 45 CFR §164.528 and Section 13405(c) of the HITECH Act;

20.3.9
Provide to the Department or a person, in time and manner prescribed by the Department information collected in accordance with subsection 8 above, to permit the Department to respond to a request by a person for an accounting of disclosures of Protected Health Information in accordance with 45 CFR §164.528.  The Contractor must document such disclosures of PHI and collect information related to such disclosures as would be required for the Department to respond to a request by a person for an accounting of disclosures of PHI in accordance with 45 CFR §164.528 and Section 13405(c) of the HITECH Act.  Effective for disclosures made on or after January 1, 2014, and notwithstanding 45 CFR §164.528(a)(1)(i), the Contractor must document disclosures of PHI made through an electronic health record to carry out treatment, payment or health care operations as provided by 45 CFR §164.506 in the three years prior to the date on which the accounting is requested, and to collect information related to such disclosures as required by the Secretary in regulation pursuant to Section 13405(c)(2) or the HITECH Act;

20.3.10
Provide to Department or a person, within 20 days of the Department's request, information collected in accordance with this paragraph, to permit the Department to respond to a request by a person for an accounting of disclosures of PHI in accordance with 45 CFR §164.528 and the HITECH Act;

20.3.11
Implement a response program, in compliance with Section 13402 of the HITECH Act and the regulations implementing such provisions, currently Subpart D of Part 164 of Title 45 of the Code of Federal Regulations, or such regulations as may be in effect from time to time, that specifies the actions to be taken when the Contractor detects or becomes aware of unauthorized access to information systems. The response program must include the following features.

20.3.11.1
The Contractor must notify the Department, by facsimile or telephone, of any breach or suspected breach of its security related to areas, locations, or computer system which contain unsecured PHI, including, without limitation, any instance of theft, unauthorized access by fraud, deception, or other malfeasance or inadvertent access (an "incident") in accordance to 45 CFR §164.410 as promptly as possible, upon having reason to suspect that an Incident may have occurred or determining the scope of any such incident, but in no event later than two calendar days upon having reason to suspect that an incident may have occurred;

20.3.11.2
In the event of any such incident, the Contractor must provide to the Department, in writing, such details concerning the incident as the Department may request, and shall cooperate with the Department, its regulators and law enforcement to assist in regaining possession of such unsecured PHI and prevent its further unauthorized use, and taken any unnecessary remedial actions as may be required by the Contractor to prevent other or further incidents;

20.3.11.3
If the Department determines that it may need to notify any person(s) as a result of such incident that is attributable to the Contractor's breach of its obligations under this Section, the Contractor must bear all reasonable direct and indirect costs associated with such determination including, without limitation, the costs associated with providing notification to the affected person, providing fraud monitoring or other services to affected persons and any forensic analysis required to determine the scope of the incident;

20.3.11.4
The Contractor must update the notice provided to the Department under this Section of such incident to include, to the extent possible and as soon as possible working in cooperation with the Department, the identification of each person whose unsecured PHI has been, or is reasonably believed by the Contractor to have been accessed, acquired, used or disclosed during the incident and any of the following information the Department is required to include in its notice to the person pursuant to 45 CFR §164.404(c):

20.3.11.4.1
A brief description of what happened, including the date of the Incident and the date the discovery of the incident, if known;

20.3.11.4.2
A description of the types of unsecured PHI that were involved in the Incident (e.g., Social Security Number, full name, date of birth, address, diagnosis);

20.3.11.4.3
Any steps the person should take to protect themselves from potential harm resulting from the Incident;

20.3.11.4.4
A brief description of what is being done to investigate the Incident, mitigate the harm and protect against future incidents;

20.3.11.4.5
Contact procedures for persons to ask questions or learn additional information which shall include a toll-free number, an e-mail address, Web site, or postal address;

20.3.11.4.6
Such additional information must be submitted to the Department immediately at the time the information becomes available to the Contractor.

20.3.12
Limit its use and disclosure of PHI created or received by the Contractor from or on behalf of the Department to uses or disclosures as are permitted to the Contractor under the applicable requirements of 45 CFR §164.504(e) and the HITECH Act.  The Contractor must also comply with the additional requirements of Subtitle D of the HITECH Act that relate to privacy and that apply to covered entities also will apply to the Contractor and are incorporated into this Section by reference; and

20.3.13
Comply with a person's request under 45 CFR §164.522(a)(1)(i)(A) that the Contractor restrict the disclosure of the person’s PHI.

20.4
Permitted Uses, Disclosures and Limitations

20.4.1
The Contractor may use or disclose Protected Health Information on behalf of, or to provide services to, the Department for the following purposes, if such use or disclosure of Protected Health Information would not violate the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as codified at 42 USC §1320d-d8, and its implementing regulations at 45 CFR Parts 160, 162 and 164 (the "HIPAA Regulations"); and the Health Information Technology for Economic and Clinical Health Act, enacted as part of the American Recovery and Reinvestment Act of 2009, and its attendant regulations and guidance (the "HITECH Act") if done by the Department. 
20.5
Use and Disclosure for Contractor’s Purposes 
20.5.1
The Contractor may use and disclose PHI that is created or received by Contractor from or on behalf of the Department only if such use or disclosure, respectively, complies with each applicable requirement of 45 CFR §164.504(e) and the HITECH Act.  The additional requirements of Subtitle D of the HITECH Act that relate to privacy and that apply to covered entities also will apply to the Contractor and are incorporated into this Section by reference.

20.5.2
The Contractor may use Protected Health Information for the proper management and administration of the Contractor or to carry out the legal responsibilities of the Contractor provided that the disclosures are:

(a)
Required by law;

(b)
Expressly authorized in this Section by the Department; 

(c)
The Contractor obtains reasonable assurances from the person to whom the information is disclosed that it will remain confidential and used or further disclosed only as required by law or for the purpose for which it was disclosed to the person; and

(d)
The person notifies the Contractor of any instances of which it is aware in which the confidentiality of the information has been breached.

20.5.3
The Contractor may only use Protected Health Information to provide Data Aggregation services to the Department as permitted by 42 CFR §164.504(e)(2)(i)(B) and expressly authorized in this Section by the Department.

20.5.4
To the extent otherwise permitted by this Section, a communication that is described in the definition of Marketing in 45 CFR §164.501(1)(i), (ii) or (iii) for which the Department receives or has received Direct or Indirect Payment (excluding payment for Treatment) in exchange for making such communication, shall not be considered a Health Care Operation unless:

20.5.4.1
Such communication describes only a drug or biologic that is currently prescribed for the recipient of the communication and any payment received in exchange for making such a communication is reasonable in amount; or

20.5.4.2
The communication is made by the Contractor on behalf of the Department and the communication is otherwise consistent with this Section. No communication may be made by the Contractor without prior written authorization by the Department.

20.6
Obligations of the Department
20.6.1
The Department must notify the Contractor of any limitation(s) in its notice of privacy practices of the Department in accordance with 45 CFR §164.520, to the extent that such limitation may affect the Contractor's use or disclosure of Protected Health Information.  A copy of the Department's Notice of privacy practice is attached to this contract and incorporated herein.

20.6.2
The Department must notify the Contractor of any changes in, or revocation of, permission by a person to use or disclose Protected Health Information, to the extent that such changes may affect the Contractor's use or disclosure of Protected Health Information.

20.6.3
The Department must notify the Contractor of any restriction to the use or disclosure of Protected Health Information that the Department has agreed to in accordance with 45 CFR §164.522, to the extent that such restriction may affect the Contractor's use or disclosure of Protected Health Information.

20.6.4
The Department, except as may be expressly agreed to by the parties and stated in Section 20.5, may not request the Contractor to use or disclose Protected Health Information in any manner that would not be permissible under the Privacy Rule if done by the Department.

20.7
Term and Termination
20.7.1
Term.  The Term of this Section shall be effective as of the effective date of the Contract, and shall terminate when all of the Protected Health Information provided by the Department to the Contractor, or created or received by the Contractor on behalf of the Department, is destroyed or returned to the Department, or, if it is infeasible to return or destroy Protected Health Information, protections are extended to such information, in accordance with the termination provisions in this Subsection.

20.7.2
Termination for Cause.  Upon the Department's knowledge of a material breach by the Contractor, the Department, at its sole discretion, must:

20.7.2.1
Provide an opportunity for the Contractor to:

20.7.2.1.1
Cure the breach; or 

20.7.2.1.2
End the violation and terminate this Contract if the Contractor does not cure the breach; or 

20.7.2.1.3
End the violation within the time specified by the Department; or

20.7.2.1.4
Immediately terminate this Contract if the Contractor has breached a material term of this Section and cure is not possible; or

20.7.2.1.5
If neither termination nor cure are feasible, the Department must report the violation to the Secretary.

20.7.3
Effective February 17, 2010 and upon the Contractor's knowledge of a material breach by Department, contractor must either:

20.7.3.1
Notify the Department of such breach in reasonable detail, and provide an opportunity for the Department to cure the breach or violation; or if cure is not possible, the Contractor may immediately terminate this Section; or

20.7.3.2
If neither termination nor cure is feasible, the Contractor shall report the violation to the Secretary.

20.7.4
The Department may unilaterally terminate this Section of the Contract with the Contractor upon 30 days written notice in the event (i) the Contractor does not promptly enter into negotiations to amend this Section when requested by the Department pursuant to the terms of this Section, or (ii) the Contractor does not enter into an amendment to this Section providing assurances regarding the safeguarding of PHI that department, in its sole discretion, deems sufficient to satisfy the standards and requirements of HIPAA, the HIPAA Regulations and/or the HITECH Act.

20.7.5
Effect of Termination.
20.7.5.1
Except as provided in Section 20.7.5.2 of this subsection, upon termination of this Contract, for any reason, the Contractor shall at the Department's sole discretion return or destroy all Protected Health Information received from the Department, or created or received by Contractor on behalf of the Department.  This Section shall apply to Protected Health Information that is in the possession of subcontractors or agents of the Contractor.  The Contractor shall retain no copies of the Protected Health Information.

20.7.5.2
In the event that the Contractor determines that returning or destroying the Protected Health Information is infeasible, the Contractor shall provide to the Department notification of the conditions that make return or destruction infeasible.  Upon written agreement by the Department that return or destruction of Protected Health Information is infeasible, the Contractor shall extend the protections of this Section to such Protected Health Information and limit further uses and disclosures of such Protected Health Information to those purposes that make the return or destruction infeasible, for so long as the Contractor maintains such Protected Health Information.

20.8
Miscellaneous
20.8.1
Regulatory References.  A reference in this Section to a section in the Privacy Rule or Security Rule means the section as in effect or as amended.

20.8.2
Amendment.  The Parties agree to take such action as is necessary to amend this Section from time to time as is necessary for the Department to comply with the requirements of the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as codified at 42 USC §1320d-d8, and its implementing regulations at 45 CFR Parts 160, 162 and 164 (the "HIPAA Regulations"); and the Health Information Technology for Economic and Clinical Health Act, enacted as part of the American Recovery and Reinvestment Act of 2009, and its attendant regulations and guidance (the "HITECH Act").

20.8.3
Survival.  The respective rights and obligations of the Contractor under this Section shall survive the termination of this Section.

20.8.4
Interpretation.  Any ambiguity in this Section shall be resolved to permit the Department to comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as codified at 42 USC §1320d-d8, and its implementing regulations at 45 CFR Parts 160, 162 and 164 (the "HIPAA Regulations"); and the Health Information Technology for Economic and Clinical Health Act, enacted as part of the American Recovery and Reinvestment Act of 2009, and its attendant regulations and guidance (the "HITECH Act").

21.0
BUSINESS/CORPORATE TRADE SECRET AND OTHER PROPRIETARY INFORMATION AND PUBLIC ACCESS
21.1
Contractual Information and Public Access

The information contained within this Contract and attachments, inclusive of Contractor’s proposal and its attachments, if any, and information otherwise provided to the Department in relation to this contractual relationship is not confidential and is available for public inspection and copying unless determined in accordance with federal or state law to be confidential as personal consumer, recipient or employee information or as business/corporate proprietary information that is protected from release.  To any extent required or allowed by law, the Department has the right to use for public purposes and to disclose to the public contractual information inclusive of reports, evaluations, statistics, and other management and performance information related to this Contract.

Confidential business/corporate trade secret or other proprietary information includes trade secrets as defined by Montana’s Uniform Trade Secrets Act, Title 30, Chapter 14, Part 4, MCA, and proprietary information such as corporate financial, structural, and personnel information that is legally recognized as proprietary in nature.  

All public contractual information is available from the Department for inspection during regular business hours.  The Contract liaison specified in this Contract should be contacted for purposes of inquiring as to the availability of and procedures for the release of public contractual information.

21.2
Perfecting Contractor’s Claim of Confidential Proprietary Information

The Department will only give consideration to a business/corporate claim of confidential trade secret or proprietary information if the Contractor has identified and segregated the information for which the claim is being asserted and has provided a detailed legal analysis supporting the claim of confidentiality. The Contractor must include with that claim the affidavit of legal counsel for the Contractor, on the form provided by the Department, titled “AFFIDAVIT FOR PROPRIETARY INFORMATION CONFIDENTIALITY”, attesting to the legal counsel’s legal relationship to the Contractor, acknowledging the primacy of federal and Montana law with respect to the claim, and indemnifying the Department with respect to defense and warranting the Contractor’s responsibility for all legal costs and  attorneys’ fees, should the Department accept the claim as legitimate and as a result be subjected to administrative or legal contest.

The Department will not consider information claimed by the Contractor to be confidential trade secret or proprietary information, if the information is legitimately available to the public without restriction through one or more other sources or has been legitimately released to the public otherwise by the Contractor or other parties.

The Department will provide the Contractor timely notice of any administrative or legal request or contest from a third party seeking release of contractual and related information for which the Contractor has properly made a claim that the information is confidential as trade secret or proprietary information. If the Department determines that such information is subject to the public right to know and must be released as requested, the Department will provide the Contractor with notice of the intended release five working days prior to the date of the proposed release. The notice period is intended to allow the Contractor to make arrangements, if desired, to intervene through an appropriate legal forum to contest the release.

22.0
REGISTRATION OF OUT OF STATE ENTITIES
22.1
A business that is incorporated in a state other than Montana or in a foreign country and that is conducting business in Montana may be required by 35-1-1026 and 35-8-1001, MCA, to register with the Montana Secretary Of State Office. Further information concerning these requirements may be obtained through the Montana Secretary of State’s Office at http://sos.mt.gov/Business/index.asp or by calling 406.444.3665.
22.2
A business required to register may not enter into or continue to perform under this Contract unless providing the Department with proof of a current certificate of authority to conduct business.
23.0
DEPARTMENT PERSONNEL

23.1
Department Contract Manager

The Department Contract Manager identified below is the Department’s single point of contact and will perform all contract management on behalf of the Department. Written notices, requests, complaints, or any other issues regarding the Contract should be directed to the Department Contract Manager.

The Department Contract Manager for this Contract is:

(Name):

(Address):

(City, State, ZIP):

Telephone #:

Cell Phone #:

Fax #:

E-mail:

23.2
Department Project Manager
The Department Project Manager identified below will manage the day-to-day project activities on behalf of the Department.

The Department Project Manager for this Contract is:

(Name):

(Address):

(City, State, ZIP):

Telephone #:

Cell Phone #:

Fax #:

E-mail:

24.0
CONTRACTOR PERSONNEL

24.1
Identification/Substitution of Personnel

The personnel identified or described in the Contractor’s proposal shall perform the services provided for the Department under this Contract. Contractor agrees that any personnel substituted during the term of the Contract must be able to conduct the required work to industry standards and be equally or better qualified than the personnel originally assigned. The Department reserves the right to approve Contractor personnel assigned to work under the Contract, and any changes or substitutions to such personnel. The Department’s approval of a substitution will not be unreasonably withheld. This approval or disapproval shall not relieve the Contractor to perform and be responsible for its obligations under this Contract. The Department reserves the right to require Contractor personnel replacement. In the event that Contractor personnel become unavailable, it will be the Contractor’s responsibility to provide an equally qualified replacement in time to avoid delays to the work plan.
24.2
Contractor Contract Manager
The Contractor Contract Manager identified below will be the single point of contact to the Department Contract Manager and will assume responsibility for the coordination of all contract issues under this Contract. The Contractor Contract Manager will meet with the Department Contract Manager and/or others necessary to resolve any conflicts, disagreements, or other contract issues.

The Contractor Contract Manager for this Contract is:

(Name):

(Address):

(City, State, ZIP):

Telephone #:

Cell Phone #:

Fax #:

E-mail:

24.3
Contractor Project Manager
The Contractor Project Manager identified below will manage the day-to-day project activities on behalf of the Contractor: 

The Contractor Project Manager for this Contract is:

(Name):

(Address):

(City, State, ZIP):

Telephone #:

Cell Phone #:

Fax #:

E-mail:

25.0
MEETINGS AND REPORTS

25.1
Technical or Contractual Problems
The Contractor is required to meet with the Department’s personnel, or designated representatives, at no additional cost to the Department, to resolve technical or contractual problems that may occur during the term of the Contract. Meetings will occur as problems arise and will be coordinated by the Department.  Failure to participate in problem resolution meetings or failure to make a good faith effort to resolve problems may result in termination of the Contract.

25.2
Progress Meetings

During the term of the Contract, the Department’s Project Manager will plan and schedule progress meetings with the Contractor to discuss the progress made by the Contractor and the Department in the performance of their respective obligations. These progress meetings will include the Department Project Manager, the Contractor Project Manager, and any other additional personnel involved in the performance of the contract as required. At each such meeting, the Contractor shall provide the Department with a written status report that identifies any problem or circumstance encountered by Contractor, or of which Contractor gained knowledge during the period since the last such status report, which may prevent Contractor from completing any of its obligations or may generate charges in excess of those previously agreed to by the parties. This may include the failure or inadequacy of the Department to perform its obligation under the Contract. Contractor shall identify the amount of excess charges, if any, and the cause of any identified problem or circumstance and the steps taken to remedy the same.

25.3
Failure to Notify
In the event the Contractor fails to specify in writing any problem or circumstance that materially impacts the costs of its delivery hereunder, including a material breach by the Department, about which the Contractor knew or reasonably should have known with respect to the period during the term covered by the Contractor's status report, the Contractor shall not be entitled to rely upon such problem or circumstance as a purported justification for an increase in the price for the agreed upon scope; provided, however, that the Contractor shall be relieved of its performance obligations to the extent the acts or omissions of the Department prevent such performance.
25.4
Department’s Failure or Delay
For a problem or circumstance identified in the Contractor’s status report in which Contractor claims was the result of the Department’s failure or delay in discharging any Department obligation, the Department shall review same and determine if such problem or circumstance was in fact the result of such failure or delay. If the Department agrees as to the cause of such problem or circumstance, then the parties shall extend any deadlines or due dates affected thereby, and provide for any additional charges by Contractor.  If the Department does not agree as to the cause of such problem or circumstance, the parties shall each attempt to resolve the problem or circumstance in a manner satisfactory to both parties.
26.0
PERFORMANCE ASSESSMENTS, CORRECTIVE ACTIONS, AND PENALTIES

26.1
The Department may undertake assessments of the Contractor’s performance under this Contract. Performance assessments may be conducted, in the discretion of the Department, to any desirable extent and at any time.

26.2
The Department may impose corrective actions on the Contractor when the Department determines that the Contractor is not in compliance with the terms of this Contract, or any other authority, including statute, rules, or policy that govern the standards for performance, the receipt and expenditure of the monies provided through the Contract, and the conduct of the Contractor as a contractor for the State. Corrective actions are for the purpose of reforming failings in the Contractor's performance and conduct. The Department in its discretion may incorporate penalties in the corrective action but need not employ corrective action prior to the imposition of penalties.
26.3
The Department may impose penalties, inclusive of termination of the contractual relationship, upon the Contractor's failure to perform or conform with, in whole or part, the duties and responsibilities provided for in this Contract or any other authority, including statute, rules, or policy that govern the standards for performance, the receipt and expenditure of the monies provided through the Contract, and the conduct of the Contractor as a contractor for the State. The imposition of penalties need not be accompanied by corrective action.
26.4
Failure to perform, in whole or in part, the duties and responsibilities of this Contract includes, but is not limited to, the following:

26.4.1
Failure to perform the services with the time limits specified in this Contract;

26.4.2
Failure to perform any of the requirements of this Contract inclusive of reporting and accounting;

26.4.3
Failure to perform contractual duties or responsibilities in accordance with the terms of this Contract or any other authority, including statute, rules, or policy that govern the standards for performance, the receipt and expenditure of the monies provider through this Contract, and the conduct of the Contractor as a contractor for the State;

26.4.4
Failure to comply with any law, rule or licensure and certification requirement;

26.4.5
Failure to maintain necessary current licensure or certification from the appropriate state and federal agencies;

26.4.6
Refusal or failure of the Contractor to participate in any aspect of a site visit, quality assurance review; audit, corrective action, or investigation; 

26.4.7
Refusal or failure of the Contractor to implement changes in services, as requested by the Department;

26.4.8
Refusal or failure of the Contractor to correct deficiencies noted in a quality assurance review;

26.4.9
Failure of the Contractor after corrective action measures to be in compliance with the pertinent quality assurance standards or to meet any affirmative requirements requested by the Department; or

26.4.10
The Contractor's management or delivery of services has resulted or is resulting in harm to staff, residents or others or poses a probable risk of harm to staff, residents and others.

26.5
Penalties may include but are not limited to:

26.5.1
Imposition of training and accountability measures;

26.5.2
Imposition of further review measures; 

26.5.3
Imposition of further performance requirements;

26.5.4
Imposition of a moratorium wherein the provider may not serve any additional consumers in existing openings or participate in any expansion activities;

26.5.5
Imposition of monetary penalties;

26.5.6
Suspension of contractual payments, in whole or part, for a specified time or amount; or

26.5.7
Withdrawal of qualified provider status and termination of the contractual relationship.

26.6
The Department in its discretion may proceed to terminate this Contract without first imposing corrective actions and penalties.

26.7
The performance assessments, corrective actions and penalties undertaken under this Contract may be considered by the Department in any future procurement process entered into by the Department wherein the Contractor is being considered for selection to perform the services to be obtained under that future procurement.

27.0
CONTRACTOR PERFORMANCE ASSESSMENTS

27.1
Assessments  

The Department may do assessments of the Contractor’s performance. Contractors will have an opportunity to respond to assessments, and independent verification of the assessment may be utilized in the case of disagreement.
27.2
Record  

Completed assessments may be kept on record at ITSD and may serve as past performance data. Past performance data will be available to assist agencies in the selection of IT service providers for future projects. Past performance data may also be utilized in future procurement efforts.

28.0
EVENT OF BREACH – REMEDIES

28.1
Event of Breach  

Any one or more of the following acts or omissions of the Contractor shall constitute an event of breach:

28.1.1
Products or services furnished by the Contractor fail to conform to any requirement of the Contract; or

28.1.2
Failure to submit any report required by this Contract; or

28.1.3
Failure to perform any of the other covenants and conditions of the Contract, including beginning work under this Contract without prior Department of Administration approval. 

28.2
Department’s Actions in Event of Breach  

Upon the occurrence of any material breach of this Contract, either party may take either one, or both, of the following actions:

28.2.1
Give the breaching party a written notice specifying the event of breach and requiring it to be remedied within, in the absence of a greater specification of time, thirty (30) days from the date of the notice; and if the event of breach is not timely remedied, terminate this Contract upon giving the breaching party notice of termination; or
28.2.2
Treat this Contract as materially breached and pursue any of its remedies at law or in equity, or both.

29.0
WAIVER OF BREACH

No failure by either party to enforce any provisions hereof after any event of breach shall be deemed a waiver of its rights with regard to that event, or any subsequent event. No express failure of any event of breach shall be deemed a waiver of any provision hereof. No such failure or waiver shall be deemed a waiver of the right of either party to enforce each and all of the provisions hereof upon any further or other breach on the part of the breaching party.

30.0
FORCE MAJEURE

If the Contractor or State is delayed, hindered, or prevented from performing any act required under this Contract by reason of delay beyond the reasonable control of the asserting party including, but not limited to, theft, fire, Act of God or public enemy, severe and unusual weather conditions, injunction, riot, strikes, lockouts, insurrection, war, or court order, then performance of the act shall be excused for the period of the delay.  In that event, the period for the performance of the act shall be extended for a period equivalent to the period of the delay.  Matters of the Contractor’s finances shall not be considered a force majeure.

31.0
CONTRACT TERMINATION

31.1
The Department may immediately terminate the whole or any aspect of performance under this Contract for failure of the Contractor to perform the Contract in accordance with the terms of the Contract or other governing legal authorities.  

31.1.1
Failure to perform includes, but is not limited to, failure to:
31.1.1.1
Perform the services as required and within the time limits specified in this Contract;

31.1.1.2
Comply with any of the requirements of this Contract inclusive of reporting and accounting;

31.1.1.3
Perform its contractual duties or responsibilities in accordance with the terms of the Contract or any other authority, including statute, rules, or policy ,that govern the standards for performance, the receipt and expenditure of the monies provided through the Contract, and the conduct of the Contractor as a contractor for the State;

31.1.1.4
Maintain its status, if applicable, as an enrolled Medicaid or otherwise qualified provider of those services that it receives reimbursement for the provision of from the Department;

31.1.1.5
Comply with any law, regulation, or licensure and certification requirement;

31.1.1.6
Respond to or to effectively implement corrective actions or other measures required by the Department; or

31.1.1.7
Reimburse overpayments, penalties, or other sums owing to the Department.

31.2
The Department may immediately terminate the whole of this Contract or any aspect of performance under this Contract based upon the Contractor's violations of federal or state laws, regulations, executive orders, et al as determined by the Department or other appropriate entities.
31.2.1
Violations of federal or state legal authorities include, but are not limited to:

31.2.1.1
The American Recovery and Reinvestment Act of 2009;

31.2.1.2
The Government Funding Transparency Act of 2008;

31.2.1.3
The Federal Funding Accountability and Transparency Act of 2006;

31.2.1.4
The federal and state false claims acts;

31.2.1.5
The federal and state debarment legal authorities;

31.2.1.6
The Sherman Act;

31.2.1.7
The federal and state civil rights legal authorities; or

31.2.1.8
State licensing legal authorities.

31.3
The Department may terminate the whole or any part of this Contract when federal or state funding for this Contract becomes unavailable or reduced for any reason. The Department, except as may be otherwise required or necessitated by federal or state legal authorities inclusive of the Recovery and Reinvestment Act, must give notice to the Contractor at least 60 days prior to the effective date of termination unless the parties agree to a shorter notice period.
31.4
The Department may terminate this Contract without cause. Termination without cause may be exercised in lieu of any or all of the other remedial measures available through this Contract. When terminating without cause the Department must give notice of termination at least 60 days prior to the effective date of termination. The parties may mutually agree to a different time period for notice.
31.5
Notice of termination given by a Party must be given in writing addressed to the Contract liaison for the other Party. 

31.6
Notice of termination given to the Department by the Contractor may only be revoked with the consent of the Department.  

31.7
Upon termination of this Contract, the Contractor may not receive or claim any consideration other than as may be determined by the Department appropriate based upon the Contractor's performance and legal considerations.
31.8
Upon Contract termination or nonrenewal of this Contract, the Contractor must allow, as the Department determines is necessary, the Department and its agents and representatives full access on a continuing as needed basis to the Contractor's facilities and records for conducting necessary audits and investigations or to arrange for and implement the orderly transfer of the activities and other features of performance to the Department or the entity designated by the Department to assume the performance in whole or in part.
32.0
CHOICE OF LAW, REMEDIES AND VENUE

32.1
This Contract is governed by the laws of the State of Montana.

32.2
Any remedies provided by this Contract are not exclusive and are in addition to any other remedies provided by law.

32.3
For purposes of litigation concerning this Contract, venue must be in the First Judicial District in and for the County of Lewis and Clark, State of Montana.

32.4
If there is litigation concerning this Contract, the Contractor must pay its own costs and attorney fees.
32.5
If there is a contractual dispute, the Contractor agrees to continue performance under this Contract unless the Department in writing explicitly waives performance.
33.0
SCOPE, AMENDMENT, AND INTERPRETATION OF CONTRACT

33.1
This Contract consists of numbered pages one through insert number of pages, the Request for Proposal, if any, expressly reference as Attachment (insert attachment designation); (insert description) expressly referenced as Attachment (insert attachment designation; and (insert description) expressly referenced as Appendix (insert appendix designation.  This is the entire Contract between the parties.

Attachment A:
Statement of Work

Attachment B:
RFP Response
Attachment C:
Department’s Certification Form (12-06)  

Attachment D:
OMB 424B (Rev. 7-97) Form

Attachment E:
Standard Form LLL

Attachment F:
Sources of HIPAA Information

Attachment G:
Department’s Notice of Privacy Practices

33.2
No statements, promises, or inducements made by either party or their agents are valid or binding if not contained in this Contract and materials expressly referenced in this Contract as governing the contractual relationship.
33.3
The headings to the sections of this Contract are for convenience of reference and do not modify the terms and language of the provisions to which they are headings.
33.4
No contractual provisions from a prior contract of the parties are valid or binding in this contractual relationship.
33.5
This Contract, except as may be otherwise provided by the terms of this Contract, may not be enlarged, modified or altered except by written amendment signed by the parties to this Contract.
33.6
If there is a dispute as to the duties and responsibilities of the parties under this Contract, the Contract along with any attachments prepared by the Department, inclusive of request for proposal, if any, govern over the Contractor's proposal, if any.
33.7
If any provision of this Contract is determined by a court of law to be per se or as applied legally invalid, all other provisions of this Contract remain in effect and are valid and binding on the parties.
33.8
If any provision of this Contract is determined by the Department to be in conflict with any federal or state law or regulation, then the provision is inoperative to the extent that the Department determines it is per se or as applied in conflict with that authority and the provision is to be considered modified to the extent the Department determines necessary to conform with that authority.
33.9
Waiver of any default, breach, or failure to perform under this Contract may not be construed to be a waiver of any subsequent default, breach, or failure of performance.  In addition, waiver of any default, breach, or failure to perform may not be construed to be a modification of the terms of this Contract unless reduced to writing as an amendment to this Contract.
MONTANA DEPARTMENT OF PUBLIC HEALTH AND HUMAN SERVICES

By:
___________________________________
Date _______________

___________________________, Administrator

_____________________________ Division

INSERT FORMAL NAME OF CONTRACTOR

By:
___________________________________
Date _______________

Title - ________________________

Chief Information Officer Approval:

The Contractor is notified that pursuant to section 2-17-514, MCA, the Department of Administration retains the right to cancel or modify any contract, project, or activity that is not in compliance with the Agency's Plan for Information Technology, the State Strategic Plan for Information Technology, or any statewide IT policy or standard.

Chief Information Officer
(Date)
Department of Administration

Approved as to form:

___________________________________

Contracts Officer

(Date)

State Procurement Bureau

ATTACHMENT A – Statement of Work
[attachment to the contract]
ATTACHMENT B – RFP RESPONSE
[attachment to the contract]

ATTACHMENT C

[attachment to the contract]

ANNUAL CERTIFICATION FOR DEPARTMENT OF PUBLIC HEALTH & HUMAN SERVICES OF THE CONTRACTOR’S COMPLIANCE WITH CERTAIN STATE AND FEDERAL REQUIREMENTS 

(JUNE 2011)

This annual certification form is standardized for general use by the Department Of Public Health And Human Services (Department) in contracting relationships. Not all of these assurances may be pertinent to the Cohttp://www.cnn.com/2014/10/16/showbiz/celebrity-news-gossip/paul-rudd-kansas-city-royals/index.html?hpt=hp_t2ntractor's circumstances. The Contractor in signing this form is certifying compliance only with those requirements that are legally or contractually applicable to the circumstances of the contractual relationship of the Contractor with the Department. 

These assurances are in addition to those stated in the federal OMB 424B (Rev. 7‑97) form, known as "ASSURANCES ‑ NON‑CONSTRUCTION PROGRAMS", issued by the federal Office of Management of the Budget (OMB).  Standard Form 424B is an assurances form that must be signed by the Contractor if the Contractor is to be in receipt of federal monies.

There may be program specific assurances, not appearing either in this form or in the OMB Standard Form 424B, for which the Contractor may have to provide additional certification.

This form and OMB Standard Form 424B are to be provided with original signatures to the Department's contract liaison.  The completed forms are maintained by the Department in the pertinent procurement and contract files.

Further explanation of several of the requirements certified through this form may be found in the text of related contract provisions and in the Department's policies pertaining to procurement and contractual terms.  In addition, detailed explanations of federal requirements may be obtained through the Internet at sites for the federal departments and programs and for the Office for Management of the Budget (OMB) and the General Services Administration (GSA).


ASSURANCES

The Contractor, ______________________________, for the purpose of contracting with the Montana Department of Public Health & Human Services, by its signature on this document certifies to the Department its compliance, as may be applicable to it, with the following requirements.

The Contractor assures the Department:

GENERAL COMPLIANCE REQUIREMENTS

A.
That the Contractor does not engage in conflicts of interest in violation of any state or federal legal authorities, any price fixing or any other anticompetitive activities that violate the federal antitrust Sherman Act, 15 U.S.C. §§1 – 7, Anti-Kickback Act, 41 U.S.C. §§ 51-58, and other federal legal authorities. And that the Contractor does not act in violation of 18-4-141, MCA or other legal authorities by colluding with other contractors for the purpose of gaining unfair advantages for it or other contractors or for the purpose of providing the services at a noncompetitive price or otherwise in a noncompetitive manner. (reference Contract Section titled “Antitrust Violations”)
B.
That the Contractor does not act in violation of the federal False Claims Act at31 U.S.C. §§ 3729–3733( the “Lincoln Law”) or of the Montana False Claims Act, at Title 17, chapter,8, part 4, MCA. And that the Contractor and its employees, agents and subcontractors act to comply with requirements of the federal False Claims Act by reporting any credible evidence that a principal, employee, agent, contractor, subgrantee, subcontractor, or other person has submitted a false claim to the federal government. (reference Contract Section titled “Reporting Of False Claims, Fraud, And Other Criminal Matters”)

C.
That the Contractor is solely responsible for and must meet all labor, tax, and other legal authorities requirements pertaining to its employment and contracting activities, inclusive of insurance premiums, tax deductions, unemployment and other tax withholding, overtime wages and other employment obligations that may be legally required with respect to it. (reference Contract Section titled “Compliance With Business, Tax, Labor, And Other Legal authorities 18.0COMPLIANCE WITH BUSINESS, TAX, AND LABOR LAWStc \l1 "18.0COMPLIANCE WITH BUSINESS, TAX, AND LABOR LAWSO”)
D.
That the Contractor maintains necessary and appropriate workers compensation insurance coverage. (reference Contract Section titled “Compliance With Business, Tax, Labor, And Other Legal authorities 18.0COMPLIANCE WITH BUSINESS, TAX, AND LABOR LAWStc \l1 "18.0COMPLIANCE WITH BUSINESS, TAX, AND LABOR LAWSO”)
E.
That the Contractor is an independent contractor and possesses, unless by law not subject to or exempted from the requirement, a current independent contractor certification issued by the Montana Department Of Labor And Industry in accordance with 39-71-417 through 39-71-419, MCA. (reference Contract Section titled “Compliance With Business, Tax, Labor, And Other Legal authorities 18.0COMPLIANCE WITH BUSINESS, TAX, AND LABOR LAWStc \l1 "18.0COMPLIANCE WITH BUSINESS, TAX, AND LABOR LAWSO”)
F.
That the Contractor’s subcontractors and agents are in conformance with the requirements of Sections B, C, and D of this Certification. 

G.
That the Contractor, any employee of the Contractor, or any subcontractor in the performance of the duties and responsibilities of the proposed contract: 1) are not currently suspended, debarred, or otherwise prohibited in accordance with 2 CFR Part 180, OMB Guidelines To Agencies On Governmentwide Debarment and Suspension (nonprocurement) from entering into a federally funded contract or participating in the performance of a federally funded contract; and 2) are not currently removed or suspended in accordance with 18-4-241, MCA from entering into contracts with the State Of Montana. (reference Contract Section titled “Federal Requirements”)
H.
That the Contractor is in compliance with those provisions of the privacy, security, electronic transmission, coding and other requirements of the federal Health Insurance Portability And Accountability Act of 1996 (HIPAA) and the federal Health Information Technology For Economic And Clinical Health (HITECH), a part of the American Recovery And Reinvestment Act Of 2009, and the implementing federal regulations for both acts that are applicable to contractual performance if the Contractor is either a Covered Entity or a Business Associate as defined for purposes of those acts. (reference Contract Sections titled “Confidentiality Of Personal Information And Compliance With The Federal HIPAA And HITECH Privacy And Security Requirements” and “Business Associate Obligations”)
I.
That, as required by legal authorities or contract, the Contractor maintains smoke and tobacco free public and work sites. And if the contract performance is related to the delivery of a human service, the Contractor does not perform any work involved in the production, processing, distribution, promotion, sale, or use of tobacco products or the promotion of tobacco companies; or 3) accept revenues from the tobacco industry or subsidiaries of the tobacco industry if the acceptance results in the appearance that tobacco use is desirable or acceptable or in the appearance that the contractor endorses a tobacco product or the gifting tobacco related entity. (reference Contract Section titled “Tobacco-free Workplace And Other Restrictions”)
COMPLIANCE REQUIREMENTS FOR FEDERALLY FUNDED CONTRACTS

J.
That the Contractor, in conformance with the Pro-Children Act of 1994 (20 U.S.C. §6081 et seq.), prohibits smoking at any site of federally funded activities that serve youth under the age of 18.  This federal prohibition is not applicable to a site where the only federal funding for services is through Medicaid monies or the federally funded activity at the site is inpatient drug or alcohol treatment.
K.
That the Contractor does not expend federal monies in violation of federal legal authorities prohibiting expenditure of federal funds on lobbying the United States Congress or state legislative bodies or for any effort to persuade the public to support or oppose legislation. (reference Contract Section titled “Federal Requirements”)
L.
That the Contractor maintains in compliance with the Drug-Free Workplace Act of 1988, 41 U.S.C. 701, et seq., drug free environments at its work sites, providing required notices, undertaking affirmative reporting, and other requirements, as required by federal legal authorities.

M.
That the Contractor is not delinquent in the repayment of any debt owed to a federal entity.

N.
That the Contractor, if expending federal monies for research purposes, complies with federal legal authorities relating to use of human subjects, animal welfare, biosafety, misconduct in science and metric conversion.

O.
That the Contractor, if receiving aggregate payments of medicaid monies totaling $5,000,000 or more annually, has established in compliance with 1902(a)(68) of the Social Security Act, 42 U.S.C. 1396a(a)(68), written policies with educational information about the federal False Claims Act at 31 U.S.C. §§ 3729–3733 (the “Lincoln Law”) and presents that information to all employees. (reference Contract Section titled “Reporting Of False Claims, Fraud, And Other Criminal Matters”)
P.
That the Contractor is in compliance with the executive compensation reporting requirement of the Federal Funding Accountability And Transparency Act (FFATA or Transparency Act), P.L. 109-282, as amended by Section 6202(a), P.L. 110-252-1, either in that the Contractor does not meet the criteria necessitating the submittal of a report by an entity or in that, if the Contractor meets the criteria mandating reporting, the Contractor produces the information in a publicly available report to the Securities And Exchange Commission (SEC) or to the Internal Revenue Service and provides the report in a timely manner to the Department or produces a separate report with the information and submits that report to the in a timely manner to the Department. (reference Contract Section titled “Federal Requirements”)

Q.
That the Contractor, if a contractor for the delivery of medicaid funded services, is in compliance with the requirements of 42 C.F.R. §§ 455.104, 455.105, and 455.106 concerning disclosures of ownership and control, business transactions, and persons with criminal convictions. (reference Contract Section titled “Federal Requirements”).

R.
That the Contractor, if providing federally funded health care services, is not as an entity currently federally debarred from receiving reimbursement for the provision of federally funded health care services and furthermore does not currently have any employees or agents who are federally debarred from the receiving reimbursement for the provision of federally funded health care services.  (reference Contract Section titled “Federal Requirements”)
COMPLIANCE REQUIREMENTS FOR FEDERALLY FUNDED CONTRACTS INVOLVING THE PURCHASE OR DEVELOPMENT OF PROPERTY

S.
That the Contractor manages any real, personal, or intangible property purchased or developed with federal monies in accordance with federal legal authorities.

T.
That the Contractor, if expending federal monies for construction purposes or otherwise for property development, complies with federal legal authorities relating to flood insurance, historic properties, relocation assistance for displaced persons, elimination of architectural barriers, metric conversion and environmental impacts.

U.
That the Contractor, if the contract exceeds $100,000, complies with mandatory standards and policies relating to energy efficiency which are contained in the state energy conservation plan issued in compliance with the federal Energy Policy and Conservation Act, Pub. L. 94-163, 42 U.S.C. §6321 et. seq.

V.
That the Contractor, if the contract exceeds $100,000, complies with all applicable standards, orders and requirements issued under section 306 of the Clean Air Act, 42 U.S.C. 7607, section 508 of the Clean Water Act, 33 U.S.C. 1368, Executive Order 11738, and U.S. Environmental Protection Agency regulations, 40 C.F.R. Part15 and that if the Contractor enters into a subcontract that exceeds $100,000 these requirements are in that contract. 

INSERT NAME OF CONTRACTOR

Signature Of Authorized Certifying Official

By:
___________________________________
Date _______________

___________________________________ as
____________________

Typed/Printed Name




Title

___________________________________

___________________________________

Address


___________________________________

email

___________________________________

Phone Number

___________________________________

Federal I.D. Number
ATTACHMENT D

[attachment to the contract]

ASSURANCES - NON-CONSTRUCTION PROGRAMS

NOTE:
Certain of these assurances may not be applicable to your project or program. If you have questions, please contact the awarding agency. Further, certain Federal awarding agencies may require applicants to certify to additional assurances. If such is the case, you will be notified.

As the duly authorized representative of the applicant, I certify that the applicant:

1.
Has the legal authority to apply for Federal assistance and the institutional, managerial and financial capability (including funds sufficient to pay the non-Federal share of project cost) to ensure proper planning, management and completion of the project described in this application.

2.
Will give the awarding agency, the Comptroller General of the United States and, if appropriate, the State, through any authorized representative, access to and the right to examine all records, books, papers, or documents related to the award; and will establish a proper accounting system in accordance with generally accepted accounting standards or agency directives.

3.
Will establish safeguards to prohibit employees from using their positions for a purpose that constitutes or presents the appearance of personal or organizational conflict of interest, or personal gain.

4.
Will initiate and complete the work within the applicable time frame after receipt of approval of the awarding agency.

5.
Will comply with the Intergovernmental Personnel Act of 1970 (42 U.S.C. §§4728-4763) relating to prescribed standards for merit systems for programs funded under one of the 19 statutes or regulations specified in Appendix A of OPM's Standards for a Merit System of Personnel Administration (5 C.F.R. 900, Subpart F).

6.
Will comply with all Federal statutes relating to nondiscrimination. These include but are not limited to: (a) Title VI of the Civil Rights Act of 1964 (P.L. 88-352) which prohibits discrimination on the basis of race, color or national origin; (b) Title IX of the Education Amendments of 1972, as amended (20 U.S.C. §§1681- 1683, and 1685-1686), which prohibits discrimination on the basis of sex; (c) Section 504 of the Rehabilitation Act of 1973, as amended (29 U.S.C. §794), which prohibits discrimination on the basis of handicaps; (d) the Age Discrimination Act of 1975, as amended (42 U.S.C. §§6101-6107), which prohibits discrimination on the basis of age; (e) the Drug Abuse Office and Treatment Act of 1972 (P.L. 92-255), as amended, relating to nondiscrimination on the basis of drug abuse; (f) the Comprehensive Alcohol Abuse and Alcoholism Prevention, Treatment and Rehabilitation Act of 1970 (P.L. 91-616), as amended, relating to nondiscrimination on the basis of alcohol abuse or alcoholism; (g) §§523 and 527 of the Public Health Service Act of 1912 (42 U.S.C. §§290 dd-3 and 290 ee- 3), as amended, relating to confidentiality of alcohol and drug abuse patient records; (h) Title VIII of the Civil Rights Act of 1968 (42 U.S.C. §§3601 et seq.), as amended, relating to nondiscrimination in the sale, rental or financing of housing; (i) any other nondiscrimination provisions in the specific statute(s) under which application for Federal assistance is being made; and, (j) the requirements of any other nondiscrimination statute(s) which may apply to the application.

7.
Will comply, or has already complied, with the requirements of Titles II and III of the Uniform Relocation Assistance and Real Property Acquisition Policies Act of 1970 (P.L. 91-646) which provide for fair and equitable treatment of persons displaced or whose property is acquired as a result of Federal or federally-assisted programs. These requirements apply to all interests in real property acquired for project purposes regardless of Federal participation in purchases.

8.
Will comply, as applicable, with provisions of the Hatch Act (5 U.S.C. §§1501-1508 and 7324-7328) which limit the political activities of employees whose principal employment activities are funded in whole or in part with Federal funds.

Previous Edition Usable
Standard Form 424B (Rev. 7-97)


Authorized for Local Reproduction
Prescribed by OMB Circular A-102

9.
Will comply, as applicable, with the provisions of the Davis-Bacon Act (40 U.S.C. §§276a to 276a-7), the Copeland Act (40 U.S.C. §276c and 18 U.S.C. §874), and the Contract Work Hours and Safety Standards Act (40 U.S.C. §§327- 333), regarding labor standards for federally-assisted construction subagreements.

10.
Will comply, if applicable, with flood insurance purchase requirements of Section 102(a) of the Flood Disaster Protection Act of 1973 (P.L. 93-234) which requires recipients in a special flood hazard area to participate in the program and to purchase flood insurance if the total cost of insurable construction and acquisition is $10,000 or more.

11.
Will comply with environmental standards which may be prescribed pursuant to the following: (a) institution of environmental quality control measures under the National Environmental Policy Act of 1969 (P.L. 91-190) and Executive Order (EO) 11514; (b) notification of violating facilities pursuant to EO 11738; (c) protection of wetlands pursuant to EO 11990; (d) evaluation of flood hazards in floodplains in accordance with EO 11988; (e) assurance of project consistency with the approved State management program developed under the Coastal Zone Management Act of 1972 (16 U.S.C. §§1451 et seq.); (f) conformity of Federal actions to State (Clean Air) Implementation Plans under Section 176(c) of the Clean Air Act of 1955, as amended (42 U.S.C. §§7401 et seq.); (g) protection of underground sources of drinking water under the Safe Drinking Water Act of 1974, as amended (P.L. 93-523); and, (h) protection of endangered species under the Endangered Species Act of 1973, as amended (P.L. 93- 205).

12.
Will comply with the Wild and Scenic Rivers Act of 1968 (16 U.S.C. §§1271 et seq.) related to protecting components or potential components of the national wild and scenic rivers system.

13.
Will assist the awarding agency in assuring compliance with Section 106 of the National Historic Preservation Act of 1966, as amended (16 U.S.C. §470), EO 11593 (identification and protection of historic properties), and the Archaeological and Historic Preservation Act of 1974 (16 U.S.C. §§469a-1 et seq.).

14.
Will comply with P.L. 93-348 regarding the protection of human subjects involved in research, development, and related activities supported by this award of assistance.

15.
Will comply with the Laboratory Animal Welfare Act of 1966 (P.L. 89-544, as amended, 7 U.S.C. §§2131 et seq.) pertaining to the care, handling, and treatment of warm blooded animals held for research, teaching, or other activities supported by this award of assistance.

16.
Will comply with the Lead-Based Paint Poisoning Prevention Act (42 U.S.C. §§4801 et seq.) which prohibits the use of lead-based paint in construction or rehabilitation of residence structures.

17.
Will cause to be performed the required financial and compliance audits in accordance with the Single Audit Act Amendments of 1996 and OMB Circular No. A-133, "Audits of States, Local Governments, and Non-Profit Organizations."

18.
Will comply with all applicable requirements of all other Federal laws, executive orders, regulations, and policies governing this program.

	SIGNATURE OF AUTHORIZED CERTIFYING OFFICIAL


	TITLE



	APPLICANT ORGANIZATION


	DATE SUBMITTED
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ATTACHMENT E

[attachment to the contract]


DISCLOSURE OF LOBBYING ACTIVITIES
Approved by OMB 


Complete this form to disclose lobbying activities pursuant to 31 U.S.C. 1352
0348-0046 

(See reverse for public burden disclosure.)

	1. Type of Federal Action:

a. contract

b. grant

c. cooperative agreement

d. loan

e. loan guarantee

f. loan insurance
	2. Status of Federal Action:

a. bid/offer/application

b. initial award

c. post-award
	3. Report Type:

a. initial filing

b. material change

For Material Change Only:

year ______ quarter ______

date of last report ________

	4. Name and Address of Reporting Entity:

( Prime                 ( Subawardee

Tier ______, if known:
Congressional District, if known: 4c
	5. If Reporting Entity in No. 4 is a Subawardee, Enter Name and Address of Prime:

Congressional District, if known:

	6. Federal Department/Agency:


	7. Federal Program Name/Description:

CFDA Number, if applicable: _____________

	8. Federal Action Number, if known
:
	9. Award Amount, if known:

$

	10. a. Name and Address of Lobbying Registrant

(if individual, last name, first name, MI):
	b. Individuals Performing Services (including address if

different from No. 10a)

(last name, first name, MI):



	11.  Information requested through this form is authorized by title 31 U.S.C. section 1352. This disclosure of lobbying activities is a material representation of fact upon which reliance was placed by the tier above when this transaction was made or entered into. This disclosure is required pursuant to 31 U.S.C. 1352. This information will be available for public inspection. Any person who fails to file the required disclosure shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for each such failure.
	Signature: ______________________________________
Print Name: _____________________________________

Title: ___________________________________________

Telephone No.: _______________________ Date ______:

	Federal Use Only:
	Authorized for Local Reproduction
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INSTRUCTIONS FOR COMPLETION OF SF-LLL, DISCLOSURE OF LOBBYING ACTIVITIES
This disclosure form shall be completed by the reporting entity, whether subawardee or prime Federal recipient, at the initiation or receipt of a covered Federal action, or a material change to a previous filing, pursuant to title 31 U.S.C. section 1352. The filing of a form is required for each payment or agreement to make payment to any lobbying entity for influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with a covered Federal action. Complete all items that apply for both the initial filing and material change report. Refer to the implementing guidance published by the Office of Management and Budget for additional information. 

1.
Identify the type of covered Federal action for which lobbying activity is and/or has been secured to influence the outcome of a covered Federal action. 

2.
Identify the status of the covered Federal action. 

3.
 Identify the appropriate classification of this report. If this is a follow up report caused by a material change to the information previously reported, enter the year and quarter in which the change occurred. Enter the date of the last previously submitted report by this reporting entity for this covered Federal action. 

4.
 Enter the full name, address, city, State and zip code of the reporting entity. Include Congressional District, if known. Check the appropriate classification of the reporting entity that designates if it is, or expects to be, a prime or subaward recipient. Identify the tier of the subawardee, e.g., the first subawardee of the prime is the 1st tier. Subawards include but are not limited to subcontracts, subgrants and contract awards under grants. 

5.
If the organization filing the report in item 4 checks "Subawardee," then enter the full name, address, city, State and zip code of the prime Federal recipient. Include Congressional District, if known. 

6.
Enter the name of the Federal agency making the award or loan commitment. Include at least one organizational level below agency name, if known. For example, Department of Transportation, United States Coast Guard. 

7.
Enter the Federal program name or description for the covered Federal action (item 1). If known, enter the full Catalog of Federal Domestic Assistance (CFDA) number for grants, cooperative agreements, loans, and loan commitments. 

8.

 Enter the most appropriate Federal identifying number available for the Federal action identified in item 1 (e.g., Request for Proposal (RFP) number; Invitation for Bid (IFB) number; grant announcement number; the contract, grant, or loan award number; the application/proposal control number assigned by the Federal agency). Include prefixes, e.g., "RFP-DE-90-001." 

9. For a covered Federal action where there has been an award or loan commitment by the Federal agency, enter the Federal amount of the award/loan commitment for the prime entity identified in item 4 or 5. 

10. (a) Enter the full name, address, city, State and zip code of the lobbying registrant under the Lobbying Disclosure Act of 1995 engaged by the reporting entity identified in item 4 to influence the covered Federal action. 

(b) Enter the full names of the individual(s) performing services, and include full address if different from 10 (a). Enter Last Name, First Name, and Middle Initial (MI). 

11. The certifying official shall sign and date the form, print his/her name, title, and telephone number. 

ATTACHMENT F

[attachment to the contract]

SOURCES OF INFORMATION

 ON THE PRIVACY, TRANSACTIONS AND SECURITY REQUIREMENTS 

PERTAINING TO HEALTH CARE INFORMATION OF THE FEDERAL HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA) AND THE FEDERAL HEALTH INFORMATION TECHNOLOGY FOR ECONOMIC AND CLINICAL HEALTH ACT (HITECH), ENACTED AS PART OF THE AMERICAN RECOVERY AND REINVESTMENT ACT OF 2009

The following are sources of information concerning the applicability of and implementation of the privacy, transactions and security requirements of HIPAA and HITECH.    The Department Of Public Health & Human Services requires that contractors generating, maintaining, and using health care information in relation to recipients of State administered and funded services be compliant with the requirements of HIPAA and HITECH as applicable under the federal laws and the status of the Department as a health care plan.

There can be difficulty in interpreting the applicability of the HIPAA and HITECH requirements to an entity and various circumstances.   It is advisable to retain knowledgeable experts to advise concerning determinations of applicability and appropriate compliance. 

Websites specified here may be changed without notice by those parties maintaining them.  

FEDERAL RESOURCES
The following are official federal resources in relation to HIPAA and HITECH requirements.   These are public sites. Implementation of the additional requirements under HITECH, due to the more recent date of enactment, is occurring on an ongoing basis. 

1)   U.S. Department Of Health & Human Services / Office Of Civil Rights

www.hhs.gov/ocr/hipaa
The federal Department Of Health & Human Services / Office Of Civil Rights (OCR) provides information pertaining to privacy and security requirements under HIPAA and HITECH including the adopted regulations and various official interpretative materials.   This site includes an inquiry service.   OCR is responsible for the implementation of the privacy and security aspects of HIPAA/HITECH and serves as both the official interpreter for and enforcer of the privacy requirements.

2)  U.S. Department Of Health & Human Services / Centers For Disease Control & Prevention

http://www.cdc.gov/od/science/regs/privacy/index.htm#
The federal Department Of Health & Human Services / Centers For Disease Control & Prevention (CDC) provides information pertaining to the application of privacy requirements under HIPAA to public health activities and programs.

STATE RESOURCES
The Department Website For Medicaid Provider Information provides general information for providers of services on compliance with various state and federal requirements.

www.mtmedicaid.org
Further information concerning HIPAA/HITECH compliance in the delivery of services funded through the Department’s various programs can be reviewed at the Department Website for DPHHS HIPAA Policies.

http://www.dphhs.mt.gov/hipaa/policies/index.shtml
Certain departmental programs may have more detailed guidance available in relation to particular programs of services. Inquiries may be directed at a program to determine if further information is available.

PROVIDER ASSOCIATIONS
Many national and state provider associations have developed extensive resources for their memberships concerning HIPAA/HITECH requirements.   Those are important resources in making determinations as to the applicability and implementation of HIPAA/HITECH.

CONSULTANT RESOURCES
There are innumerable consulting resources available nationally.   The Department does not make recommendations or referrals as to such resources.    It is advisable to pursue references before retaining any consulting resource.   Some consulting resources may be inappropriate for certain types of entities and circumstances.

ATTACHMENT G

[attachment to the contract]

Department of Public Health and

Human Services (DPHHS)

Health Insurance Portability

and Accountability Act
(“HIPAA”) Privacy Policy

John Chappuis, Deputy Director 



Date: February 27, 2003

Revised Date:

	Policy Title: 
	Notice of Privacy Practices

	Policy Number:
	006
	Version:
	1.0

	Approved By:
	John Chappuis

	Date Approved:
	February 27, 2003


Purpose:

This policy addresses the information that must be contained in the official Notice of Privacy Practices.

Policy:

1. 
A client has the right to adequate notice of the uses and disclosures of Protected Health Information (“PHI”) that may be made by DPHHS, and the legal duties of the Department with respect to PHI. The right to a Notice of Privacy Practices does not apply to inmates of correctional institutions.

2. 
DPHHS must provide a notice that is written in layman’s language and that contains the following details:

a. 
A header statement, “THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT CAREFULLY.”

b. 
A description, including an example, of the types of uses and disclosures that DPHHS is permitted to make for treatment, payment and operations, as well as any other purposes for which disclosure is permitted without the client’s written authorization.

c. 
A statement that other uses and disclosures will be made only with the client’s written authorization and that the client may revoke such authorization.

d. 
If DPHHS intends to engage in any of the following activities, the description must include a separate statement, as applicable, that:

i. 
DPHHS may contact the client to provide appointment reminders or information about treatment alternatives or other health-related benefits and services that may be of interest to the client; and 

ii. 
DPHHS may contact the client to conduct fund raising activities for the covered entity. 
e.
A statement of the client’s rights and a brief description of how the client may exercise these rights as follows:

i.
The right to request restrictions on certain uses and disclosures, including a statement that the covered entity is not required to agree to a requested restriction; 
ii. 
The right to receive confidential communications by alternative means and at alternative locations; 
iii. 
The right to inspect and copy PHI; 
iv. 
The right to amend PHI; 
v. 
The right to receive an accounting of disclosures of PHI; and 
vi. 
The right to obtain a paper copy of this notice. 
f.
A statement of DPHHS duties:

i. 
A statement that DPHHS is required by law to maintain the privacy of PHI and to provide clients with notice of its legal duties and privacy practices; 
ii. 
A statement that DPHHS is required to abide by the terms of the notice currently in effect; and 
iii. A statement that DPHHS reserves the right to change the terms of its notice and how it will provide clients with a revised notice. 
g. 
A statement that the client may complain to DPHHS and to HHS if they believe their privacy rights have been violated, a brief description of how a complaint may be filed, and a statement that the client will not be retaliated against for filing a complaint. 
h. 
A contact person for receiving complaints. 
i. 
An effective date of the notice. 
3. 
DPHHS must notify all clients at least once every three years that the Notice of Privacy Practices is available and how the client can receive a copy of it. 
4. 
Whenever possible, DPHHS employees should attempt to get the client to sign an acknowledgement of receipt of the Notice of Privacy Practices. If the client refuses to sign, documentation to that effect should be kept in the client file. The Notice can be mailed to clients with the expectation that it has been received if it is not returned. 

APPENDIX C:  SSA SECURITY AWARENESS
Social Security Administration (SSA) Security Awareness:  Contractor Personnel Security Certification

Purpose:  This form is to be signed by contractor personnel to certify that they have received and understand SSA’s Security Awareness Training requirements detailed below:

I have read and understand the following SSA Security Awareness:  Contractor Personnel Security Certification and, in accordance with this document, agree that:

1. I will not construct or maintain, for a period longer than required by the contract, any record or file containing SSA data.

2. I will safeguard SSA information (file, record, report, etc.) when taken offsite.

3. I will not inspect SSA information without proper authorization.

4. I will keep confidential an third-party proprietary information that may be entrusted to me a part of the contract.

5. I will not release or disclose and SSA information to any unauthorized person.  SSA information includes Federal Tax Information, whose unauthorized disclosure is subject to penalties under Sections 6103, 7213, 7213A and 7431 of the Internal Revenue Service (IRS) Code.  All SSA information is also protected by Section 1106 of the Social Security Act.

6. I a clause addressing the protection of confidential information is included in any contract under which I am working, I will adhere to the policies and act in accordance with the procedures contained in that clause.

7. If a clause addressing the protection of personally identifiable information (PII) is included in any contract under which I am working, I will adhere to policies and act in accordance with the procedures contained in that clause.

8. I understand that disclosure of any information to parties not authorized by SSA may lead to civil and/or criminal prosecution under Federal law (i.e. The Privacy Act of 1974, 5 U.S.C 552a, 20 C.F.R. Part 401, and 5 U.S.C Section 552(i)).

______________________________

_______________

Contractor Employee



Date

APPENDIX D:  CONFIDENTIALITY DISCLOSURE
Contractor Form for 
Confidentiality and Disclosure of Information
(Technology Services)

Information received, processed, and maintained by the State of Montana (“State”) comes from a variety of sources.  The State has a responsibility to the public to maintain a high degree of confidence that the information furnished to the State is protected against unauthorized use, inspection, or disclosure.  Contractor, as an entity to which the State may disclose returns or return information has a responsibility to abide by the confidentiality and disclosure laws to assure that confidential taxpayer information is kept secure.
The State administers several tax laws that stipulate taxpayer confidentiality requirements and disclosure limitations.  These laws, in general, provide that disclosing taxpayer information is unlawful.  In addition, users are required to take appropriate measures to prevent inadvertent disclosure or unauthorized use of taxpayer information.
Contractor is to access only the data required to accomplish the specific purposes for which Contractor is provided access and only to the extent authorized.  Unless required to accomplish Contractor’s specific purpose, Contractor cannot access its own return or another’s tax return or personally identifiable tax information.  Contractor must not share or discuss the information it accesses, or is provided with, to others except for work-related reasons and, then, only with its employees or the State’s employees who are authorized to access this information.  Contractor shall not tell anyone whether a person or entity has or has not filed a tax return.  All questions regarding disclosure of taxpayer information should be directed to the State’s disclosure officer.
There are various penalties for making an unauthorized disclosure of confidential tax information under Montana law.  A person convicted of making an unauthorized disclosure is subject to a fine up to $500 and if the offender is an employee of the state, the offender must be dismissed from employment and may not hold a public office or public employment in the state for a period of one year from the date of dismissal.
Federal law requires, and the State has entered into agreements with federal agencies, that require the State to give certain notices to each contractor or other persons to whom returns or return information is or may be disclosed as authorized by the State in connection with the processing, storage, transmission and reproduction of tax returns and return information, the programming, maintenance, repair, testing, and procurement of equipment, and providing of other services for purpose of tax administration.  Federal law also requires these persons to give further written notice to their officers and employees.  

PERFORMANCE

In performance of this contract, the Contractor agrees to comply with and assume responsibly for compliance by his or her employees with the following requirements:

1. All work will be done under the supervision of the contractor or the contractor's employees.

2. Any return or return information made available in any format shall be used only for the purpose of carrying out the provisions of this Contract.  Information contained in such material will be treated as confidential and will not be divulged or made known in any manner to any person except as may be necessary in the performance of this Contract.  Disclosure to anyone other than an officer or employee of the contractor will be prohibited.

3. All returns and return information will be accounted for upon receipt and properly stored before, during, and after processing.  All returns and return information disclosed to each officer or employee can be used only for a purpose and to the extent authorized by the State in connection with the processing, storage, transmission and reproduction of tax returns and return information, the programming, maintenance, repair, testing, and procurement of equipment, and providing of other services for purposes of tax administration.  In addition, all related output will be given the same level of protection as required for the source material.

4. The contractor certifies that the data processed or used during the performance of this Contract will be completely purged from all data storage components of its' computer facility, and no output will be retained by the contractor at the time the work is completed.  If immediate purging of all data storage components is not possible, the contractor certifies that any IRS data remaining in any storage component will be safeguarded to prevent unauthorized disclosures.

5. Any spoilage or any intermediate hard copy printout that may result during the processing of IRS data will be given to the agency or its' designee.  When this is not possible, the contractor will be responsible for the destruction of the spoilage or any intermediate hard copy printouts, and will provide the agency or its' designee with a statement containing the date of destruction, description of material destroyed, and the method used.

6. All computer systems processing, storing, or transmitting Federal tax information must meet the requirements defined in IRS Publication 1075.  To meet functional and assurance requirements, the security features of the environment must provide for the managerial, operational, and technical controls.  All security features must be available and activated to protect against unauthorized use of and access to Federal tax information.

7. No work involving Federal tax information furnished under this Contract will be subcontracted without prior written approval of the IRS.

8. The contractor will maintain a list of employees authorized access.  Such list will be provided to the State and, upon request, to the IRS reviewing office.

9. The State will have the right to void the Contract if the contractor fails to provide the safeguards described above.

CRIMINAL/CIVIL SANCTIONS

1. Each officer or employee of any person to whom returns or return information is or may be disclosed will be notified in writing by such person that returns ore return information disclosed to such officer or employee can be used only for a purpose and to the extent authorized herein, and that further disclosure of any such returns or return information for a purpose or to an extent unauthorized herein constitutes a felony punishable upon conviction by a fine of as much as $5,000 or imprisonment for as long as 5 years, or both, together with the costs of prosecution.  Such person shall also notify each such officer and employee that any such unauthorized further disclosure of returns or return information may also result in an award of civil damages against the officer or employee in an amount not less than $1,000 with respect to each instance of unauthorized disclosure.  These penalties are prescribed by IRC sections 7213 and 7431 and set forth at 26 CFR 301.6103(n)-1.
2. Each officer or employee of any person to whom returns or return information is or may be disclosed shall be notified in writing by such person that any return or return information made available in any format shall be used only for the purpose of carrying out the provisions of this Contract.  Information contained in such material shall be treated as confidential and shall not be divulged or made known in any manner to any person except as may be necessary in the performance of the Contract.  Inspection by or disclosure to anyone without an official need to know constitutes a criminal misdemeanor punishable upon conviction by a fine of as much as $1,000 or imprisonment for as long as 1 year, or both, together with the costs of prosecution.  Such person shall also notify each such officer and employee that any such unauthorized inspection or disclosure of returns or return information may also result in an award of civil damages against the officer or employee in an amount equal to the sum of the greater of $1,000 for each act of unauthorized inspection or disclosure with respect to which such defendant is found liable or the sum of the actual damages sustained by the plaintiff as a result of such unauthorized inspection or disclosure plus in the case of a willful inspection or disclosure which is the result of gross negligence, punitive damages, plus the costs of the action.  These penalties are prescribed in IRC section 7213A and 7431.
3. Additionally, it is incumbent upon the Contractor to inform its officers and employees of the penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a.  Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to contractors by 5 U.S.C. 552a(m)(1), provides that any officer or employee of a contractor, who by virtue of his/her employment or official position, has possession of or access to agency records which contain individual identifiable information, the disclosure of which is prohibited by the Privacy Act or regulations established thereunder, and who knowing that disclosure of the specific material is prohibited, willfully discloses the material in any manner to any person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000.

4. Granting a contractor access to tax information must be preceded by certifying that each individual understands the agency’s security policy and procedures for safeguarding IRS information.  Contractors must maintain their authorization to access tax information through annual recertification.  The initial certification and recertification must be documented and placed in the agency’s files for review.  As part of the certification and at least annually afterwards, contractors should be advised of the provisions of IRC Sections 7431, 7213, and 7213A.  The training provided before the initial certification and annually thereafter must also cover the incident response policy and procedure for reporting unauthorized disclosures and data breaches.  For both the initial certification and the annual certification, the contractor should sign, either with ink or electronic signature, a confidentiality statement certifying their understanding of the security requirements.
INSPECTION

The IRS and the State shall have the right to send its officers and employees into the offices and plants of the contractor for inspection of the facilities and operations provided for the performance of any work under this Contract.  On the basis of such inspection, specific measures may be required in cases where the contractor is found to be noncompliant with the contract safeguards.

As a condition for obtaining access to tax returns, tax return information, and confidential and proprietary information, I represent that I have read and understand the foregoing confidentiality statement and Contract and agree to abide by the laws related to their protection and disclosure. 

________________________________

_____________________________

Contractor Printed Name



Date

_________________________________

_____________________________

Contractor Signature



Phone
_________________________________
_____________________________

Company





Position
APPENDIX E:  NDA
NON-DISCLOSURE AGREEMENT

This Agreement is between the State of Montana (“State”) and _______________  ("Contractor"), having its principal place of business at ____________________________________________.

1.
Purpose.
The purpose of this Agreement is to set forth the terms and conditions governing the disclosure of confidential information by Contractor to the State or by the State to the Contractor.    ______________________________________________________________________________

2. Definition.  "Confidential Information" provided by Contractor to the State means information (1) relating to individual privacy, individual or public safety, or trade secrets as defined in section 30-14-402, MCA and (2) marked “Confidential Information” or with words of like import.  If a member of the public requests to review the Contractor’s “Confidential Information,” the State shall review the request and independently determine if the Contractor’s information meets the requirements of Montana law.  If the State determines that the information is exempt from disclosure, but the person seeking the information disagrees and seeks judicial review, then Contractor shall defend the suit at its cost.  If a Court determines that the information must be disclosed, then Contractor shall pay any costs and attorney fees assessed by the Court.  If the State determines that the information is not exempt from disclosure, then the State shall provide Contractor written notice of its decision. Contractor shall have 10 business days from the State’s written notice to seek appropriate judicial review before the State discloses the information.  “Confidential Information” provided by the State to Contractor means information marked “Confidential Information” or with words of like import.
3. Exclusions.   Confidential Information shall not include information that: (a) is or becomes available to the public without breach of this Agreement; (b) is lawfully obtained from a source that is not under an obligation of confidentiality to the party to which the Confidential Information relates; (c) is in the possession of the receiving party at the time of disclosure; or (e) is independently developed by or on behalf of the receiving party by individuals who have not received Confidential Information.

4.
Disclosure.  Contractor and State shall not disclose Confidential Information to any person or entity and shall use their best efforts to prevent inadvertent disclosure of Confidential Information to others.  Each party agrees to treat the Confidential Information with the same degree of care that it treats similar materials of its own which it does not wish disclosed to third parties.

5.
Use.  Contractor and State shall not use the other party's Confidential Information for its own use or for any purpose except for the purpose described in Section 1.  Each party shall not disclose the Confidential Information to any third parties or to any of its employees except employees or representatives of the parties who are required to have the Confidential Information for the purpose of this Agreement.

6.
Property Rights, Return of Materials.  All materials, including Confidential Information disclosed by Contractor and State under this Agreement, shall remain the property of the disclosing party.  Each party shall, upon the completion of the purpose of this Agreement or request by the other party, return all materials received or obtained under this Agreement, including Confidential Information, and all copies and all documents containing any portion of any Confidential Information.

7.
Remedies.  Contractor and State each acknowledge that compliance with the provisions of this Agreement is necessary to protect their proprietary interests.  Each party  further acknowledges that any unauthorized use or disclosure to any person or entity in breach of this Agreement will result in irreparable and continuing damage, and that each party shall be authorized and entitled to obtain immediate injunctive relief and any other rights or remedies to which it may be entitled.  

8.
Right to Disclose.  Each party represents and warrants that it has the right to disclose any information provided to the other party in furtherance of the purpose described in Section 1, without violating any agreement with or right of any other person or entity.  Confidential Information disclosed by a party hereunder may include Confidential Information of a third party, provided that the third party has authorized such disclosure, and in such event this Agreement shall apply equally to such Confidential Information and shall inure to the benefit of such third party.

9.
Miscellaneous.  A party’s failure to enforce any provision of this Agreement shall not constitute a waiver  to enforce that provision in the future  This Agreement contains the entire agreement of the parties and supersedes any and all prior understandings, oral or written, with respect to the subject matter hereof.  This Agreement is binding upon and for the benefit of the parties, their successors and assigns, provided that the right to Confidential Information may not be assigned without the written consent of the respective party.  This contract is governed by the laws of Montana. The parties agree that any litigation concerning this Agreement must be brought in the First Judicial District in and for the County of Lewis and Clark, State of Montana, each party to pay its own costs and attorney fees. (See section 18-1-401, MCA.)

Contractor:
State

_____________________________

______________________________

Signature




Signature

_____________________________

______________________________

Printed Name & Title



Printed Name & Title

_____________________________

______________________________

Date





Date

Public reporting burden for this collection of information is estimated to average 15 minutes per response, including time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding the burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to the Office of Management and Budget, Paperwork Reduction Project (0348-0040), Washington, DC 20503.





PLEASE DO NOT RETURN YOUR COMPLETED FORM TO THE OFFICE OF MANAGEMENT AND BUDGET.


SEND IT TO THE ADDRESS PROVIDED BY THE SPONSORING AGENCY.





According to the Paperwork Reduction Act, as amended, no persons are required to respond to a collection of information unless it displays a valid OMB Control Number. The valid OMB control number for this information collection is OMB No. 0348-0046. Public reporting burden for this collection of information is estimated to average 10 minutes per response, including time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding the burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to the Office of Management and Budget, Paperwork Reduction Project (0348-0046), Washington, DC 20503.
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