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	Question Number
	Page Number
	Section Number
	Questions & Answers for RFP15-3106T

	1. 
	7
	1.6.4
	Q.
Will you accept copies on 8 CDs instead of 8 USB flash drives?
A.
No, some of the State’s scoring committee members utilize tablets or laptops that do not have CD drives.

	2. 
	18
	3.4.2
	Q.
How many nodes / subnet’s will be in scope for the external assessment and penetration test?

A.
See Questions #257 and #301.

	3. 
	18
	3.4.3
	Q.
How many physical locations are expected to be covered in the physical security review?  There was mention of 6 main facilities – would these be the ones to review?  Are these locations near each other; if not how far apart are they (in order to plan site reviews).

A.
The physical review will be conducted at the Technology Services Division Helena Offices.  These are in one building on the Capital complex and 3 buildings that comprise the Airport Road office.

	4. 
	18
	3.4.4
	Q.
Can you provide a brief description of the technologies utilized to present the web applications listed in scope? For example .NET, Java, MySQL, MSSQL, Oracle, etc. In addition are all of the applications web based (HTML) applications?

A.
See Question #228.

	5. 
	19
	3.4.5
	Q.
How many devices will be included in the Configuration Review and what types of devices? For example: Windows Server 2008, Routers, Switches, Firewalls, etc…

A.
See Questions #257 and #301.

	6. 
	19
	3.5
	Q.

Can you expand on the requirements and scope for the Self-Assessment tool?

A.
The self-assessment tool should be a tool that the Department can use to conduct internal self-assessments.  As such, it should include tools (checklists, questionnaires, automated tools, etc.), techniques and processes that the Department should follow to assess the security posture of the organization as well as individual applications.  This self-assessment should be based on the NIST standards.

	7. 
	18
	3.4.2
	Q.
What is the size of the IP address block we will be scanning?

A.
See Questions #257 and #301.

	8. 
	18
	3.4.2
	Q.
Approximately how many live hosts can we expect to find?

A.
See Question #257

	9. 
	18
	3.4.2
	Q.
How many of those hosts are web servers?

A.
See Question #257

	10. 
	18
	3.4.3
	Q.
How many locations are in scope for physical security assessment?

A.
See Question #3.

	11. 
	18
	3.4.4
	Q.
AWACS – Agency Wide Accounting and Client System

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	12. 
	18
	3.4.4
	Q.
AWACS-AIS – Interfaces

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	13. 
	18
	3.4.4
	Q.
AWACS-DDP – Developmental Disability Program

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	14. 
	18
	3.4.4
	Q.
AWACS-DDS – Disability Determination System

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	15. 
	18
	3.4.4
	Q.
AWACS-Fiscal – Fiscal front end

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	16. 
	18
	3.4.4
	Q.
BSRX – Big Sky Rx

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	17. 
	18
	3.4.4
	Q.
CANS – Children’s Assessment and Needs Survey

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	18. 
	18
	3.4.4
	Q.
CDS – Central Database System

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	19. 
	18
	3.4.4
	Q.
CHIMES-EA – Combined Health Information and Montana Eligibility System

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	20. 
	18
	3.4.4
	Q.
CHRIS – Children’s Health Referral Information System

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	21. 
	18
	3.4.4
	Q.
DMS – Document Management System

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	22. 
	18
	3.4.4
	Q.
EMS/HIRMS – Emergency Medical System

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	23. 
	18
	3.4.4
	Q.
MHSP – Eleanor – Mental Health Services Plan Reporting

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	24. 
	18
	3.4.4
	Q.
MICRS – Management Information and Cost Recovery System

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	25. 
	18
	3.4.4
	Q.
MIDIS – Montana Infectious Disease Information System

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	26. 
	18
	3.4.4
	Q.
SDNH – State Directory of New Hires

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	27. 
	18
	3.4.4
	Q.
SAMS – Substance Abuse Management System

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	28. 
	18
	3.4.4
	Q.
SFSL – Shared Fiscal Services Layer

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	29. 
	19
	3.4.4
	Q.
PHC Hub/WIR/IMMTRAX – Montana Immunization Tracking System

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	30. 
	19
	3.4.4
	Q.
PSAWeb – Adult Protective Services

a) How many roles are there for this application?

b) How many dynamic and static pages are there?

c) What language/s is the application written in?

d) How many lines of code is the application?

e) Who wrote / maintains the application?

f) Please describe in a few sentences what the web application does, the data in it, and who the users are?

g) Can the application be tested in a non-production environment?

h) Can the application be tested remotely over the internet or via VPN?

i) Are there time constraints limited when testing can be performed?

j) Does the application implement web services? If so: Describe in a few sentences what those services are used for (what is the client to be used, who are the users, etc.)

k) How many web service methods are available?

l) What level of documentation can be provided on the web services?

m) What format is the client-server communications? (e.g. Web Services, Java remoting, custom binary protocol, etc.)

n) How many physical locations are in scope of the study for physical security assessment?

A.
See Question #228.

	31. 
	19
	3.4.5
	Q.
How many devices are there to review?

A.
See Question #228.

	32. 
	19
	3.4.5
	Q.
What types of devices? i.e. routers, servers, etc.

A.
See Question #230.

	33. 
	15
	3.1.3
	Q.
The Department discusses the Information Risk Management Strategy from NIST SP 800-39.  As part of the development of the strategy, are there specific areas in framing the risk and tailoring of appropriate controls that the contractor should be aware of to determine the appropriate gap analysis as requested in Section 3.4.1?  For example, confidentiality of citizen information may warrant stronger attention and less risk tolerance than availability of the information.  This strategy should be reflected in the compliance gap analysis based on NIST SP 800-53 Rev. 4.

A.
The gap report should indicate any gaps between the Department’s security posture and the NIST SP 800-53 Rev. 4 requirements for a moderate system.  The Department will consider the tailoring of controls when we utilize the road map to implementation.

	34. 
	18
	3.4.2
	Q.
In Section 3.4.2, how far do you want the Contractor to go regarding penetration testing?  Do you want the Contractor to exploit identified vulnerabilities in an attempt to identify secondary exploits or additional vulnerabilities?
A.
See Question #88 and #89.

	35. 
	18
	3.4.2
	Q.
In Section 3.4.2, can you share the number of external-facing applications that would be in scope for the penetration testing?
A.
See Question #257

	36. 
	18
	3.4.3
	Q.
Which of the following sites and facilities require assessment for physical security:

1.
State of Montana Helena Data Center

2.
Miles City Data Center

3.
Other Department or State Information Technology Services Division (SITSD) data storage locations

4.
Any Department remote locations outside the Helena area
A.
See Question #3.

	37. 
	18
	3.4.4
	Q.
Will the contractor be able to use automated assessment tools on the Department’s network to assess the applications or will all assessment require off-line analysis?
A.
Yes, we will allow automated assessment tools to run on the Department’s network.

	38. 
	18
	3.4.4
	Q.
For the assessment “…should look at the functionality and resilience…” of the listed applications“…to real-live threats.”  Are there any standards that the Department has in mind to these attributes, or should the Contractor provide a severity level or some other determination of risk associated with these attributes?
A.
The Contractor should provide a severity level or some other determination of risk associated with these attributes.

	39. 
	19
	3.4.5
	Q.
Is the Department looking for a technical review of application and server configurations related to information security, or are they looking for as assessment of configuration management and change control policies, practices and performance, or both?
A.
We are looking for both.  Some of the assessment of configuration management and change control can be conducted as part of the NIST compliance assessment.

	40. 
	19
	3.5
	Q.
One of the deliverables is described as follows:

Complete information security Self-Assessment tool which the Department may use in the future as part of any ongoing security assessment process.”

Is the Department’s intent to have a fully automated self-assessment tool that performs security assessments, or a combination of methodologies, processes and automation tools that can be implemented together to perform self-assessments within the Department?
A.
A combination of methodologies, processes and automation tools that can be implemented together to perform self-assessments.  These should be presented in as “ready to use” format as possible.

	41. 
	
	
	Q.
Is there any restriction for where the project team is located?  Can part of the project team be located in other countries?

A.
There are no restrictions as to where the project team is located, however, business requiring contact/assistance with State of Montana staff is expected to take place during regular working hours Monday-Friday 8:00 am to 5:00 pm Mountain time except for agreed upon activities that will be done after hours to minimize interruptions.

	42. 
	
	
	Q.
Is there any requirement for the use of a Disadvantage Business Enterprise as part of the project team?

A.
No.

	43. 
	
	
	Q.
We assume there are no other IT processing third-parties that will be part of this DPHHS project other than those listed in this RFP.  Can you confirm?  If there are others, please list them and their functions.

A.
Confirmed.

	44. 
	
	
	Q.
We assume that DPHHS will acquire participation from none DPHHS IT units for data gathering during this project.  Can you confirm?

A.
Yes, DPHHS will acquire participation from non-DPHHS IT units.

	45. 
	
	
	Q.
Do you require a black or white-box approach?

A.
See Question #300.

	46. 
	
	
	Q.
We assume this is an external test, can you confirm? - If internal, roughly how many IP Address, or ranges of IP addresses?

A.
See Questions #257 and #301.

	47. 
	
	
	Q.
We assume social engineering will not be part of this engagement, can you confirm?

A.
Social engineering will not be part of this engagement.

	48. 
	
	
	Q.
We assume you are not looking for an engineering-type review of your physical security environment around the hosting and processing of your IT assets.  We assume you are looking for an assessment of the general physical controls to protect IT infrastructure.  Can you expand on your objective for the Physical Security Assessment?

A.
We are looking for an assessment of the general human controls to protect IT infrastructure.

	49. 
	
	
	Q.
Please provide the number of pages/screens in each application with the number of user roles.

A.
See Question #228.

	50. 
	
	
	Q.
Please mention the list of web applications and thick client applications.

A.
See Question #228.

	51. 
	
	
	Q.
Please mention the platform on which the applications are developed?

A.
See Question #228.

	52. 
	
	
	Q.
Will DPHHS provide a testing or qa environment (URL) for assessment?

A.
See Question #228.

	53. 
	
	
	Q.
Are these applications hosted on cloud?

A.
No.

	54. 
	
	
	Q.
Please mention the protocol used by the thick client applications

A.
See Question #228.

	55. 
	
	
	Q.
Are there any web services used by the applications? If yes, please mention the no. of web services and the type of web services utilized.

A.
See Question #228.

	56. 
	
	
	Q.
Please mention the approx. no. of lines of code for each application (both thick clients and web applications)

A.
See Question #228.

	57. 
	
	
	Q.
Please indicate the platform in which the web application & thick client application has been developed(eg., .NET, Java, J2EE)

A.
See Question #228.

	58. 
	
	
	Q.
Are there any commercial frameworks used in the web and thick client applications?

A.
Yes.

	59. 
	
	
	Q.
OWASP Standard will be followed for the security testing. Does client want to adhere to any other guidelines (eg. PCI). Please confirm

A.
HIPAA, NIST 800-53, FISMA, and MITA.  Some choice of appropriate STIG.  We do not have PCI.

	60. 
	17
	3.3
	Q.
The RFP mentions that several services are hosted by external third parties (Xerox, Northrop Grumman).  Will the Department give the selected vendor access to the external vendor’s systems to evaluate compliance with the existing standards and to include them in this analysis?

A.
None of the externally hosted systems are within scope of this analysis.

	61. 
	17
	3.4
	Q.
Effective information security implementation is grounded against realistic threats.  Have any of the previous efforts by the Department (e.g., the enterprise risk assessment, or part of the Department’s implementation of the NIST RMF) resulted in a threat analysis documenting the threat agents and vectors that those agents might use to exploit the system?

A.
Providing this information could put the State at risk.  This information will only be provided to the successful Offeror.

	62. 
	17
	3.4.1
	Q.
The RFP mentions NIST 800-53.  Has the Department already tailored the controls in this document for the appropriate Levels of Concern for Availability, Integrity, and Confidentiality?  Or will tailoring the controls and building a requirements baseline be part of the gap analysis effort?

A.
The gap report should indicate any gaps between the Department’s security posture and the NIST SP 800-53 Rev. 4 requirements for a moderate system.  The Department will consider the tailoring of controls when we utilize the road map to implementation.

	63. 
	15
	3.2
	Q.
Are there additional requirements for HIPAA compliance, or does the Department consider the tailored implementation of the NIST 800-53 controls sufficient to defend compliance with HIPAA?

A.
The Department considers tailored implementation of NIST 800-53 controls sufficient to defend compliance with HIPAA.

	64. 
	51
	22.1
	Q.
Are we required to the registered with the Montana Secretary of State Office prior to submitting a proposal? Or prior to contract award?

A.
After notice of intent to award the contract, but before contract execution.

	65. 
	3
	
	Q.
Which if any of the appendices need to be completed and signed as part of the proposal submittal? E.g. Appendix E, NDA.

A.
None of the appendices need to be signed until the contract is awarded. 

	66. 
	13
	3.1
	Q.
The RFP mentions 100 separate locations and six major facilities.  Please identify the specific locations considered to be in-scope for the physical security assessment.

A.
See Question #3.

	67. 
	17
	3.3
	Q.
For external penetration testing, will systems and/or IP ranges managed by any of the following entities be considered in-scope for this engagement: SITSD, Xerox, Northrop Grumman?  If so, does DPHHS have agreements and protocols in place to allow for penetration testing of these environments?
A.
Only internally hosted applications are in scope.  External entities, such as the list above, are out of scope. State Information Technology Services Division (SITSD) is an exception as some of the devices that support these applications are managed by SITSD.

	68. 
	17
	3.4
	Q.
Did the Cerium Enterprise Risk assessment include a vulnerability scan and assessment of the 20 in-scope applications and related infrastructure?

A.
No.

	69. 
	18
	3.4.4
	Q.
Has DPHHS developed System Security Plans (SSP’s as described in NIST 800-18) for any or all of the 20 in-scope applications identified in Section 3.4.4?  

A.
Providing this information could put the State at risk.  This information will only be provided to the successful Offeror.

	70. 
	18
	3.4.4
	Q.
How would you rate the current state of system documentation (technical diagrams, system and boundary descriptions, process and data flow descriptions, security controls, etc.) for the 20 in-scope applications in terms of completeness and accuracy?

A.
The purpose of this RFP is to contract with a vendor who will analyze these items as necessary to assess our security posture and rate the current state.

	71. 
	18
	3.4.2
	Q.
Can you provide an estimate of the number of “live” external IP addresses in use by DPHHS (and any in-scope affiliates)?  (Knowing this number helps us to scope the level of effort for the penetration testing.)

A.
See Question #301.

	72. 
	5

19
	1.2

3.6
	Q.
As the Department anticipates the project will be completed within three to six months with the majority of the work being performed at the contractor’s premises, can the Department give an idea of how many onsite assessments it may wish to have done, for example, how many at the six major facilities, at the two data centers, and at the 100 locations across the State?

A.
See Question #3.

	73. 
	10-11

12
	2.7

3.1.1
	Q.
With reference to the Montana Operations Manual Policy, has there been any history of physical threats directed against employees or against the IT infrastructure at any of the Department’s 100 locations across the state or at any of the Department’s six major facilities?

A.
Providing this information could put the State at risk.  This information will only be provided to the successful Offeror. Also see answer to question #3.

	74. 
	10-11

15
	2.7

3.1.3
	Q.

The Montana Operations Manual Policy in Section 2.7 defines “sensitive data” but not “critical” information and Section 3.1.3 refers to “sensitive and critical” information.  Please define “critical” information or data?  

A.
As used in section 3.1.3, critical information is any information vital to the proper functioning of the application and the Department’s ability to perform its duties.

	75. 
	12-13
	3.1.2
	Q.
 How does the Department define a facility?  Do they define a facility as a building(s) or as a building(s) plus the land parcel on which the building(s) is located?

A.
Facilities were referenced in the RFP only in the background section to explain the scope of DPHHS throughout the State.  No facilities will be assessed through this RFP.

	76. 
	12-13
	3.1.2
	Q.
Do any of the Department’s 100 separate locations across the state or any of the Department’s six major facilities share building space with other Departments or with any non-State entities?

A.
See Question #3. The Department’s “100 separate locations across the state…” was used only to describe the scope of the Department as background information.

	77. 
	12-13
	3.1.2
	Q.
Similarly, are the 100 separate locations across the state of uniform design and size? What is the average size of the 100 locations?  What is the average employee population of each of the 100 locations?  Are the locations open to the general public, for example, as customer service centers?

A.
See Question #3 and Question #76.

	78. 
	12-13
	3.1.2
	Q.
Are the six major facilities of uniform design and size?  What is the average size of the six major facilities?  What is the average employee population of each of the six major facilities?  Are the facilities open to the general public, for example, as customer service centers?

A.
See Question #3.

	79. 
	17
	3.3
	Q.
Will the State of Montana Helena Data Center and the Miles City Data Center be within the physical security assessment scope of the contract – as there are some Department-owned servers and data storage equipment at the Helena Data Center and the Miles City Data Center plus backup and disaster recovery activities at the Miles City Data Center?

A.
See Question #3.

	80. 
	17
	3.4.1
	Q.
How many geographic locations will need to be visited?  How many Central data centers? Regional data centers?

A.
See Question #3.

	81. 
	17
	3.4.1
	Q.
How many Systems, Apps, Databases, routers, firewalls located at the Central/Core data centers?  Regional data centers?

A.
No part of the assessment will be conducted at the data centers.

	82. 
	17
	3.4.1
	Q.
What type of COTS products/technologies are deployed for the above technologies – i.e. Cisco, Windows, Checkpoint, etc.?

A.
The assessment does not include the data center so knowledge of the products/technologies deployed in the data center is not necessary for the proposal.

	83. 
	17
	3.4.1
	Q.
What type of WAN connectivity is used for locations connectivity to the core and vice versa? i.e. MPLS, VPN, etc.
A.
MPLS.

	84. 
	17
	3.4.1
	Q.
How many endpoints are located at the Central/Core location?  How many at the Regional data centers? Offices? etc.

A.
The Department has 2 main datacenters which are in scope.  See Question #234.

	85. 
	18
	3.4.2
	Q.
Should the penetration test include infrastructure devices as well as applications, or just applications?

A.
Yes.

	86. 
	18
	3.4.2
	Q.
If multiple vulnerabilities are detected on a system, do you require all vulnerabilities be tested or only those that the analyst believes may offer the greatest opportunity for deeper network penetration?

A.
Only those the analyst believes may offer the greatest opportunity for deeper network penetration.

	87. 
	18
	3.4.2
	Q.
Will there be monitoring/prevention infrastructure live and active during the test?  If so specify if firewall, NIDS, NIPS, HIDS, HIPS, etc.

A.
Yes.  Firewall, NIDS, and HIDS/HIPS.

	88. 
	18
	3.4.2
	Q.
For each type of testing what is/are the objective(s) of the penetration test?

a.
Map out vulnerabilities?

b.
Demonstrate that vulnerabilities exist?

c.
Test the incident response?

d.
Actual exploitation of vulnerability in a network, system or application.  By “exploitation” we mean privileged access, exploit buffer overflows, SQL injection attacks, etc.  Please note that this level of testing could impact system availability.

How many vulnerable systems do you require to be compromised?  Common requirements are one instance of each vulnerability type found.

A.
We would like to have a comprehensive set of vulnerabilities, and the ability to prioritize across all the systems we support (limited to the 20 in scope) to provide solutions.  This means that for each vulnerability we need to understand what the vulnerability is, so that we may internally test other similarly architected systems for that vulnerability.  We are not concerned with system availability as this will be performed in a test environment, we do have many laws governing what data may be used for and a security assessment is not covered.  Great care must be exercised to not expose protected data during an exploit.  Incident response is out of scope.  We do not require more than one system be compromised.

	89. 
	18
	3.4.2
	Q.
What type of evidence is required to prove the vulnerability was exploited?  For example, snapshots of application screens or copies of files.

A.
We do not have a predetermined set of rules for evidence of exploitations.  While we do want to minimize false positives, we understand that the large array of vectors does not allow for a one-size fits all solution.  It would be most helpful to us to understand what the vulnerability and exploit are so that we can mediate the issue.  It would also be helpful if we could reproduce the exploit or test for the vulnerability so we can validate our solutions.  Finally, we state that no data should be exploited because that would break many laws.  As an example, to test for a vulnerability it may be necessary to perform a SQL injection attack.  It would be fine to test for “SELECT 1 FROM DUAL,” it may not test for “SELECT * FROM YOUR_BANK_ACCOUNTS”.

	90. 
	18
	3.4.2
	Q.
What protocol should be followed for notification on vulnerabilities identified?

a.
Wait until the end of the testing to report all vulnerabilities.
b.
Report vulnerabilities as they are found.
c.
A daily report on the status of the testing.

Report on only critical findings immediately?

A.
We request to be informed immediately for what is deemed a critical vulnerability.  Otherwise, it is sufficient to have a daily status report.

	91. 
	18
	3.4.2
	Q.
How many different types of remote access methods have been deployed?  

A.
One.

	92. 
	18
	3.4.2
	Q.
Please describe the types of remote access methods deployed (applications, infrastructure components, etc.)

A.
Applications that support remote access are web-based.  Complicating this, some are Oracle Forms applications that while technically web-based are a hybrid solution that does not conform to conventional web-based security tools

	93. 
	18
	3.4.2
	Q.
How many IPs/infrastructure components are in scope?

A.
See Question #257.

	94. 
	18
	3.4.2
	Q.
Will network / system diagrams be provided?

A.
Yes

	95. 
	18
	3.4.2
	Q.
Is the penetration test white, grey, or black box (white: all target data supplied to vendor, grey: some target data supplied to vendor, black: no target data supplied to vendor and vendor must footprint network and acquire scope and targeting data which is then validated by customer)?

A.
See Question #300.

	96. 
	18
	3.4.2
	Q.
Please provide high level details on the systems in scope

A.
See Question #228.

	97. 
	18
	3.4.2
	Q.
At what time of day, and day(s) of week, are the tests to be performed on the production system(s)?   Note: Unless otherwise agreed upon, all testing will be performed Monday through Friday during business hours.

A.
There are no time constraints.  See Question #222.

	98. 
	18
	3.4.2
	Q.
Are VPNs in-scope?

A.
No.

	99. 
	18
	3.4.2
	Q.
What are the brands of the technology in use?  What versions?

A.
This will be provided to the successful vendor.  See Question #228.

	100. 
	18
	3.4.2
	Q.
Is VPN used for remote user access, partner access, site-to-site connectivity or all of the above?

A.
No.

	101. 
	18
	3.4.2
	Q.
Is two-factor authentication in place, and if so is it also in scope of this assessment?

A.
It is not in place.

	102. 
	18
	3.4.2
	Q.
How many types of VPN platforms are there (e.g. 2 SSL VPNs, 1 IPSec, 5 site-to-site)?

A.
None.

	103. 
	18
	3.4.2
	Q.
Are VOIP systems in-scope?

A.
No.

	104. 
	18
	3.4.2
	Q.
What are the brands of the technology in use?  What versions? (VOIP)
A.
N/A

	105. 
	18
	3.4.2
	Q.
How many servers and phone systems are there? (VOIP)
A.
N/A

	106. 
	18
	3.4.2
	Q.
How many handsets are there?

A.
N/A

	107. 
	18
	3.4.2
	Q.
Is wireless in-scope?

A.
No.

	108. 
	18
	3.4.2
	Q.
How many wireless access points are in scope?

A.
None.

	109. 
	18
	3.4.2
	Q.
What are the brands of the wireless technology in use?  What versions?

A.
N/A

	110. 
	18
	3.4.2
	Q.
At which facilities will wireless tests be conducted?  Please indicate the number of distinct locations and number of access points per site.  

A.
N/A

	111. 
	18
	3.4.2
	Q.
Should war-driving be performed?  If so, at which sites?

A.
No.

	112. 
	18
	3.4.2
	Q.
Is enumerating rouge access points and/or networks in-scope?

A.
No.

	113. 
	18
	3.4.4
	Q.
Of the applications listed how many are accessible externally?  Of those that are accessible externally, how many are to be tested under the requirements of section 3.4.2?

A.
See Question #213 and #301.

	114. 
	18
	3.4.4
	Q.
Of the 20 applications provided, how many are externally-facing (Internet accessible) web applications?

A.
See Question #213 and #301.

	115. 
	18
	3.4.4
	Q.
Please describe the external web applications in-scope.

A.
See Question #228.

	116. 
	18
	3.4.4
	Q.
How many login systems are being assessed?

A.
Out of the 20 systems, all but two have logins.

	117. 
	18
	3.4.4
	Q.
What is the approximate number of static and dynamic pages to be assessed?

A.
See Question #228.

	118. 
	18
	3.4.4
	Q.
Will the source code be available for review?  What is the development language?

A.
Yes, but review of source code is considered out of scope.  We are focusing on the maintenance and operations of these systems not the development at this time.

	119. 
	18
	3.4.4
	Q.
How many applications will include role-based testing?

A.
See Question #145.

	120. 
	18
	3.4.4
	Q.
Will credentials be provided for scans of the web applications?

A.
See Question #145.

	121. 
	18
	3.4.4
	Q.
Please outline the overall Security Development Lifecycle, if any, was used for each application.

A.
None.

	122. 
	18
	3.4.4
	Q.
Can you share the design requirements for the applications?

A.
Yes, where we have them, we will share the design and requirements for applications to the successful offeror.

	123. 
	18
	3.4.4
	Q.
During development was Static and/or dynamic Analysis utilized in your testing?

A.
None.  During our deployment process we do require applications pass a number of vulnerability and penetration tests.

	124. 
	18
	3.4.4
	Q.
What Language / framework does each application utilize?

A.
We have a mix of Java and Oracle Forms/Reports.  Many frameworks are used on the Java side including Spring and Fast4J.

	125. 
	18
	3.4.4
	Q.
What is the approximate number of static pages per application?

A.
We do not have a way to approximate this, the scope is very large.  See Question #228.

	126. 
	18
	3.4.4
	Q.
What is the approximate number of dynamic pages per application?

A.
We do not have a way to approximate this, the scope is very large.  See Question #228.

	127. 
	18
	3.4.4
	Q.
What is the approximate number of input parameters per application?

A.
We do not have a way to approximate this, the scope is very large.  See Question #228.

	128. 
	18
	3.4.4
	Q.
Will testing take place in a quality assurance, development or production environment?

A.
We will provide a testing environment.  See Question #223.

	129. 
	18
	3.4.4
	Q.
Will source code or compiled binary files be provided for static analysis?

A.
We can provide this, but manual review of code is not in scope.

	130. 
	18
	3.4.4
	Q.
Are Web Application Firewalls (WAF) configured and in use for each application?

A.
Yes, but only for external facing applications.

	131. 
	18
	3.4.4
	Q.
Will WAF rule sets be provided to the team?

A.
Yes.

	132. 
	18
	3.4.4
	Q.
What web services are being utilized?

A.
This is directed internally; we will not be testing third party or other hosted services our applications consume.

	133. 
	19
	3.4.5
	Q.
Please expand on the definition of configuration security assessment.  Are you looking for:

a.
Gap analysis of security standards in place today at the State of Montana compared to NIST-800 standards

b.
Analysis of security standards in place today

c.
Review of security of applications and or servers associated with them

A.
We would like to identify industry best practices for each system based on a risk assessment of the system.  This would include the analysis of policy, procedure, and implementation.  A baseline for each system should be created, if it doesn’t exist, and the appropriate tooling/training should occur for TSD staff to continually monitor, and proactively assess security compliance and best practice.  Directly, this means we would like to accomplish a, b, and c, with the extension of applying operating system standards as well as configured security tools to provide managed and not just reactive security.

	134. 
	19
	3.4.5
	Q.
Please provide a full list of all systems (Servers, software used versions and locations) that would be in scope for the Configuration Security Assessment

A.
Since the RFP is public information, we decline to offer this now.  It will be presented to the successful Offeror.

	135. 
	6
	1.6.1
	Q.
Please clarify the requirements for organization of the proposal.


Is it correct that the offeror’s proposal should be organized into a single volume containing three sections that respectively restate the section/subsection number and text of the RFP, followed by the response, as follows:

•
Section 1: RFP section/subsection number and text for 3; 3.4; 3.4.1-3.4.5; 3.5; 3.6; 3.7; 3.8; 3.9.

•
Section 2: RFP section/subsection number and text for 4.2; 4.2.1. 4.2.2; 4.2.3.

•
Section 3: RFP section/subsection number and text for 5.1; 5.2; and 5.3.A.

A.
Proposals must be organized into section that follow the format of the RFP.  Proposals should be bound, and must include tabbed dividers separating each section.  Proposal pages must be consecutively numbered.  

	136. 
	6
	1.6.1
	Q.
Can the offeror place material such as resumes, examples of security assessment tools, and similar information at the end of the proposal in appendixes that are appropriately identified and page numbered?

A.
Yes.

	137. 
	17
	3.3
	Q.

Does the scope of this RFP include any external vendor-hosted systems?

A.
No.

	138. 
	17
	3.4
	Q.
Will DPHHS provide the winning offeror the source data (i.e. network sniffer traces, system scans, etc.) used to develop the Enterprise Risk Assessment (ERA) in conjunction with the actual completed ERA report?

A.
Yes. The successful offeror will receive the final report as well as all work documents that were provided to us.

	139. 
	17
	3.4.1
	Q.
Please clarify the scope of the compliance gap analysis. Does it include all 177 IT systems discussed in RFP 3.1.2 or is it limited to a subset of systems identified in paragraph 3.4.4?

A.
See Question #230.

	140. 
	18
	3.4.2
	Q.
Does "external facing application" include both web and non-web applications?

A.
Yes.

	141. 
	18
	3.4.2
	Q.
Will DPHHS provide a list of external IP addresses or does DPHHS intend the winning offeror to discover IPs and hosts?

A.
We will provide a list of external IP addresses to the successful offeror.

	142. 
	18
	3.4.2/ 3.4.4
	Q.
Are there any restrictions on the hours/days for testing?

A. 
No.  See Question #222.

	143. 
	18
	3.4.3
	Q.
Please clarify the requirements and scope of the physical security assessment. RFP section 3.1.2 refers to over 100 separate locations across the state including six major facilities. In addition to the Helena and Miles City data centers, are any of the other locations and facilities are included in the scope of the physical security assessment? Are there constraints or limitations that the offeror needs to be aware of and take into account in planning to conduct the physical security assessment?

A.
See Question #3.

	144. 
	18-19
	3.4.4
	Q.
Please identify the location of each of the applications listed in RFP section 3.4.4.

A.
The hosting environment will be described to the successful offeror.

	145. 
	18
	3.4.4
	Q.
How many user accounts for each application will be provided to the successful offeror to perform security assessment testing?

A.
We would like to perform white-box testing, and as such want to deliver one user for each role, or one super user role that has access to all functionality.  We will chose the model based on which results in the maximum coverage.  See Question #300.

	146. 
	18
	3.4.4
	Q.
Does DPHHS envision security assessment testing being performed in the production environment or a test environment for each application?

A.
A testing environment that mirrors production including data will be provided.  See Question #228.

	147. 
	18
	3.4.4
	Q.
Are all 20 applications listed in section 3.4.4 classified as Moderate-impact systems as per NIST SP800-53 Rev. 4?

A.
Providing this information could put the State at risk.  This information will only be provided to the successful Offeror.

	148. 
	18/19
	3.4.4/ 3.4.5
	Q.
Will previous security consultant recommendations and health checks be provided for review with the award of the contract?

A.
No.  We do not have recommendations for most of the systems.

	149. 
	18/19
	3.4.4/ 3.4.5
	Q.
Will application/system vendor’s documentation (including security recommendations) and architecture documents be provided for review with the award of the contract?

A.
Certainly, for what we have.  Most of our systems do not have this type of documentation. 

	150. 
	18/19
	3.4.4./ 3.4.5.
	Q.
Is the State of Montana Mainframe system a component of any of the servers or applications to be assessed in 3.4.4 or 3.4.5?

A.
No.

	151. 
	19
	3.4.5
	Q.
Please clarify the scope of this task. Is the scope limited to the applications (and related servers) listed in RFP 3.4.4 or does it include some or all of the other 177 separate IT systems described in RFP 3.1.2? Can we assume that applications and services have common security configurations across all locations? Please provide the number of physical locations, number of applications, and number of servers to be addressed by the configuration security assessment.

A.
See Question #225.

	152. 
	19
	3.4.5
	Q.
Please clarify whether the scope of this task includes assessing a backup configuration.

A.
We expect the Confidentiality Integrity and Accessibility model be used.  We deem backup to be part of Integrity and Accessibility.

	153. 
	19
	3.4.5
	Q.
Several applications are documented as scheduled for migration or are in the process of migration to newer platforms for operation. Are any applications currently running in parallel with their older configurations? Are both platforms, newest and legacy in scope?

A.
We only expect newest platforms to be in scope regardless of whether they are in parallel or not.  See Question #228.

	154. 
	19
	3.5
	Q.
RFP 3.5 requires the offeror to include drafts of project tools in the offeror’s proposal. We understand, based on the language in RFP 2.3.1, that our entire proposal will be made available for public viewing and copying shortly after the proposal due date and time. Thus, the drafts of the tools that we propose to use will be available to any competitor that requests a copy of our proposal.


We recommend that the State of Montana remove the requirement to provide drafts of proposed tools with the proposal. These tools can be provided as a contract deliverable.

A.
If the offeror believes his/her tools contain trade secrets please follow the instructions in Section 2.3. It should also be noted that contracts with the State of Montana are also public information. 

	155. 
	20
	3.7
	Q.
Do we need to provide signed NDA forms (Appendix C, D, & E) for each staff member who will perform work on the contract with the submission of the proposal response?

A.
None of the appendices need to be signed until the contract is awarded.

	156. 
	20
	3.7
	Q.
Are subcontractors required to sign a Business Associate Agreement (BAA) at time of award?

A.
If the subcontractor will be doing work which will provide them access to PHI they will be required to sign a BAA at the time of award.

	157. 
	21
	4.2.3
	Q.
We understand the term ‘key personnel’ to apply to a limited number of the total staff (including subcontractors) assigned to the contract and that only those staff designated as key personnel require resumes. Please confirm that this understanding is correct.

A.
Yes this is correct.

	158. 
	22
	5
	Q.
Please clarify instructions for how to respond to Subsections 5.1 and 5.2 in Section 5. Subsections 5.1 and 5.2 appear only to entail acknowledgement of the requirements. Is this correct or is RFP seeking some additional information and explanation of the offeror’s cost/price proposal and understanding of the project budget?

A.
Yes, 5.1 and 5.2 only require an acknowledgement of the requirements.

	159. 
	19
	3.4.5
	Q.
Can you please tell us the name and number of security baselines that we will need to review for the security baseline assessment.

A.
NIST 800-53, FISMA, and MITA are the only security standards.  Baselines to those standards do not exist except for CHIMES.

	160. 
	10
	2.7
	Q.
IT strategic plans and on closer website inspection, all the infosec policies are under IT.   Is there expectation that the overall State security program (policies, procedures, organization, governance, etc.) is included?

A.
No, the assessment is on the DPHHS security posture, however, some of the State policies and State security program are part of the DPHHS program and these components will be included.

	161. 
	13
	3.1.2
	Q.
They state that “The key technology regulations are ones associated with HIPPA (should be “HIPAA”), IRS Publication 1075 (security), Federal Information Security Management Act (FISMA) and National Institute of Standards and Technology (NIST) security standards and guidelines.”   Following on prior question, are we re-assessing each of these, and are we expected to also include other regulations that may be appropriate?  For example in 3.3 on Page 17 they also reference Medicaid Information Technology Architecture (MITA). The applications identified in Section 3.4.4 on P 18 imply several other regulations. Should we add to the list as we think appropriate?  

A.
The gap analysis assessment is only required to be conducted against NIST controls and FISMA compliance.  The other assessments (i.e., configuration assessment, application assessment) should include NIST compliance but should also include other regulations as appropriate.

	162. 
	15
	3.1.3
	Q.
The infosec lifecycle is adapted from NIST SP 800-39, Information Risk Management Strategy. Is an assessment of how they applied that strategy in scope?

A.
No.

	163. 
	17
	3.3
	Q.
Confirm that physical assessments of both the Helena Data Center and the Miles City datacenter (backup and disaster recovery) are in scope.  Are the any other state datacenters: (Ref. P13).  The Department has over 100 separate locations across the state including six major facilities”) in scope also?   Also, SummitNet (an internal state network) is used to connect to other State healthcare providers and commercial/international service providers (from the MT website). Is SummitNet in scope?

A.
See Question #3.  Neither data center will be assessed.

	164. 
	17
	3.3
	Q.
“The Department does use various external vendor-hosted systems including the Medicaid claims system which is hosted by Xerox and an electronic benefits system that is partially hosted by Northrop Grumman.  The Department continues to look for opportunities to use cloud services as appropriate.  A current project is moving the Department’s constituent correspondence tracking system from Microsoft Access to a hosted Microsoft CRM Dynamics system.”  Scope definition for planned future projects is needed here as well.

A.
Future projects are out of scope, but we expect the results of this assessment will help define policy, procedure, and management of security controls for all current and future applications.

	165. 
	
	
	Q.
There is no mention of departmental procedures and security of non-datacenter work environment or social engineering noted in proposal or application priority. Does the scope include an assessment of how well the security policies and procedures are understood by the application users?

A.
No.

	166. 
	52-53
	3.2
	Q.
Contractor Personnel. The Department identifies two positions, Contractor Contract Manager and Contractor Project Manager.  Does the Department consider these to be the key personnel for which it requires resumes?

A.
Key personnel include the Project Manager and any Leads proposed.  We cannot be specific about the leads because it depends on the methodology proposed.

	167. 
	15
	3.2
	Q.
Objectives of this RFP. The Department states it seeks a security assessment that will provide the Department with a roadmap to improve the security posture. Please provide more specificity to the roadmap deliverable.

A.
The roadmap is a simple presentation of the steps required to reach the desired goal alongside a timeline. It is a framework for guiding the Department. The specifics of what is included in the roadmap are up to the offeror to propose.

	168. 
	
	
	Q.
Please provide a listing of the Department’s security testing and vulnerability software tools that may be used by the selected vendor.

A.
We do not publish a list of tools at your disposal, but we do have a number of penetration as well as vulnerability tools that will be made available during this assessment.

	169. 
	
	
	Q.
To help ensure full and open competition for this procurement, will the State be willing to consider clarifications to the following terms to appropriately allocate risk between the Contractor and the State? We have a long history of successful performance in support of the public sector on similar projects under contracts that have included such provisions. The absence of these clarifications significantly increases liability for performance and would make it difficult for us, as with other large or publicly held IT firms, to participate in these types of projects since high liability places risk on the Contractor inordinate to their performance responsibilities and associated ability to secure appropriate insurance.  

1.
Section 10, Limitation of Liability: Consistent with industry standards, will the State agree that (i) Contractor liability shall not exceed, in the aggregate of all claims, 1X amounts paid under the contract, and (ii) the provision include a disclaimer of consequential, special, incidental, indirect, exemplary or punitive damages? 

2.
Section 11, Indemnification:  We are in agreement that certain indemnification obligations should not apply to the limits contained in Section 10; however, the scope of Section 11 is overly broad and would not appear to limit the Contractor’s liability, even if capped, to wrong-doing (e.g. acts or omissions). 

· Will the State agree to a clarification to this Section 11 which would (i) hold Contractor responsible for its negligence or intentional tortious conduct resulting in third party claims for personal injury, death, or damage to real or tangible property, or third party claims arising from Contractor’s failure to comply with laws applicable to the Contractors conduct of business, and (ii) allow for the process under Section 15.1 to apply?  

3.
Section 31, Termination: 

· Will the State agree that Contractor should be afforded a cure period (e.g. 30 days) prior to termination for material breach of contract or failure to perform?

· Will the State also agree that in the event of any termination, Contractor should be paid for accepted deliverables and work in progress for services performed in accordance with the contract up through the effective date of termination?

A.
We will not make the changes requested in 1 or 2.  We are willing to discuss the changes in 3 at time of contract refinement.

	170. 
	
	
	Q.

Has the State ever had a penetration test performed on this environment?  If so, will the data be available?

A.
Yes.  The State uses a variety of tools, and the results collected so far will be made available.

	171. 
	
	
	Q.

Has the State ever performed a risk assessment? If so, will that be available?

A.
Yes.  We will provide you with copies of any risk assessments we have completed.

	172. 
	
	
	Q.

Has the State or DPHHS ever had a data breach?
A.
We will not release this information because this Addendum is a public document and that knowledge could put the State at greater risk.

	173. 
	
	
	Q.

Are there any incumbent technology vendors competing for this security assessment?

A.
We do not know who is responding to the RFP until the posting has ended and we are given the proposals.

	174. 
	
	
	Q.

NIST 800 methodologies utilize high, medium, and low impact, to determine which 800-53 controls are applicable.  Has the impact classification for State systems been performed?  If not should this work be part of the proposal?

A.
It has not been performed for all applications.  This is not part of the proposal.

	175. 
	
	
	Q.

Has data been classified and inventoried to date?

A.
No.

	176. 
	
	
	Q.

Is/are the evaluation of third parties (SummitNet, Xerox, Northrop Grumman) within the scope of the RFP?

A.
No.  These are only applications hosted by the Department.

	177. 
	
	
	Q.

With respect to the existing described security program, Integrated Security Management System?

A.
The Department does not understand this question so is unable to answer it.

	178. 
	
	
	Q.
What is the number of policies and procedures to be reviewed?

A.
We do not have that number.

	179. 
	
	
	Q.
Will the results of the assessment need to be integrated with the existing risk management program?  If so, please provide details on risk framework/method used.  Qualitative, quantitative, impact, loss, probability definitions.

A.
No.

	180. 
	
	
	Q.
Can you clarify the total aggregate number of assets to be included for vulnerability assessment and penetration testing? (Servers, routers, switches, workstations, etc.)

A.
See Questions #228 and #257.

	181. 
	
	
	Q.
Is the firewall a “standard firewall” (i.e., Cisco ASA), or a “Next Gen” firewall (PaloAlto, CheckPoint, SonicWall)?

A.
Standard Firewall.

	182. 
	
	
	Q.

Will the testing be black-box (unauthenticated) or white-box (authenticated) testing?

A.
Some application may only be black-box tested as they do not have a user interface.  See Question #300.

	183. 
	
	
	Q.
How many web applications are to be reviewed as part of the Application Security Review?

A.
See Question #213.

	184. 
	
	
	Q.
Should vulnerabilities identified during the External Network Vulnerability Assessment and Penetration Test be exploited to attempt to gain access to target data?

A.
Yes.

	185. 
	
	
	Q.
Should vulnerabilities identified during the External Network Vulnerability Assessment and Penetration Test be validated to remove false positives?

A.
Yes.

	186. 
	
	
	Q.
Should all in scope systems be include in the External Network Vulnerability Assessment and Penetration Test, or could a sampling be reviewed?

A.
Only about ½ of our system are available outside the State network.  See Question #213.

	187. 
	
	
	Q.
 Please provide us an estimate of the total number of static/dynamic web pages each in-scope web applications would have?

A.
See Question #228.

	188. 
	
	
	Q.
Is PCI-DSS compliance within the scope of the RFP?

A.
No.

	189. 
	
	
	Q.

Does that State process credit cards? If Yes:

1. In what manner does the state stores, processes or transmits credit card information?

2. How many internal servers/workstations are in your PCI zone? 

3. Are any of your servers/workstations from your PCI zone publically NATed (externally accessible from the Internet) If so, how many? 

4. Are you currently doing quarterly internal and external vulnerability scanning through a PCI authorized scanning vendor (ASV)?

5. When was your last internal and external pen test against your PCI zone servers/workstations? 

6. Are you currently doing log monitoring of the systems in your PCI zone?

7. Are you currently retaining your audit logs from PCI zone systems for up to 1 year? (PCI Requirement) 

8. Have you ever completed a formal risk assessment (ISO 27005 or NIST 800-30?)

9. Do you have a formal Incident Response Plan in place?

10. Do you utilize wireless (WiFi) technology in your network, and if so, have you completed a wireless survey in accordance with PCI Section 11.1.1 requirements? 

11. How many wireless access points are in use? At how many locations? 

12. Do you have an Intrusion Prevention System (IPS) protecting the PCI zone, and are you monitoring the IPS alerts?  

13. Approximately how much network traffic (Mbps/Gbps) is flowing through the IPS? Vendor-managed

14. Do you have a firewall protecting the PCI zone? If so, is the firewall a standalone (single) firewall, or high availability/failover pair?  

15. Are you currently doing PCI required security awareness training? If not, how many users are in your organization?

A.
No.

	190. 
	18
	3.4.3
	Q.
Are there any additional data centers where the Department servers and applications are housed, other than the Helena and Miles City areas?

A.
No. See Question #3.

	191. 
	19
	3.4.5
	Q.
Does the configuration assessment only intend to focus on the 20 applications listed in Section 3.4.4 (pages 18-19); or are all 177 systems and applications noted in Section 3.1.2 in-scope for the configuration assessment?

A.
See Question #234.

	192. 
	Pg. 18
	Section 3.4.4


	Q.
Is application code review included in the assessment?

A.
No.

	193. 
	
	General


	Q.
Please provide an estimate of the number of policies and procedures currently in place

A.
We do not have a good idea of the number of required policies and procedures until the assessment is completed. 

	194. 
	
	General


	Q.
Please clarify the travel expectations within Montana for this assessment to include locations of:

· Applications

· Servers

· Other IT assets

· Physical security assessments

A.
All activities in Montana will take place in Helena. See also Question #3.

	195. 
	Pg. 19
	Section 3.5


	Q.
Please clarify, "Project Tools" and "Self-Assessment tools" as part of the deliverables. It is the expectation to provide DPHHS with the tools, e.g. scanning software and equipment, utilized or to provide the plans and methodology utilized?

A.
It is the expectation that DPHHS will be provided with the methodology and the tools.  In the case of the example provided (scanning software) the name of the tool used would suffice. 

	196. 
	
	General
	Q.
Can the results of the ERA be provided?

A.
Providing this information at this time could put the State at risk.  This information will only be provided to the successful Offeror.

	197. 
	
	General
	Q.
What is the motivation behind the assessment? Is it compliance-based, or has there been a breach?

A.
The motivation is compliance based. 

	198. 
	Pages 13, 14, 17
	General
	Q.
How many other departments use the State of Montana Mainframe? Is all data partitioned?

A.
We decline to answer for security reasons.

	199. 
	Pages 13, 14, 17
	General
	Q.
From the text in the RFP, it sounds like the mainframe may be scheduled for removal, is there a timeline for this?

A.
No.

	200. 
	Page 13
	General
	Q.
Will the successful proposer be expected to visit all 100+ sites?

A.
No. See Question #3.

	201. 
	Page 14
	General
	Q.
Is it possible to obtain the State’s Strategic IT Plan?

A.
The State’s Strategic IT Plan and the Department’s Strategic plan can be found at this link http://sitsd.mt.gov/stratplan/default.mcpx 

	202. 
	
	General
	Q.
Will it be possible for the winning proposer to view documentation offsite?

A.
Most documentation can be viewed offsite.

	203. 
	18
	3.4.2
	Q.
For Work Approach 3.4.2 External Penetration Testing - How many live external IP addresses will be tested?

A.
See Question #301.

	204. 
	18
	3.4.3
	Q.
For Work approach 3.4.3 Physical Security Assessment - How many buildings will be tested? What are the locations (city) of the buildings?

A.
See Question #3.

	205. 
	19
	3.4.5
	Q.
For Work approach 3.4.5 Configuration Security Assessment - Does DPHHS want the configuration of network devices (routers, switches, firewalls) to also be reviewed?

A.
See Question #238.

	206. 
	13
	3.1.2
	Q.
Is the contractor to visit each of the over 100 sites for the physical assessment?  If not, what is the representative set of sites that would be acceptable?

A.
See Question #3.

	207. 
	17
	3.4
	Q.
Is there a test environment that can be used for some of the assessment procedures?

A.
Yes.

	208. 
	17
	3.4.1
	Q.
Are there policies and procedures written and approved that provide guidance for each of the NIST 800-53v4 moderate controls for the systems?

A.
SITSD has policies for each of the families but DPHHS does not.

	209. 
	17
	3.4.1
	Q.
Is the gap analysis to evaluate all sites (including user workstations and local servers/devices) or just the data center sites with the major applications?

A.
The gap analysis.

	210. 
	17
	3.4.1
	Q.
Is the gap analysis to determine if the security controls are implemented correctly (tested using 800-53A test guidelines)?

A.
Yes.

	211. 
	18
	3.4.2
	Q.

For the penetration testing, how many external facing applications are to be tested?

A.
See question #301.  We expect all external applications to be tested.

	212. 
	18
	3.4.2
	Q.
Are there preferred days or times for the penetration tests to be performed?

A.
No.

	213. 
	18
	3.4.4
	Q.
How many of the applications listed for the application security assessment are web based?

A.
About ½ of the applications are web based.  Also see Question #234.

	214. 
	19
	3.4.5
	Q.
Should the configuration security assessment be made against CIS, USGCB, or other security baseline?

A.
Yes.  We expect the vendor to assess the most appropriate baseline and make sure that security meets that baseline.  We also expect that the vendor, at a minimum, delivers a gap analysis between the baseline and the specific needs of the service.

	215. 
	19
	3.4.5
	Q.
What is the total number of applications and servers to be examined for configuration compliance?

A.
See Question #225.

	216. 
	N/A
	N/A
	Q.
In the front portion of the RFP, the gap analysis is described as being part of the security posture report.  However the gap analysis is also called out as a separate deliverable.  Please clarify.

A.
The gap analysis should be its own separate deliverable.

	217. 
	N/A
	N/A
	Q.
Do System Security Plans (SSPs) exist for the systems?

A.
Providing this information could put the State at risk.  This information will only be provided to the successful Offeror.

	218. 
	N/A
	N/A
	Q.
If SSPs exist for the systems, do they show allocation of the security controls to the different components of the system?

A.
Providing this information could put the State at risk.  This information will only be provided to the successful Offeror.

	219. 
	N/A
	N/A
	Q.
Are the production servers virtual?

A.
Some of the servers are virtual.

	220. 
	N/A
	N/A
	Q.
Can a snapshot of the servers be provided for analysis?

A.
Yes.  It would take some time to collect the images, but we can provide exact copies of the systems.  We cannot provide copies of the devices that interconnect the systems.

	221. 
	N/A
	N/A
	Q.
Can remote access to the applications be provided for analyzing them with various tools?

A.
Only some of the applications.  No external access is allowed for internal applications.

	222. 
	
	
	Q.
How many external IP addresses need to be assessed? Do the assessments need to be performed during standard business hours (8:00 – 5:00 MT)?

A.
The assessments can be performed at any time.  See question #301.

	223. 
	
	
	Q.
How many dynamic pages are contained in each of the 20 applications that need to be assessed? Do the assessments need to be performed during standard business hours (8:00 – 5:00 MT)?

A.
See question #228.  The assessments can be performed at any time.

	224. 
	
	
	Q.
How many of the 6 Departments offices need to be assessed? What city are each of the offices that need assessed located?

A.
See Question #3.

	225. 
	
	
	Q.
How many applications need to be assessed for configuration (will it be the same 20 apps that need assessed as part of the application security assessment task)? How many servers need to be assessed and what are the Operating Systems of those servers?

A.
The 20 listed applications are the focal point for both assessments.  See questions #256 and #257.

	226. 
	17
	3.4.1
	Q.
Does the State intend the gap analysis will only include NIST 800-53 Rev4 and FISMA (i.e., no HIPPA or other requirements?)

A.
The gap analysis must include NIST 800-53 and FISMA as a minimum.  If the offeror wishes to include other requirements, propose them.

	227. 
	18
	3.4.2.
	Q.
Can you please elaborate on the desired scope for the penetration testing exercise? (i.e., Limited to specific devices, network segments, applications)  Or, is the application listing provided on page 18, Section 3.4.4 is the representation of this scope.

A.
The scope is the technology directly supporting the 20 in-scope applications. Also see the response to Question #257.

	228. 
	18
	3.4.4
	Q.
Can you elaborate on the description of the in-scope applications in terms of:

· Use / business purpose for each application?

· Types of users and user base

· Level of technical complexity (low, medium, high level of complexity)

· Application type (web-based, thin client, mainframe, etc.)

A.
The systems are representative of the mixture of technologies used within DPHHS.  They include web-based, thin-client, and thick client.  The aggregate user base is tens of thousands of people within the US.  A survey of these applications yields hundreds of thousands lines of code, tens of thousands tables, over 100 roles, thousands of Forms, thousands of Reports, thousands of dynamic pages, and relatively few static pages.   Given the size, the complexity is also high.  None of these applications reside on the mainframe, they are all hosted by ISB on mid-tier platforms.  All of our applications have testing environments that can be used for the assessment.

AWACS is a data warehouse and collection of procedures that allow payments and a common client index.  It is included in scope because it supports a large number of interrelated systems, some of which have been chosen for this assessment as well.  The concern is that the data warehouse itself may not have the appropriate controls in place to baseline and monitor to the best practice security requirements.

AWACS-AIS are a collection of packages that allow the AWACS payment procedures to be used from other systems that need to make payments without having to know all of the business logic used within AWACS.

AWACS-DDP is a disability eligibility system.

AWACS-DDS is also a disability eligibility system.

AWACS-Fiscal is the front end to the fiscal, payments, side of AWACS.

BSRX helps Medicare clients pay for Medicare approved prescription insurance premiums.  This application is the Department’s tool that administers that program, and is an example of a system that uses AWACS-AIS.

CANS is a case management tool that helps administer Children’s Needs Assessment surveys and the Department’s related programs.

CDS is a data warehouse that supports a number of the Department’s programs such as Low Income Energy Assistance Program (LIEAP).

CHIMES is Montana’s Medicaid eligibility assessment suite of tools.

CHRIS tracks services provided, billing for those services, and population based screening and follow up.  It also performs State and Federal reports.

DMS is a document management system that is used by case workers to find scanned documents from their workstation.

EMS/HIRMS allows emergency service provider to submit data about the services they provide to the State.

MHSP (Eleanor) is a system that collects data about Mental Health waiver services provided and produces Federal reports.

MICRS is a billing package that allows the State Hospital to correctly bill the correct bucket the correct amount.

MIDIS is a Federal application that shares infection disease information between States and the Feds.

SDNH records new hires as required by law so that new employees may provide child support if appropriate.

SAMS is an incident management and reporting application for substance abuse.

SFSL is a replacement for the AWACS payment processing engine that has recently been transitioned to the Department for maintenance and operations.

PHCHub tracks immunizations for citizens in the state and allow institutions such as schools to verify the who has received what immunization and when.

PSAWeb is a piece of CAPS which allows the Department to manage protective services provided to the community.

	229. 
	18
	3.4.3
	Q.
What facilities are in-scope for this assessment?  Please provide details of facility purpose, size and location.

A.
See Question #3.

	230. 
	18
	3.4.5
	Q.
What is the scope of the configuration assessment?  (e.g., servers supporting the 20 in-scope applications, all primary network and application servers and network devices)

A.
The scope is the technology directly supporting the 20 in-scope applications. Also see the response to Question #257.

	231. 
	
	
	Q.
In addition to those questions [questions 226-230], we believe that certain of the terms and conditions in the Standard Terms and Conditions and Contract set out in Appendices A and B of the RFP should be further discussed and may need to be modified or clarified.  Some examples of sections that we would like to discuss with the State are:

· Section 19.5 – Practices to be undertaken for securing confidential information

· Section 19.7 – Remedial actions to be taken in the event of a breach

· Section 20.3 – Timing of notification and costs

· Section 20.6 – Department obligations as it pertains to the disclosure of PHI

· Section 26.2 – Trigger for corrective actions

· Section 31 – Termination of the contract


Our experience has indicated that almost without exception we have been able to reach agreement with each of our clients that has awarded us an engagement and our past experience with the State of Montana has been no different.  In the State of Montana, Department of Public Health and Human Services Contract No. 11091800110 that resulted from RFP-09-1694P, the State allowed negotiation of the Standard Terms and Conditions of the contract to reflect each party’s reasonable concerns during good faith negotiations.  In RFP No. 15-3106T, would the State be similarly open to negotiating the Sample Contract to result in similar provisions as in Contract No. 110091800110?

A.
The specific sections of the contract the offeror wishes to be changed must be identified during the Q&A portion of the process.  We cannot agree to a general negotiation of standard terms and conditions.

	232. 
	13
	3.1.2
	Q.
Besides adherence to NIST SP 800-53 and FISMA, are there any other drivers for the physical security assessment to be performed?

A.
No.

	233. 
	17
	3.4.1
	Q.
Does the State intent the gap analysis will only include NIST 800-53 Rev4 and FISMA (i.e., no HIPPA or others?)

A.
The gap report should indicate any gaps between the Department’s security posture and the NIST SP 800-53 Rev. 4 requirements for a moderate system.  

	234. 
	18
	3.4.2.
	Q.
Can you please elaborate on the desired scope for the penetration testing exercise? (i.e., Limited to specific devices, network segments, applications)  Or, is the application listing provided on page 18, Section 3.4.4 is the representation of this scope.

A.
The scope is the technology directly supporting the 20 in-scope applications and the applications themselves. Also see the response to Question #257.

	235. 
	18
	3.4.4
	Q.
Can you elaborate on the description of the in-scope applications in terms of:

· Use / business purpose for each application?

· User base (approximate figures)

· Applications type (web-based, thin or thick client, etc.)

A.
See question #228.

	236. 
	18
	3.4.4
	Q.
What type of application assessment would best fit the agency’s requirements:

· White box

· Gray box

· Black box

A.
See question #300.

	237. 
	18
	3.4.3
	Q.
What facilities are in-scope for this assessment?  Please provide details of facility purpose, size and location.

A.
See Question #3.

	238. 
	18
	3.4.5
	Q.
What is the scope of the configuration assessment?  (e.g., servers supporting the 20 in-scope applications, all primary network and application servers and network devices, etc.)

A.
The scope is the technology directly supporting the 20 in-scope applications. Also see the response to Question #257.

	239. 
	
	
	Q.
We believe that certain of the terms and conditions in Standard Terms and Conditions and Contract set out in Appendices A and B of the RFP should be further discussed and may need to be modified or clarified.  Our experience has indicated that almost without exception we have been able to reach agreement with each of our clients that has awarded us an engagement and our past experience with the State of Montana has been no different.  In State of Montana, Department of Public Health and Human Services Contract #11091800110 that resulted from RFP-09-1694P, the State allowed negotiation of the Standard Terms and Conditions of the Contract to reflect each party’s reasonable concerns during good-faith negotiations.  In RFP #15-3106T, would the State similarly be open to negotiating the Sample Contract to result in similar provisions as in Contract #110091800110?

A.
The specific sections of the contract the offeror wishes to be changed must be identified during the Q&A portion of the process.  We cannot agree to a general negotiation of standard terms and conditions.

	240. 
	17
	3.3
	Q.
The RFP mentions that several services are hosted by external third parties (Xerox, Northrop Grumman).  Will the Department give the selected vendor access to the external vendor’s systems to evaluate compliance with the existing standards and to include them in this analysis?

A.
None of the applications within scope are vendor hosted.

	241. 
	17
	3.4
	Q.
Effective information security implementation is grounded against realistic threats.  Have any of the previous efforts by the Department (e.g., the enterprise risk assessment, or part of the Department’s implementation of the NIST RMF) resulted in a threat analysis documenting the threat agents and vectors that those agents might use to exploit the system?

A.
Providing this information could put the State at risk.  This information will only be provided to the successful Offeror.

	242. 
	17
	3.4.1
	Q.
The RFP mentions NIST 800-53.  Has the Department already tailored the controls in this document for the appropriate Levels of Concern for Availability, Integrity, and Confidentiality?  Or will tailoring the controls and building a requirements baseline be part of the gap analysis effort?

A.
The gap report should indicate any gaps between the Department’s security posture and the NIST SP 800-53 Rev. 4 requirements for a moderate system.  The Department will consider the tailoring of controls when we utilize the road map to implementation.

	243. 
	15
	3.2
	Q.
Are there additional requirements for HIPAA compliance, or does the Department consider the tailored implementation of the NIST 800-53 controls sufficient to defend compliance with HIPAA?

A.
The Department considers tailored implementation of NIST 800-53 controls sufficient to defend compliance with HIPAA.

	244. 
	51
	22.1
	Q.
Are we required to the registered with the Montana Secretary of State Office prior to submitting a proposal? Or prior to contract award?

A.
See Question #64.

	245. 
	3
	
	Q.
Which if any of the appendices need to be completed and signed as part of the proposal submittal? E.g. Appendix E, NDA.

A.
None of the appendices need to be signed until the contract is awarded.

	246. 
	10
	2.5
	Q.
This Section states that the State reserves the right to terminate the contract (if awarded), if the State determines adequate state funds are not available. If the awarded Contractor begins work as directed by the State and expends funds, would the State reimburse for any cost expended prior to termination?

A.
The Department is willing to discuss this at time of contract refinement.

	247. 
	19
	3.7
	Q.
This Section states that the Contractor will sign a Business Associate Agreement (BAA) as part of the contract. Please provide a copy.

A.
The Business Associate Agreement is Section 20 of the contract, posted with the RFP.

	248. 
	27
	3.1
	Q.
This Section states that the Contract may be terminated if the monies to fund this Contract are no longer available. If the awarded Contractor begins work as directed by the Department and expends funds, will the Department reimburse the Contractor for any cost expended prior to termination?

A.
The Department is willing to discuss this at the time of contract refinement.

	249. 
	29
	5.0
	Q.
Please advise if the Department’s payment terms are net 30 days. Will the Department negotiate an equitable and mutually agreeable payment milestone schedule?

A.
The Department will negotiate an equitable and mutually agreeable payment schedule based on deliverables.

	250. 
	33
	10.0
	Q.
This Section indicates that the Contractor’s liability for damages in limited to no more than twice the Contract amount. Does this limit include indirect and consequential damages? If so, to mitigate the Contractor’s risk, will the Department consider waiving consequential damages?

A.
The contractor’s liability is already limited to no more than twice the contract amount.  The Department will not waive consequential damages.

	251. 
	33
	11.1
	Q.
This Section waives the Contractor’s indemnification to the State if the losses, liabilities, damages, costs, or fees arise solely out of or are a result solely from the actions, failures, or omission of the Department. This would suggest that the Contractor is liable and must indemnify the State for their partial negligence. This places an inordinate amount of risk on the Contractor and causes issues with procuring insurance. Will the Department consider striking the words “solely” from this Section?

A.
The Department will discuss this suggestion during contract refinement.

	252. 
	34
	12.1.4
	Q.
This Section requires that the Contractor list the State as an additional insured. This places a financial risk to the Contractor for the costs of defending the claim, increased insurance premiums and having insurance to cover acts and omissions of a third party. Is the Department amenable to deleting this requirement?

A.
No.

	253. 
	54 and 55
	26.0
	Q.
This Section provides at list of penalties that the Department may impose to the Contractor for failure to perform. Section 26.5.5 states that monetary penalties may apply. In order to weigh risk to the Contractor, can the Department provide what monetary penalties would be assessed?

A.
This can be discussed at the time of contract refinement.

	254. 
	56
	31.0
	Q.
Please confirm that the Department will provide written notification to the Contractor for any termination. In addition, please advise if the Contract is terminated without cause (Section 31.4) or due to the unavailability or reduction of federal or state funding (Section 31.3) that the Contractor can claim the Department and the Contractor will be reimbursed for reasonable costs expended prior to written notification of termination.

A.
The Department will provide written notification to the Contractor for any termination.  The Department is willing to discuss language related to reimbursement for reasonable costs at time of contract refinement.

	255. 
	58
	32.0
	Q.
Please provide the Department’s terms for resolving a dispute.

A.
The Department does not have defined terms for resolving disputes.  However, the Department desires the contractor perform the activities in the contract and the contract to remain intact.  We are willing to discuss and define a dispute resolution process at the time of contract refinement.

	256. 
	
	
	Q.
What types of OSs (servers and endpoints), Applications, Databases, tablets, and mobile devices will need to be assessed?  The RFP specifically mentions Oracle and Windows, but does not mention anything else.

A.
We are only looking at the back end which consists of a couple common Unix variants, a few common Application Servers, and Windows.

	257. 
	
	
	Q.
How many actual IP Address are we assessing?

A.
Approximately 30 IP address consisting of about 10 database servers, 15 application servers, and 5 miscellaneous devices.  Of these, 9 applications are external.

	258. 
	
	
	Q.
Vendor proposes to amend the language of RFP Section 3.5 to read as follows:


The offeror is encouraged to recommend additional deliverables in their proposal that are not listed here but would be advantageous to the Department.  Deliverables are expected to be completed in per the project schedule and comply with the description in the proposalThe deliverables that will be more fully described in the proposal shall include the following:
· Project Schedule – Offeror will submit a draft project schedule as part of the response.  This project schedule will be updated within 2 weeks of contract signing.

· Project Tools – all materials being used to conduct the assessments, i.e., surveys, templates, questionnaires, etc.  Drafts of these tools will be part of the Offeror’s proposal.  

· Complete information security Self-Assessment tool which the Department may use in the future as part of any ongoing security assessment process.

· Status Reports – the frequency of these reports is dependent upon the timeline.  The Offeror should propose this in the proposal.

· Gap Analysis Report of compliance with NIST SP800-53 Rev. 4 and FISMA.

· Security Assessment executive summary.

· Detailed Security Posture Assessment Report – this full, detailed report should include an evaluation of the Department’s current environment, an evaluation of the Department’s security needs and provide recommendations for identified security weaknesses.  The offeror should submit a summary of what will be included in this report in the proposal.

· Executive Presentation of Findings and Recommendations

· Present the results of the assessment, the priorities and roadmap to the Department executives.


Deliverables may be further defined or added to in the proposal to clearly delineate the work in this Firm Fixed Price Effort.  

A.
The Department is not making the requested change to the RFP, however, at the time of contract refinement the Department and the Contractor can better define the acceptance criteria for deliverables.

	259. 
	20
	RFP 3.8
	Q.
Vendor proposes to amend the language of RFP Section 3.8 to read as follows:


3.8.1 Completion Criteria. 

•
All deliverables submitted throughout the duration of the contract are subject to Department review and approval in accordance with the specific acceptance criteria set forth in Contractor’s proposal.

•
Upon completion and submittal of each deliverable the contractor shall submit a deliverable acceptance form.

•
Deliverables must be submitted no later than 5:00 PM Mountain Time on the date due.

•
The Department’s review time begins on the next working day following receipt of the deliverable.

•
The Department will have fifteen (15) working days to approve or disapprove the deliverable. . If the State does not approve in this time frame it is assumed the deliverable is deemed accepted
•

•
Disapproval of a deliverable must include specific reasons for the action and the steps necessary for remediation. All reasons for disapproval shall presented by the Department in the fifteen (15) working day period stated above and no further reasons for disapproval shall be presented by the Department.
3.8.2  Final Acceptance. 

•
Final acceptance will occur when the final Detailed Security Posture Assessment Report and the Executive Presentation of Findings is approved by the Department in accordance with the specific acceptance criteria set forth in Contractor’s proposal..


This process will allow for timely and complete reviews of deliverables and help keep the program on schedule reducing costs and improving efficiency. Delay of subsequent deliverables while other are undergoing review may cause unnecessary delay when work on deliverables may not be contingent upon other deliverables

A.
The Department is willing to discuss additional language to better define the acceptance criteria, etc. but is not accepting the language proposed here.

	260. 
	22
	RFP 5
	Q.
Will the Department consider an alternative contract type such as Time and Material or Firm Fixed Price Level of Effort?

A.
No.

	261. 
	27
	3.2
	Q.
Vendor proposes to amend the language of Contract Section 3.2 to read as follows:

3.2   The term of this Contract may terminate for purposes of performance, but not with respect to compliance requirements set forth in the Contract, at any time during the term of this Contract if the Department determines 1) that the monies to fund this Contract are no longer available as a whole or in part through federal or state appropriation or authorization; or 2) the Contractor is solely at fault for material non-performance of this contract  as determined  subject to the dispute process in Section 34 set forth in this Contract.


This change is to not place an unreasonable risk upon the contractor for non-material issues and allows for due process before a declaration of default. This change will have the effect to reduce unnecessary risk of non-material issues hindering performance of the contract and add unnecessary costs.

A.
The Department will not make this change.

	262. 
	27
	3.3
	Q.
Vendor proposes to amend the language of Contract Section 3.3 to read as follows:


3.3   The completion date of performance under this Contract is the date that: 1) there remain no further material performance requirements or corrective actions to be performed by the Contractor; and 2) all final reports as required under this Contract are appropriately submitted  under the terms of the Contract, 3) any disputes processes under Section 34 are concluded. .


Vendor proposes terms that allows for due process before the end of the Contract. The Vendor will also propose a payment schedule in its proposal.

A.
The Department is willing to discuss this section; however, we do not accept the proposed language change.

	263. 
	27
	3.4
	Q.
Vendor proposes to amend the language of Contract Section 3.4 to read as follows:
3.4    The Contractor, after termination of this Contract, remains subject to and obligated to comply with the Contract state and federal reporting requirements, record retention, providing access and information for audits, indemnification, insurance, the protection of confidential information, recipient grievances and appeals, and property ownership and use as specified in this Contract.

This change will clearly identify the scope of the offeror's legal obligations and compliance efforts required to perform the contract.

A.
The Department is willing to discuss this section during contract refinement but will not accept the proposed language.

	264. 
	27-28
	4
	Q.
The Statement of Work, Attachment A will be provided in vendors proposal. This may result in changes during contract negotiations to the Contract to memorialize the work for this project.

A.
The Department concurs.

	265. 
	29
	5.3
	Q.
Vendor proposes to amend the language of Section 5.3 to read as follows:

5.3 The Contractor must bill in accordance with the procedures and requirements adopted by the Department. The Contractor must submit invoices itemizing each deliverable for reimbursement on forms provided by the Department. Said invoices shall be paid in 30 days.  Invoices must be submitted to the Department as set forth in Attachment A.

This change is to clarify that payment is due in 30 days and as such clarifies the offeror's ability properly price and perform the contract. It is assumed that Attachment A will be finalized during contract refinement.  

A.
The Department is willing to discuss this section at the time of contract refinement.

	266. 
	29
	5.5
	Q.
Vendor proposes to amend the language of Section 5.5 to read as follows:

5.5  The Department may withhold payment  after notice to the contractor  during the term of the Contract and may withhold no more than 5% of an invoice   after notice to the contractor of the specific contractual basis for the withholding of payment under the Contract, if the Contractor is solely responsible for failing to materially perform its duties and responsibilities in accordance with the terms of this Contract and other authorities governing: 1) the delivery of the contracted for services, 2) the receipt and expenditure of the monies provided through this Contract.


The Contractor shall have the opportunity to cure or initiate a dispute under Section 34 of the alleged material non-performance within 20 days of the written notice being provided to the Contractor.   

This change is to not place an unreasonable risk upon the contractor for non-material issues and allows for due process before payment is withheld. This change will have the effect to reduce unnecessary risk of non-material issues hindering performance of the contract and add unnecessary costs.

A.
The Department is willing to discuss this section during contract refinement but does not, at this time, accept the language as proposed.

	267. 
	29-30
	5.6
	Q.
Vendor proposes to amend the language of Section 5.6 to read as follows:

5.6   The Contractor may not retain any payments made by the Department that are erroneously made or improperly obtained by the Contractor, its employees, or its agents. An erroneously made payment or improperly received payment may be a debt of the Contractor owing to the Department. The Contractor must immediately notify the Department upon determination that a payment may be erroneous or improper. The Contractor is obligated to return an erroneous or improper payment or initiate a dispute within 30 days of the Department’s request that the payment be returned. If the Contractor does not return the payment, the Department may deduct the payment from any future payments to be made to the Contractor after resolution of the dispute. The Department may seek to recover an erroneous or improper payment by a means available under law or through this Contract. The Contractor shall have the opportunity to cure or initiate a dispute of the alleged erroneous payment within 20 days of the written notice being provided to the Contractor. 

This change is to not place an unreasonable risk upon the contractor for non-material issues and allows for due process before a withhold of payment. This change will have the effect to reduce unnecessary risk of non-material issues hindering performance of the contract and add unnecessary costs.

A.
The Department cannot make the proposed changes.

	268. 
	31
	7.1
	Q.
Vendor proposes to amend the language of Section 7.1 to read as follows

7.1 The Contractor must maintain for the purposes of this Contract an accounting system of procedures and practices that conforms to Generally Accepted Accounting Principles (GAAP),.


GAAP procedures is an acceptable industry standard and certainty in those standards is needed in a firm fixed price effort.

A.
The Department will discuss changes to this section at the time of contract refinement.  The language must be appropriate for the situation of the selected vendor.

	269. 
	151
	7.4
	Q.
Vendor proposes to amend the language of Section 7.4 to read as follows:

7.4  The Contractor during the term of this Contract and for eight years thereafter must provide, in accordance with 18-1-118, MCA and other pertinent federal and state authorities, access to all of the Contractor’s records, materials and information including any and all audit reports with supporting materials and work documents   directly related  to the delivery of services provided under this Contract.  Access is to be available upon reasonable notice for purposes of audit and other administrative activities and investigations.  Access is to be available for the Department, and as applicable, the federal Departments of Health and Human Services, Agriculture, Energy, or Education, and other authorized federal and state entities, their auditors, investigators and agents.  The entities and their agents may record information and make copies of materials directly related to the contract necessary for the conduct of an audit or other administrative activity or investigation.

This change is to clarify the scope of audits and investigations are directed related to contract work. This change will clearly identify the scope of the offeror's legal obligations and compliance efforts required to perform the contract.

A.
The Department cannot make the requested changes.  We are audited by governing agencies at the State and Federal level and do not have the ability to require those agencies conform to these requested changes.

	270. 
	32
	7.6
	Q.
Vendor proposes to amend the language of Section 7.6 to read as follows:


7.6   The Contractor must, as directed by the Department or other auditing and investigatory entities, take corrective action to resolve audit findings. The Contractor must prepare a corrective action plan that specifies the particular audit findings necessitating corrective action and the actions the Contractor proposes to undertake. The Department may direct the Contractor to modify the corrective action plan as the Department determines is necessary and appropriate. Contractor shall be entitled to a change order to implement the added costs or schedule relief directed by the department or other entitles under this paragraph.

This change is to allow the contractor to obtain a change order if directed to take action under this section. This change will clarify offeror's ability to obtain change orders needed to perform this contract.

A.
The Department is willing to discuss language for this section at time of contract refinement.

	271. 
	32
	9.1
	Q.
Vendor proposes to amend the language of Section 9.1 to read as follows:


9.1
The Contractor may not assign, transfer, delegate, or subcontract, in whole or part, this Contract or any right or duty arising under this Contract unless the Department in writing from the Department’s Contract liaison expressly approves the assignment, transfer, delegation, or subcontract. The Department’s consent shall not be unreasonable withheld and shall be based upon contractual reasons stated in writing by the Department. Upon award of the Contract to the Contractor, delegations and subcontracts, if expressly stated by the Contractor in the Contractor’s proposal to the Department and if detailed as to the duties and responsibilities delegated or subcontracted and as to the parties that are to be the delegates or subcontractors, stand as approved by the Department.


This change states that approvals will not be unreasonable withheld and rationale for rejection for rejection pursuant to this section shall have an articulated basis in the contract. This change will have the effect for the offeror to properly staff this project and perform the contract.

A.
The Department will make this change.

	272. 
	33
	10
	Q.
Vendor proposes adding an additional paragraph to this Section 10 to read as follows:
10      The Contractor's liability for contract damages is limited to direct damages and further to no more than one times (1X) the Contract amount. The Contractor shall not be liable for special, incidental, consequential, punitive, or indirect damages.   

This change states that approvals will bound the total potential liability exposure in the contract and is consistent with industry standard practice. This change will have the effect to properly bind the offeror's liability in respond to this RFP and to perform the contract.

A.
The Department will not make this change.

	273. 
	33
	11
	Q.
Vendor proposes revising Section 13 and address with the Department at the time of contract negotiations.

A.
The specific sections of the contract, and the nature of the requested changes, must be identified during the Q&A portion of the process.  We cannot agree to a general negotiation of standard terms and conditions.

	274. 
	36-38
	14 & 15
	Q.
Vendor proposes revising Sections 14 and 15 and address with the Department these Sections at the time of contract negotiation.

A.
The specific sections of the contract, and the nature of the requested changes, must be identified during the Q&A portion of the process.  We cannot agree to a general negotiation of standard terms and conditions.

	275. 
	42-51
	19, 20 & 21
	Q.
Vendor proposes revising Sections 19, 20, 21 and address with the Department these Sections at the time of contract negotiation.

A.
The specific sections of the contract, and the nature of the requested changes, must be identified during the Q&A portion of the process.  We cannot agree to a general negotiation of standard terms and conditions.

	276. 
	54
	26.1
	Q.
Vendor proposes to amend the language of Section 26.1 to read as follows:


26.1 The Department may undertake assessments of the Contractor’s performance under this Contract. Performance assessments may be conducted, in the discretion of the Department,  during the term of the contract.


Northrop Grumman can agree to performance assessments during the term of the Contract. This provision has unlimited time and duration which cannot be properly accounted for in a firm fixed price effort.

A.
The Department is willing to discuss this section at the time of contract refinement.  

	277. 
	54
	26.2
	Q.
Vendor proposes to amend the language of Section 26.2 to read as follows:


26.2 The Department may impose  agreed upon corrective actions on the Contractor when the Department determines that the Contractor is not in material compliance with the terms of this Contract, or any other authority, including statute, rules, or policy that govern the standards for performance, the receipt and expenditure of the monies provided through the Contract, and the conduct of the Contractor as a contractor for the State identified in the contract and solely at the fault of the Contactor. Corrective actions are for the purpose of reforming failings in the Contractor's performance and conduct.  The Contractor shall have the opportunity to cure as provide in Section 26.4 of this Contract or initiate a dispute of the alleged material non-performance within 20 days of the written notice being provided to the Contractor.

This change is to not place an unreasonable risk upon the contractor for non-material issues and allows for due process before a withhold of payment. This change will have the effect to reduce unnecessary risk of non-material issues hindering performance of the contract and add unnecessary costs.

A.
The Department will not make this change.

	278. 
	54
	26.3
	Q.
Vendor proposes to delete Section 26.3 in its entirety as it is redundant with Section 26-2.

A.
The Department does not see these as redundant but is willing to discuss this at the time of contract refinement.

	279. 
	54
	26.4
	Q.
Vendor proposes to amend the language of Section 26.4 to read as follows:

26.4
Failure to materially perform, in whole or in part, the duties and responsibilities of this Contract and the Contractor must be solely responsible for , the following:

26.4.1
 Failure to submit any report required by this Contract that materially impacts contract performance 
a material requirements of this Contract 
26.4.3
Failure to perform material contractual duties or responsibilities in accordance with the terms of this Contract or any other authority, including statute, rules, or policy that govern the standards for performance, the receipt and expenditure of the monies provider through this Contract, and the conduct of the Contractor as a contractor for the State specified in this contract;

26.4.4
Failure to comply with any law, rule or licensure and certification requirement specified in this contract;

26.4.5
Failure to maintain necessary current licensure or certification from the appropriate state and federal agencies specified in the contract;

26.4.6
Refusal or failure of the Contractor to participate in any aspect of a site visit, quality assurance review; audit, corrective action, or investigation after notice is provided to the Contractor; 

26.4.7
Refusal or failure of the Contractor to implement changes in services, as requested by the Department subject to dispute resolution process and change order process for work beyond the scope of this contract; 
26.4.8
Refusal or failure of the Contractor to correct material deficiencies noted in a quality assurance review;

26.4.9
Failure of the Contractor after corrective action measures to be in compliance with material quality assurance standards or to meet material  affirmative requirements specified in  the Contract
26.4.10
The Contractor's management or delivery of services has resulted or is resulting in harm to staff, residents or others or poses a probable risk of harm to staff, residents and others.
This change is to not place an unreasonable risk upon the contractor for non-material issues and allows for due process before a declaration of default. This change will have the effect to reduce unnecessary risk of non-material issues hindering performance of the contract and add unnecessary costs.

A.
The Department will not make the requested changes but is willing to discuss some revisions to this section at the time of contract refinement.

	280. 
	55
	26.5, 26.6 and 26.7
	Q.
Vendor proposes the deletion of Sections 26.5, 26.6 and 26.7 of the contract in their entirety.  Vendor proposes the insertion of a new Section 26.5 to read as follows:


26.5 If a corrective action under this section is imposed, the Department shall provide a written notice specifying the material event requiring corrective action, the contractual basis for the concern and requiring it to be remedied within, in the absence of a greater specification of time, thirty (30) days from the date of the notice, or upon completion of a dispute resolution process. 


This change is to not place an unreasonable risk upon the contractor for non-material issues and allows for due process before a declaration of default. This change will have the effect to reduce unnecessary risk of non-material issues hindering performance of the contract and add unnecessary costs.

A.
The Department is willing to discuss this change at the time of contract refinement.

	281. 
	55-56
	28
	Q.
Vendor proposes the deletion of Sections 28 of the contract in their entirety. The provisions for contract termination and breach are covered in Section 31 as revised herein.

A.
The Department will not make this change.

	282. 
	56
	31.1
	Q.
Vendor proposes to amend the language of Section 31.1 to read as follows:

The Department may with written notice and completion of the process called for in Section 34   terminate this Contract for material failure of the Contractor that is solely at the fault of the Contractor to perform the Contract in accordance with the material terms of the Contract.  

This change is to not place an unreasonable risk upon the contractor for non-material issues and allows for due process before a declaration of default. This change will have the effect to reduce unnecessary risk of non-material issues hindering performance of the contract and add unnecessary costs.

A.
The Department will not make this change but is willing to discuss a notice process at time of contract refinement.

	283. 
	56-57
	31.1.1
	Q.
Vendor proposes to amend the language of Section 31.1.1 to read as follows:

31.1.1
Failure to perform is a material failure  and it must be solely the Contractors fault to 
31.1.1.1
Perform material services as required and within the time limits specified in this Contract;

material requirements of this Contract 
31.1.1.3
Perform material contractual duties or responsibilities in accordance with the terms of the Contract or any other authority, including statute, rules, or policy ,that govern the standards for performance, the receipt and expenditure of the monies provided through the Contract, and the conduct of the Contractor as a contractor for the State specified in this Contract;


31.1.1.5
Comply with material  law, regulation, or licensure and certification requirement specified in this contract;

31.1.1.6
Respond to or to effectively implement corrective actions pursuant to Section 26 by the Department; or

31.1.1.7
Reimburse overpayments, penalties, or other sums owing to the Department pursuant to Section 5.

This change is to not place an unreasonable risk upon the contractor for non-material issues. This change will have the effect to reduce unnecessary risk of non-material issues hindering performance of the contract and add unnecessary costs.

A.
The Department will not make these changes.

	284. 
	57
	31.2
	Q.
Vendor proposes to amend the language of Section 31.2 to read as follows:

31.2
The Department may, after utilizing the process stated in Section 34, terminate this Contract based upon the Contractor's material violations of federal or state laws, regulations, executive orders, specified in this Contract that are solely the fault of the contractor.


This change is to not place an unreasonable risk upon the contractor for non-material issues and allows for due process before a declaration of default. This change will have the effect to reduce unnecessary risk of non-material issues hindering performance of the contract and add unnecessary costs.

A.
The Department is willing to discuss changes to this section during contract refinement.

	285. 
	57
	31.2.1
	Q.
Vendor proposes to amend the language of Section 31.2.1 to read as follows:

31.2.1
  Violations of federal or state legal authorities subject to this agreement are the following:
31.2.1.1
The American Recovery and Reinvestment Act of 2009;

31.2.1.2
The Government Funding Transparency Act of 2008;

31.2.1.3
The Federal Funding Accountability and Transparency Act of 2006;

31.2.1.4
The federal and state false claims acts;

31.2.1.5
The federal and state debarment legal authorities;

31.2.1.6
The Sherman Act;

31.2.1.7
The federal and state civil rights legal authorities; 


This revision provides the federal and state law applicable to this Contract. Ambiguity as to these provisions cannot be properly accounted for in a Firm Fixed Price Contract.

A.
The Department will not make this change.

	286. 
	57
	31.4
	Q.
Vendor proposes to amend the language of Section 31.4 to read as follows:

31.4
 The Department or Contractor may terminate this Contract without cause. Termination without cause may be exercised in lieu of any or all of the other remedial measures available through this Contract. The Department or Contractor must give notice of termination to the Department or Contractor at least 60 days prior to the effective date of termination. The parties may mutually agree to a different effective date of termination.

This change is to allow for a reciprocal Termination for Convenience. This change will allow the offeror's to respond to this RFP understanding if costs incurred may be recovered in the event of a termination of the contract without cause.

A.
The Department will not make this change.

	287. 
	57
	31.6
	Q.
Vendor proposes the deletion of this section as the Contract should have authority to revoke its own notice.

A.
The Department will not make this change.

	288. 
	57
	31.7
	Q.
Vendor proposes to amend the language of Section 36.6 to read as follows:
31.7
Upon termination of this Contract, the Contractor may receive or claim any consideration   for unamortized cost expended by the Contractor as well as all other costs incurred by the Contractor's performance and legal considerations.

This change is to allow for the Contractor to recover cost incurred for working on this contract up to the Department’s termination of the contract. This change will allow the offeror's to respond to this RFP understanding if costs incurred may be recovered in the event of a termination of the contract without cause.

A.
The Department will not agree to the suggested change, however, we will discuss reimbursement for costs incurred when termination of contract for some reasons at time of contract refinement.

	289. 
	58
	31.8
	Q.
Vendor proposes the deletion of this section as the Contract as record keeping is already addressed in Section  7.4 of the Contract.

A.
The Department will not make this change.

	290. 
	58
	32.4
	Q.
Vendor proposes to amend the language of Section 32.4 to read as follows:

32.4
If there is litigation concerning this Contract, the   parties shall pay its own costs and attorney fees.

This change is to allow for each party to be responsible for their own attorneys fees in relation to this contract. This change will have the effect to properly bind the offeror's liability in respond to this RFP and to perform the contract.

A.
The Department will not make this change.

	291. 
	58
	32.5
	Q.
Vendor proposes to amend the language of Section 38.5 to read as follows:

32.5
If there is a contractual dispute, the parties agree to continue performance under this Contract subject to the Dispute Process in Section 34.


This change is to allow for the continuance of work in the event of a contractual dispute. This change will have the effect on the offeror's ability to perform the contract as it will establish a path to resolving contractual disputes in a timely and equitable manner.

A.
The Department cannot accept this change as there is currently no accepted language regarding a Dispute Process in Section 34.

	292. 
	59
	33.6
	Q.
Vendor proposes the deletion of this section as the Contract is addressed in Section  33.1 and the RFP response is expressly included in the contract  by that section and as such the RFP should be taken into consideration for determining contractual intent.

A.
The Department will not make this change.

	293. 
	59
	34
	Q.
Vendor proposed to add Section 34 to provide for a dispute resolution process. The new Section 34 reads as follows:

34 Disputes Process

1.
The Parties will first work together in good faith to resolve any issues using the change management process.  The Parties will implement and follow a regular and routine issues management process for documenting and articulating issues, assigning ownership, identifying priority level, and determining timetables for resolution in weekly status meetings between the Department and Contractor program staffs.  

2.
The Parties will participate in the issues management process, including using the tools and forms agreed to by the Parties.  Contractor will maintain a log of issues containing the detail listed below (and any other information as the Parties may agree) throughout the Term of the Agreement.

A.
control number and date of the issue

B.
name of the agency and site involved

C.
brief description of the issue

D.
current status of the issue

3.
If either Party determines that any issue has not been resolved through the regular and routine issues management process within a reasonable timeframe from the time the issue was first logged, that Party may initiate the expedited dispute resolution procedures below. 

Expedited Dispute Resolution Procedures

4.
Either Party may invoke these expedited dispute resolution procedures.  The Party invoking these expedited dispute resolution procedures will send an agenda request to the other Party’s Program Manager for the standing meeting described in next paragraph. Copies should be provided to Contractor’s Contracts Manager and Department’s Project manager. 

5.
The Parties will dedicate a time for and participate in a weekly standing meeting reserved for discussion of any issues that are not resolved by the issues management process (1st Stage).  The attendees will include each organization’s Program Manager and technical representatives as required.  Contractor will publish the agenda one day prior to the meeting in order to give all attendees sufficient time to prepare.  Any decisions will be documented and serve as precedents for future issues.  In the event there are no issues to discuss, the meeting will be cancelled.  Issues that are not resolved within fifteen business days of the standing meeting will be immediately referred to the 2nd Stage.

6.
The Managers identified in the 2nd Stage will meet within ten business days of referral of the issue to them from the weekly standing meeting.  Any decisions will be documented and serve as precedents for future issues.  If the Managers are not able to resolve the issue within five business days of their meeting, the matter will be immediately escalated to the 3rd Stage. 

7.
Contractor’s General Manager and The 3rd Stage Executives will meet within ten business days of referral of the issue to them from the 2nd Stage.  Any decisions will be documented and serve as precedents for future issues.  If 3rd Stage Executives are not able to resolve the issue within ten business days of their meeting, the matter will be escalated to expedited non-binding mediation.

8.
The Stages outlined above and designated participants for each stage are as follows:

Stage

Contractor POC/ Titles

Department POC/ Titles

1st
TBD

TBD

2nd
TBD

TBD

3rd 

TBD

TBD

Expedited Non-Binding Mediation

9.
Either Party may initiate expedited non-binding mediation by giving written notice to the other Party requesting the selection of a qualified mediator. 

10.
The mediator shall meet with the 2nd Stage managers within ten (10) business days of his/her selection to review their attempts to resolve the issue and to explore possible mechanisms to facilitate a successful mediation process, such as availability of a technical advisor, and procedures to be used in mediation.  

A.
Except to the extent alternate schedules are agreed between the Parties, the mediator shall proceed in an expedited manner with the objective that the mediation occur not later than sixty (60) calendar days after the initial notice requesting mediation.  This process shall be obligatory for both Parties.  

11.
To the extent feasible, mediation will occur on consecutive days and shall not extend more than five days.  Unless otherwise agreed by the Parties, the mediation shall be held in the Helena, Montana area.

12.
Each Party shall attend the mediation with a business representative with full authority to resolve the issue to the extent feasible, and the Parties may be assisted by a representative of the Party’s legal department.

13.
The cost of the mediator shall be borne equally by the Parties.

14.
Should non-binding mediation not resolve the issue, each Party shall have the right to commence any legal action, or proceeding as permitted by law.

This change is to allow for the timely processing of a contractual dispute. This change will have the effect on the offeror's ability to perform the contract as it will establish a path to resolving contractual disputes in a timely and equitable manner.

A.
The Department is willing to discuss a dispute resolution process at the time of contract refinement but does not accept this language at this time.

	294. 
	General
	General
	Q
Vendor reserves the right to revisit the contract terms and conditions in the RFP in our proposal submission and to align with any subsequent negotiations.

A.
The Statement of Work can be used to better define and/or re-align the proposal following final contract refinement.

	295. 
	17
	3.3
	Q.
The last sentence of the second full paragraph n page 17 states, “The Department is in the process of moving all server hosting services to SITSD.”  Are the systems and servers that are in the process of being moved to SITSD included in the assessment or is the assessment limited to the systems and servers hosted in the Helena and Miles City Data Centers?  If they are included, when is the migration expected to be completed?

A.
The systems selected are representative of all the different applications we host.  Some have been transitioned, some are in transition, and some will not have begun the transition process.  Both DPHHS and SITSD use the same data centers, so the scope of assessment does not change based on where each application is in the transition.

	296. 
	17
	3.3
	Q.
Are the SITSD Helena and Miles City data centers SOC1, 2 and/or 3 certified?

A.
No.

	297. 
	17
	3.3
	Q.
Are the SITSD Helena and Miles City data centers SSAE-16 certified?

A.
No.

	298. 
	17
	3.3
	Q.
The last paragraph in this RFP subsection states, “The Department does use various external vendor-hosted systems…”  How many interconnections exist?  Would the state please make the interconnections documentation and diagrams available to the vendors for proposal preparation?

A.
Most of the applications have multiple interconnections. For all 20 applications there is a total of fewer than 50 interconnections.  For security reasons, the documentation of those connections will not be provided during the RFP process.

	299. 
	17
	3.4.1
	Q.
Does the Department have existing system security plans for each system included in this assessment and a master system security plan for the data center, and will these be made available at the time of contract award?

A.
Providing this information could put the State at risk.  This information will only be provided to the successful Offeror.

	300. 
	18
	3.4.2
	Q.
Is the Department expecting a white box, grey box or black box penetration test?

A.
We would prefer white, but it is likely that we do not have sufficient documentation that could be used to provide the appropriate information.  We expect to sit with the successful Offeror to provide the appropriate information to make the process as white as possible.

	301. 
	18
	3.4.2
	Q.
Approximately how many externally facing systems are to be tested?

A.
9 applications hosted on a few IP addresses, but most with discrete ports.

	302. 
	18
	3.4.4
	Q.
To better understand the scope and complexity of this assessment effort, are configuration and code changes to the 20 applications listed in Section 3.4.4 all documented and approved through a single DPHHS change management process?  If not, how many change management processes and configured items repositories are used to manage maintenance and operations for the 20 applications?

A.
There is no existing process.  Each application has its’ own ad-hoc process.

	303. 
	19
	3.4.5
	Q.
Is there an existing, approved server configuration standard for applications hosted in State of Montana Helena Data Center and the Miles City Data Center?

A.
There is no existing configuration baseline or standard.

	304. 
	19
	3.4.5
	Q.
Is there an existing, approved standard configuration exception process and will the state provide the documentation upon award?

A.
There is no existing process or documentation that can be provided.

	305. 
	19
	3.4.5
	Q.
Is there an existing, approved quality assurance process to periodically verify as-is server configuration to configured items documentation and will the state provide the documentation upon award?

A. 
There is no existing process or documentation that can be provided.


	306. 
	19
	3.4.5
	Q.
Is there an existing, approved server configuration reporting process and will the state provide the documentation upon award?

A.
There is no existing process or documentation that can be provided.

	307. 
	19-20
	3.7
	Q.
The third bullet requires that the three NDA forms included as Appendix C, D, and E are required from each of the Offeror’s team members. Are these to be submitted with the proposal or upon contract execution?

A.
None of the appendices need to be signed until the contract is awarded.

	308. 
	20
	3.7
	Q.
The last bullet in list requires the Contractor to sign a Business Associates Agreement (BAA) as part of the contract. Is this form required to be included with the proposal or upon contract execution?

A.
Upon contract execution.

	309. 
	N/A
	N/A
	Q.
Will the vendor selected to complete the Security Posture Assessments and Recommendations project be precluded from bidding to perform any subsequent work that might result from the recommendations?

A.
Yes.

	310. 
	N/A
	N/A
	Q.
The original RFP stated the goal of completing the Detailed Security Posture Assessment Report by May 1st.  With the extension of the proposal and selection dates by 2 and 3 weeks respectively, does that also extend the goal of completing the work to later in May or does the State still wish the work to be completed by May 1st?

A.
The Department wants the assessment report as soon as possible; however, we also want the assessment and analysis to be thorough and complete.  The Offeror should propose the earliest possible date for completion of the report in the schedule included in the proposal.
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