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INSTRUCTIONS TO OFFERORS

It is the responsibility of each offeror to:

Follow the format required in the RFP when preparing your response. Provide responses in a clear and concise manner.

Provide complete answers/descriptions. Read and answer all questions and requirements. Proposals are evaluated based solely on the information and materials provided in your written response.

Use any forms provided, e.g., cover page, budget form, certification forms, etc.

Submit your response on time. Note all the dates and times listed in the Schedule of Events and within the document. Late proposals are never accepted.

The following items MUST be included in the response.

Failure to include ANY of these items may result in a nonresponsive determination.

(
Signed Cover Sheet
(
Signed Addenda (if appropriate) in accordance with Section 1.4.3
(
Address all mandatory requirements in accordance with Section 1.5.3
(
Filled out featured matrix in accordance with Section 3.4
(
Correctly executed State of Montana "Affidavit for Trade Secret Confidentiality" form, if claiming information to be confidential or proprietary in accordance with Section 2.3.1.

(
In addition to a detailed response to all requirements within Sections 3, 4, 5, and Appendix C offeror must acknowledge that it has read, understands, and will comply with each section/subsection listed below by initialing the line to the left of each.  If offeror cannot meet a particular requirement, provide a detailed explanation next to that requirement.


Section 1, Introduction and Instructions



Section 2, RFP Standard Information



Section 3.1, Scope of Services


Section 3.2, Background


Section 4.1, State's Right to Investigate and Reject


Section 4.3, Product Demonstration


Section 6, Evaluation Process



Appendix A, Standard Terms and Conditions


Appendix B, Contract
SCHEDULE OF EVENTS

EVENT
DATE
RFP Issue Date
September 4, 2014
Deadline for Receipt of Written Questions
September 18, 2014
Deadline for Posting Written Responses to the State's Website
September 25, 2014
RFP Response due Date
October 10, 2014
Intended Date for Contract Award
November 14, 2015*
*The dates above identified by an asterisk are included for planning purposes. These dates are subject to change.
SECTION 1:  INTRODUCTION AND INSTRUCTIONS
1.1
INTRODUCTION
The STATE OF MONTANA, Department of Administration, State Information Technology Services Division (State or SITSD) is seeking a contractor to provide a Mobile Device Management (MDM) solution. A more complete description of the supplies and services to be provided is found in Section 3. 
1.2
CONTRACT PERIOD
The contract period is three years, beginning upon final contract signature and ending three years later. The parties may mutually agree to a renewal of this contract in one-year intervals, or any interval that is advantageous to the State. This contract, including any renewals, may not exceed a total of 10 years, at the State's option.
1.3
SINGLE POINT OF CONTACT

From the date this Request for Proposal (RFP) is issued until an offeror is selected and announced by the procurement officer, offerors shall not communicate with any state staff regarding this procurement, except at the direction of Tia Snyder, the procurement officer in charge of the solicitation. Any unauthorized contact may disqualify the offeror from further consideration. Contact information for the single point of contact is:

Procurement Officer: Tia Snyder
Telephone Number: 406-444-3315
Fax Number: 406-444-2529
E-mail Address: tsnyder@mt.gov
1.4
REQUIRED REVIEW

1.4.1 Review RFP.  Offerors shall carefully review the entire RFP. Offerors shall promptly notify the procurement officer identified above via e-mail or in writing of any ambiguity, inconsistency, unduly restrictive specifications, or error that they discover. In this notice, the offeror shall include any terms or requirements within the RFP that preclude the offeror from responding or add unnecessary cost. Offerors shall provide an explanation with suggested modifications. The notice must be received by the deadline for receipt of inquiries set forth in Section 1.4.2. The State will determine any changes to the RFP. 

1.4.2 Form of Questions.  Offerors having questions or requiring clarification or interpretation of any section within this RFP must address these issues via e-mail or in writing to the procurement officer listed above on or before September 18, 2014. Offerors are to submit questions using the Vendor RFP Question and Answer Form available on the OneStop Vendor Information website at: http://svc.mt.gov/gsd/OneStop/GSDDocuments.aspx or by calling (406) 444-2575. Clear reference to the section, page, and item in question must be included in the form. Questions received after the deadline may not be considered.
1.4.3 State's Response.  The State will provide a written response by September 25, 2014 to all questions received by September 18, 2014. The State's response will be by written addendum and will be posted on the State's website with the RFP at http://svc.mt.gov/gsd/OneStop/SolicitationDefault.aspx by the close of business on the date listed. Any other form of interpretation, correction, or change to this RFP will not be binding upon the State. Offerors shall sign and return with their RFP response an Acknowledgment of Addendum for any addendum issued. 

1.5
general requirements

1.5.1 Acceptance of Standard Terms and Conditions/Contract.  By submitting a response to this RFP, offeror accepts the standard terms and conditions and contract set out in Appendices A and B, respectively. Much of the language included in the standard terms and conditions and contract reflects the requirements of Montana law.

Offerors requesting additions or exceptions to the standard terms and conditions, or to the contract terms, shall submit them to the procurement officer listed above by the date specified in Section 1.4.2. A request must be accompanied by an explanation why the exception is being sought and what specific effect it will have on the offeror's ability to respond to the RFP or perform the contract. The State reserves the right to address nonmaterial requests for exceptions to the standard terms and conditions and contract language with the highest scoring offeror during contract negotiation. 
The State shall identify any revisions to the standard terms and conditions and contract language in a written addendum issued for this RFP. The addendum will apply to all offerors submitting a response to this RFP. The State will determine any changes to the standard terms and conditions and/or contract. 

1.5.2 Resulting Contract.  This RFP and any addenda, the offeror's RFP response, including any amendments, a best and final offer (if any), and any clarification question responses shall be incorporated by reference in any resulting contract.
1.5.3 Mandatory Requirements.  To be eligible for consideration, an offeror must meet all mandatory requirements as listed in Section 3.3, Mobile Device Management Solution Mandatory Requirements and in Section 3.6.1, NIST Security Requirements. The State will determine whether an offeror's proposal complies with the requirements. Proposals that fail to meet any mandatory requirements listed in this RFP will be deemed nonresponsive.
1.5.4 Understanding of Specifications and Requirements.  By submitting a response to this RFP, offeror acknowledges it understands and shall comply with the RFP specifications and requirements.

1.5.5 Offeror's Signature.  Offeror's proposal must be signed in ink by an individual authorized to legally bind the offeror. The offeror's signature guarantees that the offer has been established without collusion. Offeror shall provide proof of authority of the person signing the RFP upon State's request.
1.5.6 Offer in Effect for 120 Calendar Days.  Offeror agrees that it may not modify, withdraw, or cancel its proposal for a 120-day period following the RFP due date or receipt of best and final offer, if required.
1.6
Submitting a PrOPOSAL

1.6.1 Organization of Proposal.  Offerors must organize their proposal into sections that follow the format of this RFP. Proposals should be bound, and must include tabbed dividers separating each section.  Proposal pages must be consecutively numbered.

All subsections not listed in the "Instructions to Offerors" on page 3 require a response. Restate the section/subsection number and the text immediately prior to your written response.

Unless specifically requested in the RFP, an offeror making the statement "Refer to our literature…" or "Please see www…….com" may be deemed nonresponsive or receive point deductions. If making reference to materials located in another section of the proposal, specific page numbers and sections must be noted. The evaluator/evaluation committee is not required to search through the proposal or literature to find a response.
The State encourages offerors to use materials (e.g., paper, dividers, binders, brochures, etc.) that contain post-consumer recycled content. Offerors are encouraged to print/copy on both sides of each page.

1.6.2 Failure to Comply with Instructions.  Offerors failing to comply with these instructions may be subject to point deductions. Further, the State may deem a proposal nonresponsive or disqualify it from further consideration if it does not follow the response format, is difficult to read or understand, or is missing requested information.
1.6.3 Multiple Proposals.  Offerors may, at their option, submit multiple proposals. Each proposal shall be evaluated separately. 
1.6.4 Price Sheets.  Offerors must use the RFP Price Sheets found in Section 5. These price sheets serve as the primary representation of offeror's cost/price. Offeror should include additional information as necessary to explain the offeror's cost/price. 

1.6.5 Copies Required and Deadline for Receipt of Proposals.  Offerors must submit one original proposal and one copy to the State Procurement Bureau. In addition, offerors must submit two electronic copies on compact disc (CD) or universal serial bus (USB) flash drive in Microsoft Word or portable document format (PDF). If any confidential materials are included in accordance with the requirements of Section 2.3.2, they must be submitted on a separate CD or USB flash drive.
Offerors must submit one original Cost Proposal (paper), two copies (paper), and two electronic copies on clearly labeled separate CD/USB drives to the State Procurement Bureau under separate, sealed cover. Each CD/USB must contain a single electronic copy of the cost proposal 
each Proposal must be sealed and labeled on the outside of the package clearly indicating it is in response to RFP15-3017T. Proposals must be received at the reception desk of the State Procurement Bureau prior to 2:00 p.m., Mountain Time, October 10, 2014. Offeror is solely responsible for assuring delivery to the reception desk by the designated time.
1.6.6 Facsimile Responses.  A facsimile response to an RFP will ONLY be accepted on an exception basis with prior approval of the procurement officer and only if it is received in its entirety by the specified deadline. Responses to RFPs received after the deadline will not be considered.

1.6.7 Late Proposals.  Regardless of cause, the State shall not accept late proposals. Such proposals will automatically be disqualified from consideration. Offeror may request the State return the proposal at offeror's expense or the State will dispose of the proposal if requested by the offeror. (See Administrative Rules of Montana (ARM) 2.5.509.)
1.7
COSTS/OWNERSHIP OF MATERIALS
1.7.1 State Not Responsible for Preparation Costs.  Offeror is solely responsible for all costs it incurs prior to contract execution.
1.7.2 Ownership of Timely Submitted Materials.  The State shall own all materials submitted in response to this RFP.
SECTION 2:  RFP STANDARD INFORMATION

2.1
AUTHORITY

The RFP is issued under 18-4-304, Montana Code Annotated (MCA) and ARM 2.5.602. The RFP process is a procurement option allowing the award to be based on stated evaluation criteria. The RFP states the relative importance of all evaluation criteria. The State shall use only the evaluation criteria outlined in this RFP.
2.2
Offeror Competition
The State encourages free and open competition to obtain quality, cost-effective services and supplies. The State designs specifications, proposal requests, and conditions to accomplish this objective.
2.3
Receipt of Proposals and Public Inspection

2.3.1 Public Information.  Subject to exceptions provided by Montana law, all information received in response to this RFP, including copyrighted material, is public information. Proposals will be made available for public viewing and copying shortly after the proposal due date and time. The exceptions to this requirement are:  (1) bona fide trade secrets meeting the requirements of the Uniform Trade Secrets Act, Title 30, chapter 14, part 4, MCA, that have been properly marked, separated, and documented; (2) matters involving individual safety as determined by the State; and (3) other constitutional protections. See 18-4-304, MCA. The State provides a copier for interested parties' use at $0.10 per page. The interested party is responsible for the cost of copies and to provide personnel to do the copying. 

2.3.2 Procurement Officer Review of Proposals.  Upon opening the proposals in response to this RFP, the procurement officer will review the proposals for information that meets the exceptions in Section 2.3.1, providing the following conditions have been met:

●
Confidential information (including any provided in electronic media) is clearly marked and separated from the rest of the proposal.

●
The proposal does not contain confidential material in the cost or price section.

●
An affidavit from the offeror's legal counsel attesting to and explaining the validity of the trade secret claim as set out in Title 30, chapter 14, part 4, MCA, is attached to each proposal containing trade secrets. Counsel must use the State of Montana "Affidavit for Trade Secret Confidentiality" form in requesting the trade secret claim. This affidavit form is available on the OneStop Vendor Information website at:  http://svc.mt.gov/gsd/OneStop/GSDDocuments.aspx or by calling (406) 444-2575.
Information separated out under this process will be available for review only by the procurement officer, the evaluator/evaluation committee members, and limited other designees. Offerors shall pay all of its legal costs and related fees and expenses associated with defending a claim for confidentiality should another party submit a "right to know" (open records) request.
2.4
CLASSIFICATION AND EVALUATION OF PROPOSALS

2.4.1 Initial Classification of Proposals as Responsive or Nonresponsive.  The State shall initially classify all proposals as either "responsive" or "nonresponsive" (ARM 2.5.602). The State may deem a proposal nonresponsive if:  (1) any of the required information is not provided; (2) the submitted price is found to be excessive or inadequate as measured by the RFP criteria; or (3) the proposal does not meet RFP requirements and specifications. The State may find any proposal to be nonresponsive at any time during the procurement process. If the State deems a proposal nonresponsive, it will not be considered further.

2.4.2 Determination of Responsibility.  The procurement officer will determine whether an offeror has met the standards of responsibility consistent with ARM 2.5.407. An offeror may be determined nonresponsible at any time during the procurement process if information surfaces that supports a nonresponsible determination. If an offeror is found nonresponsible, the procurement officer will notify the offeror by mail. The determination will be included within the procurement file.

2.4.3 Evaluation of Proposals.  An evaluator/evaluation committee will evaluate all responsive proposals based on stated criteria and recommend an award to the highest scoring offeror. The evaluator/evaluation committee may initiate discussion, negotiation, or a best and final offer. In scoring against stated criteria, the evaluator/evaluation committee may consider such factors as accepted industry standards and a comparative evaluation of other proposals in terms of differing price and quality. These scores will be used to determine the most advantageous offering to the State. If an evaluation committee meets to deliberate and evaluate the proposals, the public may attend and observe the evaluation committee deliberations.

2.4.4 Completeness of Proposals.  Selection and award will be based on the offeror's proposal and other items outlined in this RFP. Proposals may not include references to information such as Internet websites, unless specifically requested. Information or materials presented by offerors outside the formal response or subsequent discussion, negotiation, or best and final offer, if requested, will not be considered, will have no bearing on any award, and may result in the offeror being disqualified from further consideration.
2.4.5 Achieve Minimum Score.  Any proposal that fails to achieve 75% of the total available points for Section 3 (28,687 points out of 38,250) will be eliminated from further consideration. A "fail" for any individual evaluation criteria may result in proposal disqualification at the discretion of the procurement officer.

2.4.6 Opportunity for Discussion/Negotiation and/or Oral Presentation/Product Demonstration.  After receipt of proposals and prior to the recommendation of award, the procurement officer may initiate discussions with one or more offerors should clarification or negotiation be necessary. Offerors may also be required to make an oral presentation and/or product demonstration to clarify their RFP response or to further define their offer. In either case, offerors should be prepared to send qualified personnel to Helena, Montana, to discuss technical and contractual aspects of their proposal. Oral presentations and product demonstrations, if requested, shall be at the offeror's expense. 

2.4.7 Best and Final Offer.  Under Montana law, the procurement officer may request a best and final offer if additional information is required to make a final decision. The State reserves the right to request a best and final offer based on price/cost alone. Please note that the State rarely requests a best and final offer on cost alone.
2.4.8 Evaluator/Evaluation Committee Recommendation for Contract Award.  The evaluator/ evaluation committee will provide a written recommendation for contract award to the procurement officer that contains the scores, justification, and rationale for the decision. The procurement officer will review the recommendation to ensure its compliance with the RFP process and criteria before concurring with the evaluator's/evaluation committee's recommendation.
2.4.9 Request for Documents Notice.  Upon concurrence with the evaluator's/evaluation committee's recommendation, the procurement officer will request from the highest scoring offeror the required documents and information, such as insurance documents, contract performance security, an electronic copy of any requested material (e.g., proposal, response to clarification questions, and/or best and final offer), and any other necessary documents. Receipt of this request does not constitute a contract and no work may begin until a contract signed by all parties is in place. The procurement officer will notify all other offerors of the State's selection.

2.4.10 Contract Execution.  Upon receipt of all required materials, a contract (Appendix B) incorporating the standard terms and conditions (Appendix A), as well as the highest scoring offeror's proposal, will be provided to the highest scoring offeror for signature. The highest scoring offeror will be expected to accept and agree to all material requirements contained in Appendices A and B of this RFP. If the highest scoring offeror does not accept all material requirements, the State may move to the next highest scoring offeror, or cancel the RFP. Work under the contract may begin when the contract is signed by all parties.
2.5
STATE'S RIGHTS RESERVED
While the State has every intention to award a contract resulting from this RFP, issuance of the RFP in no way constitutes a commitment by the State to award and execute a contract. Upon a determination such actions would be in its best interest, the State, in its sole discretion, reserves the right to:

●
Cancel or terminate this RFP (18-4-307, MCA);

●
Reject any or all proposals received in response to this RFP (ARM 2.5.602);

●
Waive any undesirable, inconsequential, or inconsistent provisions of this RFP that would not have significant impact on any proposal (ARM 2.5.505);

●
Not award a contract, if it is in the State's best interest not to proceed with contract execution (ARM 2.5.602); or

●
If awarded, terminate any contract if the State determines adequate state funds are not available (18-4-313, MCA). 

2.6
DEPARTMENT OF ADMINISTRATION POWERS AND DUTIES

The Department of Administration is responsible for carrying out the planning and program responsibilities for information technology (IT) for state government. (Section 2-17-512, MCA) The Chief Information Officer is the person appointed to carry out the duties and responsibilities of the Department of Administration relating to information technology. The Department of Administration shall:

●
Review the use of information technology resources for all state agencies;

●
Review and approve state agency specifications and procurement methods for the acquisition of information technology resources; and
●
Review, approve, and sign all state agency IT contracts and shall review and approve other formal agreements for information technology resources provided by the private sector and other government entities.

2.7
COMPLIANCE WITH STATE OF MONTANA IT STANDARDS

The offeror is expected to be familiar with the State of Montana IT environment. All services and products provided as a result of this RFP must comply with all applicable State of Montana IT policies and standards in effect at the time the RFP is issued. The offeror must request exceptions to State IT policies and standards in accordance with Section 1.5 of this RFP. It will be the responsibility of the State to deny the exception request or to seek a policy or standards exception through the Department of Administration, Information Technology Services Division (ITSD). Offerors are expected to provide proposals that conform to State IT policies and standards. It is the intent of ITSD to utilize the existing policies and standards and not to routinely grant exceptions. The State reserves the right to address nonmaterial requests for exceptions with the highest scoring offeror during contract negotiation.
The links below will provide information on State of Montana IT strategic plans, current environment, policies, and standards.
State of Montana Information Technology Strategic Plan

http://itsd.mt.gov/stratplan/statewide/default.mcpx
State of Montana Information Technology Environment

http://itsd.mt.gov/techmt/compenviron.mcpx
State of Montana IT Policies

http://itsd.mt.gov/policy/policies/default.mcpx
State of Montana Software Standards

http://itsd.mt.gov/policy/software/default.mcpx
State of Montana Operations Manual (MOM) IT Policies and Standards

State of Montana Information Technology Policies
MCA Code 2-17-534. Security responsibilities of department.

http://leg.mt.gov/bills/mca/2/17/2-17-534.htm 
MCA Code 2-15-114. Security responsibilities of departments for data.

http://leg.mt.gov/bills/mca/2/15/2-15-114.htm 
Federal Information Security Management Act

http://csrc.nist.gov/drivers/documents/FISMA-final.pdf 
NIST SP 800-53, Security and Privacy Controls for Federal Information Systems and Organizations

http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf 
NIST SP 800-144, Guidelines on Security and Privacy in Public Cloud Computing

http://csrc.nist.gov/publications/nistpubs/800-144/SP800-144.pdf 

SECTION 3:  SCOPE OF SERVICES
3.1
SCOPE OF SERVICES
To enable the State to determine the capabilities of an offeror to provide the supplies and perform the services specified in the RFP, the offeror shall respond to the following regarding its ability to meet the State's requirements.

All subsections require a response. Restate the section/subsection number and the text immediately prior to your written response, except for Section 3.3, Mobile Device Management Solutions Mandatory Requirements. 
Some sections have a matrix of relevant features to be completed with Offerors response. Offerors must complete the attached excel spreadsheet (Appendix C) as instructed.
Offerors shall provide an Executive Summary of the proposed solution based on the mandatory requirements contained in Section 3.3 and functional requirements contained in Section 3.4. The Executive Summary shall provide a clear description of your proposed solution and how it meets the State’s requirements. The Executive Summary shall not exceed three pages in 12-point font, single spaced.

3.2
BACKGROUND
The State of Montana, Department of Administration, State Information Technology Services Division (State or SITSD) is seeking a contractor to provide an enterprise wide mobile device management (MDM) solution. SITSD provides services to the state agencies and political subdivisions throughout the State under a federated model. These agencies have expressed the desire to use an MDM solution as they embrace the power of mobile computing in the form of tablets, smartphones and other mobile devices as the technology evolves.  Currently, mobile device users are able to use ActiveSync for email-only functionality (where supported), but the need to expand beyond this capability for productivity and security reasons has increased exponentially.  

The State has approximately 15,000 employees. Every employee using mobile devices to access the State’s data is unlikely at this time; however, it is anticipated that the initial buy-in could be between 1,000-3,000 mobile device users and the 10 year device count could be over 20,000. Though it is unknown at this time what the final MDM support numbers will look like, the State is seeking a solution can support at least 15,000 mobile device users.
3.3
MOBILE DEVICE MANAGEMENT SOLUTION MANDATORY REQUIREMENTS
Specifications 3.3.1 through 3.3.10 are mandatory requirements. The proposed solution (inclusive of your entire proposal) must meet ALL of the following requirements to be considered for further evaluation. Answer only “Yes” or “No” – any other text entries will not be considered. Answer "Yes" only if your solution has fully implemented and realized the required functionality on the day the proposal is submitted.
	Section
	Mandatory Requirement
	Complies (Yes/No)

	3.3.1
	The proposed solution must have the ability to wipe data from a lost device either by remote command or after a variable number of days of connectivity loss.
	

	3.3.2
	The proposed solution must have the ability to restrict mobile OS versions.
	

	3.3.3
	The proposed solution must have the ability to remotely lock a device.
	

	3.3.4
	The proposed solution must have the ability to enforce data encryption.
	

	3.3.5
	The proposed solution must have a jailbreak/root detection mechanism for mobile phones.
	

	3.3.6
	The proposed solution must have the ability for agencies to create and manage agency-specific MDM policies, such as enforcing password policies (password length, unique password, and change frequency), restricting applications, as well as manage groups of devices by individual agency via Active Directory (AD).
	

	3.3.7
	The proposed solution must have the ability to 1) inventory devices by ID, hardware model, and firmware version, and 2) report by regions and divisions within an agency.
	

	3.3.8
	The proposed solution must have ability to be a trusted certificate authority.
	

	3.3.9
	The proposed solution must have the ability to deploy enterprise and agency-specific app catalogs so users can view, install, and update approved apps.
	

	3.3.10
	The proposed solution must work in concert with Microsoft Exchange’s Outlook Web App (OWA) policies. It may offer more functionality or a more restrictive environment but in situations where Exchange is less permissive it must allow Exchange’s policies to override its own. 
	


3.4
MOBILE DEVICE MANAGEMENT SOLUTION FUNCTIONALITY 
3.4.1 Strategy / Vision. Offerors shall describe their overall strategy / vision for supporting mobile devices including agency provided and employee provided (BYOD) devices. Responses shall cover how your solution stands out in the industry (awards, etc). Include a solutions roadmap broadly outlining your future development plans in the next 2-3 years, describing key capabilities that you plan to introduce with future platform / service releases.  

Include any additional information about your solution’s device strategy / vision you believe are beneficial to the State, but your entire response must be included in your RFP response (no web links).

3.4.2 Device Security.  The State requires a solution that provides robust and adaptable security for mobile devices that exist in a high threat environment. Describe your solution’s device security features, including how your solution stands out in the industry (awards, etc).
Include any additional information about your solution’s device security features you believe are beneficial to the State, but your entire response must be included in your RFP response (no web links).
Complete the features matrix that corresponds to this section in Appendix C.
3.4.3 Device Management.  The State has many groups of users with different business needs, some these needs are unique to government service and some are typical of the needs of a large enterprise. Describe your solution’s device management features in detail. Responses shall (at a minimum) cover these topics: diagnostic & support capabilities, alerts and notifications, update and maintenance abilities, remote tools, and end user policy monitoring and enforcement.
Include any additional information about your solution’s features you believe are beneficial to the State, but your entire response must be included in your RFP response (no web links).
Complete the features matrix that corresponds to this section in Appendix C.
3.4.4 Backup.  The State needs a solution with proven backup capabilities. Describe your solution’s backup and restore features in detail. 
Include any additional information about your solution’s features you believe are beneficial to the State, but your entire response must be included in your RFP response (no web links).

Complete the features matrix that corresponds to this section in Appendix C.
3.4.5 Data Leak Prevention. Offerors shall describe their solutions data leak prevention / remediation capabilities. Include a description of your solutions capabilities for handling data at rest, data in motion, and data in use as well as how your solution handles selective data wipe (removing corporate data while leaving personal data intact.)  Describe how your solution stands out from others in your industry (awards, etc).

Include any additional information about your solution’s features you believe are beneficial to the State, but your entire response must be included in your RFP response (no web links).

3.4.6 Network Management.  The State operates in a diverse network environment where devices may need to operate with cellular data, Wi-Fi, or wired connectivity. Describe your solution’s network management features.
Include any additional information about your solution’s features you believe are beneficial to the State, but your entire response must be included in your RFP response (no web links).

Complete the features matrix that corresponds to this section in Appendix C.
3.4.7 Application Management.  The State recognizes that application management is a critical component of an MDM solution. Offerors shall describe in detail the solution’s application management features. Include information about application version control, license management, enterprise app store deployment, app library restrictions, and security breach / side load detection. Describe how your solution stands out in your industry (awards, etc).
Include any additional information about your solution’s features you believe are beneficial to the State, but your entire response must be included in your RFP response (no web links).

Complete the features matrix that corresponds to this section in Appendix C.
3.4.8 Document Management.  Offerors shall describe the solution’s document management features, including its ability grant / restrict document access, push documents to devices and integrate with document containers (including third party containers such as Drop Box or SkyDrive).
Include any additional information about your solution’s features you believe are beneficial to the State, but your entire response must be included in your RFP response (no web links).
Complete the features matrix that corresponds to this section in Appendix C.
3.4.9 General MDM.  List each major mobile platform (Windows, Android, iOS, etc) that your solution supports. Clearly indicate which versions have full functionality vs those with partial functionality. 

Include any additional information about your solution’s features you believe are beneficial to the State, but your entire response must be included in your RFP response (no web links).

Complete the features matrix that corresponds to this section in Appendix C.
3.4.10 Additional Information. Include any additional information and specific areas in which you feel the State would most benefit by choosing your solution. Do not provide web links for your response. 
3.5
TECHNICAL ARCHITECURE 
Offerors shall describe the solution’s technical architecture. Address the following in your response: 
· What is the delivery model for your MDM platform (i.e. on premise, cloud hosted, hybrid, or other)?
· If your MDM solution is an on premise deployment, describe the system specifications required to run your application, including server or appliance specifications, and end-user/device specifications. Also address disaster recovery and failover requirements.
· If your MDM solution is a cloud hosted solution, describe how the solution is provisioned, including network requirements and end-user/device specifications. Also address how your cloud hosted solution is provisioned for disaster recovery and failover events.
· In either architecture, describe the management interface requirements (i.e. web browser-based, application-based, etc.).
· Describe your solution’s failover capabilities. For example, if your MDM server fails, does it revert elegantly to a hot standby and backup solution?
· Describe how your MDM solution would be configured to support an initial set up of 1,000 mobile device users.

a. Explain the expansion capabilities for up to 20,000 mobile device users.

· What is the time table for standing up your MDM solution? Estimated times shall include user data provisioning and testing.
· List any dependencies on other products/services that will need to be purchased or installed separately by the State.

Offerors response shall include a listing of your company responsibilities and State responsibilities at the start, during, and at the conclusion of the implementation process.

Offerors shall include any additional information about your solution’s features you believe are beneficial to the State, but your entire response must be included in your RFP response (no web links).
3.6
SECURITY REQUIREMENTS 
3.6.1 Mandatory NIST Requirements. Through policy, the State of Montana’s Chief Information Officer has determined that the State shall follow the National Institute of Standards and Technology (NIST) security guidelines and the Federal Information Security Management Act (FISMA). The offeror shall be required, where applicable, to comply with certain security requirements as follows:



3.6.1.1  All proposed solutions shall respond to this section. Provide for the security in compliance with the NIST security requirements to protect the confidentiality, integrity, and availability of the information systems.
	Understands and will comply.
	 N/A No   Yes  


All cloud hosted solutions shall respond to sections 3.6.1.2 and 3.6.1.3.  These sections are not applicable to on-premises solutions.



3.6.1.2 (Cloud Hosted Only) Develop, implement, maintain, and use appropriate safeguards as outlined in the NIST standards that reasonably prevent the misuse of information systems and appropriately protect the confidentiality, integrity, and availability of information systems. Develop and implement policies and procedures to meet the NIST security requirements.
	Understands and will comply.
	 N/A No   Yes  




3.6.1.3 (Cloud Hosted Only) Allow, fully cooperate and comply with a State Enterprise Risk Assessment prior to contract execution.
	Understands and will comply.
	 N/A No   Yes  



3.6.2 General Security Requirements for both On-Premises Solutions and Cloud Hosted Solutions.


3.6.2.1 Offerors shall describe the process and plans to update the solution to stay current with platforms and infrastructure.



3.6.2.2 Offerors shall describe the authentication mechanism and integration with Active Directory. Describe user account and password requirements.



3.6.2.3 Offerors shall describe the remote access for management of the solution.



3.6.2.4 Offerors shall describe the security controls in place to protect sensitive data and/or confidential information.



3.6.2.5 Offerors shall describe the proposed solution’s ability to support encryption and Secure Socket Layer (SSL).



3.6.2.6 Offerors shall describe the security practices regarding secure application development.



3.6.2.7 Offerors shall describe how the solution protects each agency using the system from being able to access other agencies' data.

3.6.3 Additional Security Requirements for Cloud Hosted Solutions Only.


3.6.3.1 Offerors shall describe the incident response structure and communication process with customers during a disaster or incident.



3.6.3.2 Offerors shall describe the process for requesting log and other information by the State if a compromise occurs in the offeror’s environment.



3.6.3.3 Offerors shall describe what happens to the application and the data in the event the offeror goes out of business, is purchased by another entity, or if the contract expires or is terminated.




3.6.3.4 Offerors shall describe the authentication requirements if Federated Identity is needed.



3.6.3.5 Offerors shall describe the State’s ability to audit the offeror’s environment such as a physical visit, or request for information related to processes and procedures.



3.6.3.6 Offerors shall provide the security policies and procedures that are in place to support NIST security standards for the offeror’s organization.



3.6.3.7 Offerors shall provide information about location of data storage, addressing the State’s requirement to keep all data in the United States.

3.7
TECHNICAL SUPPORT AND MAINTENANCE
3.7.1 Technical Support.
3.7.1.1 Support Calls.  Describe in detail, and provide a complete narrative, of how a call for support is handled, the timeframes involved, etc. Describe the availability and associated service levels you provide during our standard hours of operation (7:00 a.m. – 5:00 p.m. MST Monday - Friday except holidays observed by the State). Describe in detail and provide a complete narrative of how you handle a priority request in an emergency situation, include your definitions of priorities and emergency and the escalation process.
3.7.1.2 Communication Facilities.  Provide the Help Desk telephone number, e-mail addresses, and website addresses. Describe if the Help Desk functions are located in the continental U.S. Further describe if fluent English will be the primary language of the Help Desk personnel. 

3.7.1.3 Help Desk Tickets.  Describe all mediums that could be used to request technical assistance (in application ticket submittal button, email, and phone). Describe your Help Desk ticket process. How does the State track Help Desk tickets and resolutions? Does the State have the ability to see resolved historical tickets?


3.7.2 Software or System Maintenance and Upgrades

3.7.2.1 Maintenance/Support Plans.  Describe the different types of maintenance/support plans (after warranty period) provided for the proposed solution. Is there a discount for multi-year contracts? Provide the associated costs in Section 5-Cost Proposal.

3.7.2.2 Software Updates.  Describe in detail how often regular software updates are made for the proposed solution. Are these regular updates and version upgrades part of the maintenance/support plans described above? If your software resides on the mobile devices, how are these updates pushed out?
3.7.2.3 Last Major Update.  What was the date your last major software upgrade?

3.7.3 Warranty. Describe in detail the warranty for the proposed solution, including your company’s replacement policy, if the software is defective (how long for replacement, additional cost for replacement software, etc.).
3.8
TRAINING

3.8.1 System Administrator / Mobile Device Training.  The Contractor shall be responsible for conducting training upon approval of the State. These training sessions will be conducted at the training sites designated by the State. Most often, the training site is within the Helena area; however, other locations may be requested. If additional travel costs are required for training outside the Helena area, the travel costs associated with that training will be paid on a Time and Materials basis, as agreed upon by the State. Training may be accommodated by technological advances, such as Computer Based Training (CBT) products, web-based training, 2-way interactive video, or WebEx. Different training methods will be used for different user groups (i.e. live training for administrators, web based tutorials for end users.) 
The solution administrators will consist of State IT professionals, while the solution end users will primarily consist of State employees and any others as determined necessary by the State.
Offerors shall describe their training plan to provide effective training for State personnel (administrators, analysts) to use, operate, and administer the solution. The training plan must include, but is not limited to, models, duration, defined user group based, and qualifications of trainers. 
Offerors shall clearly identify which user groups (system administrators, auditors, analysts, etc) that the training is intended for.

3.8.1.1 End user on boarding training / tutorials. Offerors shall describe their on-boarding / user help / tutorial to provide effective training for end users. The onboarding process training document should be straightforward and brief, guiding an end user through the process of installing the software and bringing the device online.

The training should assist new users of varying levels of computer skill in signing up and navigating or otherwise operating the solution. The training plan must include, but is not limited to, methods, models, duration. Your response may include web links. 
Offerors must include a sample of your onboarding / connecting tutorial document.  
3.8.1.2 Self-Help. Offerors shall describe the solution features that provide additional on-line assistance for users. Examples may include pop-up fields with additional information, searchable help documents, video clips, etc. Include a description of how the user accesses these functions.  Also describe any self-service portal your solution offers and detail its capabilities. 
3.8.1.3 Refresher/On-going Training.  The Contractor must provide training for new hires and refresher training for existing users. Offerors shall describe how on-going training will be provided to all users of the application and how training is kept current as changes and upgrades to the application occur. In your response please clearly identify which user groups (system administrators, auditors, mobile device users, etc) that the training is intended for.
3.8.2 Materials.  The Contractor must provide current and up-to-date training materials. Explain if online tutorials are available. The user training manual will document the key functions and procedures of the solution. The manual shall include procedures for on-line data entry, procedures for on-line inquiry, instructions for form completion, explanations of report uses and purposes and procedures for reconciliation and error correction. The State must not be prohibited from reproducing and/or modifying the training materials, tutorials, and manuals for the State’s own internal use.
3.9
SOFTWARE LICENSING
3.9.1 Software Components.  Describe in detail how each component of the software is licensed. Be specific, i.e. device-based; CPU-based; processor based; agent or client–based; enterprise; site; or some other metric. For virtual licensing metrics, is the license metric bound to physical host processors only, or does each (VM) have to be licensed? Provide examples in writing with illustrations for a clear understanding of each license metric.
3.9.2 Compliance and License True-up.  

3.9.2.1 Compliance. Offerors shall detail how they verify licensing compliance. Do you count or measure concurrent use; installations per device or processor; user; Web use; VM?
3.9.2.2. License True-up.  The State requires a software licensing model(s) that provides flexibility to add and delete users and/or components as needed.  Offerors shall explain how the State will add licenses and true-up license quantities to maintain compliance, ( i.e. quarterly, semi-annually, and annually). Identify the tools, processes and/or documents required to conduct and verify true-up figures and compliance. Given the tremendous growth potential, the State prefers a licensing metric that allows for an annual true up of licenses. 
3.9.3 License Duration.  What is the type and duration of the license model? Be specific. Is it subscription, term, perpetual, or some other model?
3.9.4 License Exceptions.  What, if any, exceptions exist for disaster recovery, evaluation, installation, test/development, and migration activities?

3.9.4.1 Overlap Period.  Is there an overlap period permitting use in two locations for server, CPU, or datacenter migrations?

3.9.4.2 Ability to License.  Offerors shall describe the ability to license an application for a short period of time, i.e. such as adding resources to deal with a spike in demand, whether that spike is three weeks, three days, or three hours every day.

3.10
OPTIONAL PROFESSIONAL SERVICES IMPLEMENTATION ASSISTANCE
3.10.1 Installation.  At the State’s option, the Contractor may provide assistance with the installation and implementation of the MDM solution. Offerors shall provide a work plan that describes the timeframes necessary to accomplish the work, Contractor and State staffing requirements, Contractor and State responsibilities, and how the work will be accomplished to meet the requirements as described in this RFP. 
3.10.2 Documentation.  Upon completion of the installation, the Contractor shall provide one copy of each of the following:
· Product information.
· Manufacturer’s directions, specifications, or instructions.
· System configuration information.
· Complete list of all components.
· List of all software (including version/release).
· Set of service manuals.
These items shall be provided at no additional cost and shall become the property of the State during warranty or under maintenance contract; the Offeror shall ensure that the latest versions are provided on an on-going basis, at no additional charge to the State.

3.10.3 Acceptance.  The State representative will work with the contractor representative to establish acceptance criteria and acceptance testing process/plan. The acceptance test shall commence within 10 business days after the system cutover. This test and verification period shall consist of 30 consecutive business days of normal operations load. Acceptance Criteria (not intended to be all-inclusive):

· The system is installed to specifications in this RFP.
· No major component failure.
· All features of the system are fully operational.
· Successful testing has been completed.
· All documentation, software, and related files are provided.
Upon completion of the acceptance test period, the State representative shall either give written notice of its acceptance or shall specify in writing those portions of the criteria that have not been met. In the event the contractor fails to meet the acceptance criteria by the end of the second acceptance test period, the contract may be subject to termination.
SECTION 4:  OFFEROR QUALIFICATIONS

4.1
State's Right to Investigate and reject

The State may make such investigations as deemed necessary to determine the offeror's ability to provide the supplies and services specified. The State reserves the right to reject a proposal if the information submitted by, or investigation of, the offeror fails to satisfy the State that the offeror is properly qualified to perform the obligations of the contract. This includes the State's ability to reject the proposal based on negative references.

4.2
OFFEROR QUALIFICATIONS

To enable the State to determine the capabilities of an offeror to provide the supplies and services specified in the RFP, the offeror shall respond to the following regarding its ability to meet the State's requirements.  

4.2.1 Client Reference.  Before notification of the State’s Intent to Award, the apparent successful Offeror shall provide four client references that are currently using the proposed MDM solution. The references may include state governments or universities for whom the offeror, preferably within the last two years, has successfully implemented the solution in an enterprise environment. At a minimum, the offeror shall provide the company name, location, contact person(s), contact telephone number, e-mail address, and a complete description of the MDM solution, and dates of service. These references will be contacted to verify offeror's ability to perform the contract. The State reserves the right to use any information or additional references deemed necessary to establish the ability of the offeror to perform the contract. Negative references and/or refusal to provide four references, may be grounds for proposal disqualification.
4.2.2 Company Abstract.  Provide an abstract on the company, its history and organization and explanation of any subcontractor relationships for this project. Specify how long the company submitting the proposal has been in the business of providing supplies and/or services similar to those requested in this RFP and under what company name. Provide a complete description of any relevant past projects, similar in size and scope to this RFP.
4.2.3 Additional Reference Information.  The State reserves the right to use any information or additional references deemed necessary to establish the ability of the offeror to perform the conditions of the contract. Negative references may be grounds for proposal disqualification.
4.3
PRODUCT DEMONSTRATION
Offerors must be prepared to have the key personnel assigned to this project complete a product demonstration either in Helena, Montana or via webinar (or similar go-to meeting). If offeror chooses to conduct product demonstration via webinar, offeror will be responsible for the setup of the webinar.  
The State reserves the right to have demonstrations from the highest scoring offeror after evaluation of Section 3, and 5. The offeror will be provided with specific scenarios, including users and roles, to be used to demonstrate their product. Offerors found to have misrepresented their solutions capabilities will be disqualified.

The State reserves the right to waive the product demonstration requirement.
All costs, including travel, equipment, supplies, etc. are the responsibility of the offeror.

SECTION 5:  COST PROPOSAL

Offerors must use the RFP Price Sheets below. These price sheets serve as the primary representation of offeror's cost/price.  Offeror shall include additional information as necessary to explain the offeror's cost/price. Fill out the forms below using a 1,000 device benchmark, but keep in mind the number of devices could be as high as 13,000 (or more, over the 10 year potential contract period) and provide bulk pricing where applicable.

5.1 COST PER DEVICE 
Taking into account all licensing, maintenance, training, and all other costs associated, indicates the final cost per device under the following scenarios: 
	Cost Per Device
	Year 1
	Year 2
	Year 3
	Year 4
	Year 5
	Total

	500 Devices
	
	
	
	
	
	

	1,000 Devices
	
	
	
	
	
	

	3,000 Devices
	
	
	
	
	
	

	10,000 Devices
	
	
	
	
	
	


The State shall use the total cost per device, over a five year period, for 3,000 devices as the primary representation of the Offerors cost for the purposes of the Cost Evaluation set forth in section 6.2.
5.2 COST BREAKDOWN 
Offerors shall complete this section.  

· Software Licensing.  List, describe, and provide the licensing with your proposed software. List license model (perpetual, term, etc.), License Metric, License Quantity and the cost of each license or component.  Insert additional lines as necessary to complete your quote.

	License Model
	License Metric
	License Quantity
	Cost

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Total
	


· Third Party Software/Firmware.  List, describe, and provide the cost of each piece of software or firmware (including operating systems) that is required to optimally run the software. Insert additional lines as necessary to complete your quote.

	Component
	Description
	Quantity
	Cost

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Total
	


· Maintenance.  Describe and itemize any other ongoing costs associated with the operation and maintenance of your proposed software. Provide costs for years 1 - 3. Insert additional lines as necessary to complete your quote.
	Component
	Year 1
	Year 2
	Year 3

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Total
	


· Documentation and Training.  If there are fees associated with your user or technical documentation, list them here. Insert additional lines as necessary to complete your quote. 
	Component
	Description
	Quantity
	Cost

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Total
	


· Cost Breakdown.  Insert additional lines as necessary to complete your quote.
	Costs
	One Time 
	Year 1
	Year 2
	Year 3
	Total

	Software Licensing
	 
	 
	 
	 
	

	Third Party Software/Firmware 
	 
	 
	 
	 
	

	Documentation 
	 
	 
	 
	 
	

	Training
	 
	 
	 
	 
	

	Maintenance
	 
	 
	 
	 
	

	Other (specify)
	 
	 
	 
	 
	

	Total:
	 $              
	 $               
	 $              
	 $              
	 $              


SECTION 6:  EVALUATION PROCESS
6.1
basis of Evaluation

The evaluator/evaluation committee will review and evaluate the offers according to the following criteria based on a total number of 48,250 points.

The Scope of Project, Offeror Qualifications, and Product Demonstration will be evaluated based on the following Scoring Guide. The Cost Proposal will be evaluated based on the formula set forth below.
Any response that fails to achieve a minimum score per the requirements of Section 2.4.5 will be eliminated from further consideration. A "fail" for any individual evaluation criterion may result in proposal disqualification at the discretion of the procurement officer.

SCORING GUIDE

In awarding points to the evaluation criteria, the evaluator/evaluation committee will consider the following guidelines: 
Superior Response (95-100%):  A superior response is an exceptional reply that completely and comprehensively meets all of the requirements of the RFP.  In addition, the response may cover areas not originally addressed within the RFP and/or include additional information and recommendations that would prove both valuable and beneficial to the agency. 

Good Response (75-94%):  A good response clearly meets all the requirements of the RFP and demonstrates in an unambiguous and concise manner a thorough knowledge and understanding of the project, with no deficiencies noted.  
Fair Response (60-74%):  A fair response minimally meets most requirements set forth in the RFP.  The offeror demonstrates some ability to comply with guidelines and requirements of the project, but knowledge of the subject matter is limited.

Failed Response (59% or less):  A failed response does not meet the requirements set forth in the RFP.  The offeror has not demonstrated sufficient knowledge of the subject matter.
Features Matrix: Some sections have a features matrix as well as a free form response. Appendix C contains the features matrix, where applicable. The features matrix is self-scoring and is based on a percentage of affirmative answers your response provides.
6.2
EVALUATION CRITERIA
	SECTION 3. SCOPE OF PROJECT
	38,250 POINTS

	Section 3.4 Mobile Device Management Solution Functionality

	3.4.1
	Strategy / Vision
	3,000

	3.4.2
	Device Security
	625   Answer 
1875 Features Matrix

	3.4.3
	Device Management
	625   Answer
1875 Features Matrix

	3.4.4
	Backup
	500   Answer

1500 Features Matrix

	3.4.5
	Data Leak Prevention
	2,000

	3.4.6
	Network Management
	250   Answer

750 Features Matrix

	3.4.7
	Application Management
	250   Answer

750 Features Matrix

	3.4.8
	Document Management
	250   Answer

750 Features Matrix

	3.4.9
	General MDM Capabilities
	1250   Answer

3750 Features Matrix

	3.4.10
	Additional Information
	1,000

	

	Section 3.5 Technical Architecture
	

	3.5
	Technical Architecture
	5,000

	
	

	Section 3.6 Security Requirements
	

	3.6.2.1
	Process & Plans
	1,000

	3.6.2.2
	Authentication
	500

	3.6.2.3
	Remote Access
	500

	3.6.2.4
	Security Controls
	500

	3.6.2.5
	SSL Support
	500

	3.6.2.6
	Secure Application Development
	500

	3.6.2.7 
	Agency data separation
	1,000

	
	
	

	Section 3.7 Technical Support and Maintenance
	

	3.7.1.1
	Support Calls
	500

	3.7.1.2
	Communication Facilities
	500

	3.7.1.3
	Help Desk Tickets
	500

	3.7.2.2
	Maintenance/Support Plans
	500

	3.7.2.3
	Software Updates
	500

	3.7.3
	Warranty
	1,000

	

	Section 3.8 Training
	

	3.8.1
	Administrator Training 
	500

	3.8.1.1
	End User Help
	1,500

	3.8.1.2
	Self-Help 
	500

	3.8.1.3
	Refresher/On-going Training
	250

	3.8.2
	Materials
	500

	

	Section 3.9 Licensing
	

	3.9.2.2
	Licensing Metric (True Up)
	1,000

	

	SECTION 5.1 COST PER DEVICE 
	10,000 POINTS


This Offeror's Total Cost

	


APPENDIX A:  STANDARD TERMS AND CONDITIONS
By submitting a response to this invitation for bid, request for proposal, limited solicitation, or acceptance of a contract, the vendor agrees to acceptance of the following Standard Terms and Conditions and any other provisions that are specific to this solicitation or contract. 

ACCEPTANCE/REJECTION OF BIDS, PROPOSALS, OR LIMITED SOLICITATION RESPONSES: The State reserves the right to accept or reject any or all bids, proposals, or limited solicitation responses, wholly or in part, and to make awards in any manner deemed in the best interest of the State. Bids, proposals, and limited solicitation responses will be firm for 30 days, unless stated otherwise in the text of the invitation for bid, request for proposal, or limited solicitation.

ALTERATION OF SOLICITATION DOCUMENT: In the event of inconsistencies or contradictions between language contained in the State’s solicitation document and a vendor’s response, the language contained in the State’s original solicitation document will prevail. Intentional manipulation and/or alteration of solicitation document language will result in the vendor’s disqualification and possible debarment.

DEBARMENT: Contractor certifies, by submitting this bid or proposal, that neither it nor its principals are presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded from participation in this transaction (contract) by any governmental department or agency. If Contractor cannot certify this statement, attach a written explanation for review by the State.

FACSIMILE RESPONSES: Facsimile responses will be accepted for invitations for bids, small purchases, or limited solicitations ONLY if they are completely received by the State Procurement Bureau prior to the time set for receipt. Bids, or portions thereof, received after the due time will not be considered. Facsimile responses to requests for proposals are ONLY accepted on an exception basis with prior approval of the procurement officer.
FAILURE TO HONOR BID/PROPOSAL: If a bidder/offeror to whom a contract is awarded refuses to accept the award (PO/contract) or fails to deliver in accordance with the contract terms and conditions, the department may, in its discretion, suspend the bidder/offeror for a period of time from entering into any contracts with the State of Montana.

LATE BIDS AND PROPOSALS: Regardless of cause, late bids and proposals will not be accepted and will automatically be disqualified from further consideration. It shall be solely the vendor’s risk to ensure delivery at the designated office by the designated time. Late bids and proposals will not be opened and may be returned to the vendor at the expense of the vendor or destroyed if requested.

RECIPROCAL PREFERENCE: The State of Montana applies a reciprocal preference against a vendor submitting a bid from a state or country that grants a residency preference to its resident businesses. A reciprocal preference is only applied to an invitation for bid for supplies or an invitation for bid for nonconstruction services for public works as defined in section 18-2-401(9), MCA, and then only if federal funds are not involved. For a list of states that grant resident preference, see http://gsd.mt.gov/ProcurementServices/preferences.mcpx.

SOLICITATION DOCUMENT EXAMINATION: Vendors shall promptly notify the State of any ambiguity, inconsistency, or error which they may discover upon examination of a solicitation document.

APPENDIX B:  CONTRACT

SOFTWARE LICENSE AGREEMENT

(to be used for on premises solutions only)
This Software License Agreement (Agreement) is entered into by and between the State of Montana, Department of Administration, State Information Technology Services Division, (the State), whose address and phone number are PO Box 200113, Helena, MT 59620-0113, 406-444-2511, and (insert name of contractor), (the Licensor), whose address and phone number are (insert address) and (insert phone number). The State and the Licensor are sometimes referred to in this Agreement as a “Party” or the “Parties.”



THE PARTIES AGREE AS FOLLOWS:

2. DEFINITIONS (Insert required definitions in this section. Definitions should be included as a means of clarifying terms for the software application being licensed in the agreement. The following definitions are offered as examples. This is not an all-inclusive list.) 

(a) "Acceptance Date" means the first business day after the day the State accepts the Software or it is deemed accepted under Section 6.

(b) "Acceptance Period" means the period commencing on the Installation Date and continuing for (insert the number of days) days, as such period may be extended under Section 6. 

(c) "Confidential Information" means, subject to Montana’s open records laws, all written or oral information, disclosed by either Party to the other for purposes of this Agreement that has been identified as confidential. If the Confidential Information is disclosed orally, the disclosing Party shall reduce the information to writing within 10 days of disclosure. Failure to put the information in writing eliminates the obligation to keep the information confidential. With respect to the State, Confidential Information shall also include any and all information transmitted to or stored by Licensor in connection with performance of its obligations under this Agreement, including, but not limited to, personally identifiable information ("PII") of residents, employees, or people recorded on data of the State, including name, address, phone number, e-mail address, date of birth, social security number, patient records, credit card information, driver’s license number, account numbers, PINs and/or passwords, and any other information that could reasonably identify a person.

(d) "Cooperative Purchasing" means the prices, terms, and conditions of a contract with the State may be offered to other Montana public procurement units as defined in section 18-4-401, MCA;

(e) "Delivery Date" means the date on which the State actually receives the Software from Licensor. Deliverables must be shipped prepaid, F.O.B. Destination, unless otherwise stated in this Agreement.
(f) "Documentation" means all user, technical, and operating manuals necessary to enable the State to properly install, use, and maintain the Software.

(g) "Enhancements" means changes and/or improvements to the Software, whether arising out of the particular software configuration for the specific use of the Licensor or otherwise.

(h) "Installation Date" means the date the Software has been properly installed.

(i) "Intellectual Property Rights" means all intellectual property rights throughout the world, including copyrights, patents, mask works, trademarks, trade secrets, authors’ rights, rights of attribution, and other proprietary rights and all applications and rights to apply for registration or protection of such rights.

(j) "License Model" means categorization of the license by its variables, including means of acquisition, packaging, intended purpose or duration of license agreement.

(k) "License Metric" means the alphanumeric or statistical descriptor for measuring the product-use rights specified in the entitlement portion of a software license agreement, particularly for determining licensing and product usage pricing, i.e., per user, per machine, per processor or per use.

(l) "Licensed Software" or "Software" means the compiled, machine-readable, and/or executable version of the software and related documentation now in use by Licensor and as may be improved or modified by Licensor in the future, as more fully described on Schedule A, including, but not limited to, the Documentation, and Updates, and any Upgrades acquired by the State under this Agreement.

(m)  “Maintenance Services” means the services described in Schedule C including telephone consultation, online and onsite technical support, error correction and the provision of updates.
(n) "Operative" means conforming in all material respects to performance levels and functional specifications described in the Documentation, specifications and any other Documentation delivered in connection with the Software, including without limitation that described in Schedule C.

(o) "Perpetual License" means product-use rights for an unlimited duration, though it may not accommodate maintenance upgrades.

(p) "Software Usage" means measurement of actual utilization of Software at any given time.

(q) "Source Code" means the human-readable code from which a computer can compile or assemble the object code of a computer program, together with a description of the procedure for generating the object code. 
(r) "Term" means the time period that applies to this Agreement, beginning on the Effective Date and ending three years later, unless terminated under Section 15.

(s) "Term License" means time-limited license to use the Software until a specified termination or renewal date, at which point the Software must be renewed or removed.

(t) "Time and Materials Rates" means the rates specified in Schedule B that Licensor may charge for services provided under this Agreement that are not covered by the Maintenance Fee, or, if not so specified, Licensor’s standard rates for such services.

(u) "Update" means a set of procedures or new program code that Licensor implements that may correct errors,  include modifications to improve performance, and/or  include a revised version or release of the Software that may incidentally improve its functionality, together with related Documentation; 

(v) "Upgrade" means a new version or release of computer programs licensed hereunder which improves the functionality of, or adds functional capabilities to such computer programs, together with related Documentation. Upgrades  include new programs which replace, or contain functionality similar to, the Software already licensed to the State hereunder;

(w) "Warranty Period" means one year (unless otherwise agreed to in writing) commencing upon the Acceptance of the applicable Software component.

2.
LICENSES

2.1 License.  Licensor hereby grants to the State a non-exclusive, irrevocable, worldwide, perpetual, transferable, fully-paid right and license to copy, use, install, and operate the Software for the State’s benefit. This license, as further defined and described in Schedule A, is also deemed to grant the State the right to grant third parties using the Software for the benefit of the State such as vendors, subcontractors, agents, or business partners, the right to access the features and functions of the Licensed Software licensed by the State. In addition to the use rights granted above, the State may (i) install, use, execute, and copy the Software for any backup, archival, and emergency purposes and any internal, non-production purpose of the State including for test, development, and training; (ii) allow any Montana state agency to order and/or use the Software under the terms of this Agreement, and (iii) allow any third party contractor or service provider to install, use, execute, and copy the Software solely in connection with its provision of services to the State. The State shall reproduce and include the copyright or other restrictive and proprietary notices and markings from the original and all copies. All copies are subject to the terms of this Agreement.

2.2 Software License Agreement.  The State of Montana will negotiate a reasonable software license agreement with the apparent successful offeror, the basis of which can be found in Appendix B. 
2.3 Development License.  Licensor hereby grants to the State a non-exclusive, irrevocable, worldwide, perpetual, transferable, fully paid right and license to use any Application Programming Interface (API) for the Licensed Software and to modify and improve via interfacing with API the Licensed Software. The State exclusively owns all rights to the modifications and improvements developed for the State under this paragraph 3.2.

2.4 Ownership and Proprietary Rights.  Subject to the rights granted herein, Licensor retains all right, title, and interest in and to the Licensed Software, and the State acknowledges that it neither owns nor acquires any right in and to the Licensed Software not expressly granted by this Agreement. 

3. Licensor Obligations

3.1 Delivery of Copies.  Licensor shall deliver to the State the Licensed Software and Documentation on or before a mutually agreed date, or, if no date is specified, as soon as commercially practicable after the Effective Date.

3.2 Maintenance of Compatibility.  Throughout the Term, if Licensor develops any updates, upgrades, or enhancements to the Licensed Software (an "Enhanced Version"), Licensor shall (i) undertake commercially reasonable efforts to maintain backwards compatibility between the Enhanced Version and the previous version(s) of the Licensed Software having been provided under this Agreement; and (ii) make such Enhanced Versions available at no cost to the State under the terms of this Agreement.  Such Enhanced Version(s) constitute the Licensed Software for all purposes under this Agreement.

4.
Fees and Payments
4.1 License Fees.  In consideration for the licenses granted to the State hereunder and the performance of Licensor’s obligations hereunder, the State shall pay to Licensor certain fees as set forth in Schedule B, which fees shall be due and payable as set forth in Schedule B.

4.2
Taxes.  The State is Tax Exempt (81-03022402).

4.3 Invoices.  Licensor shall invoice the State separately for each transaction. Licensor shall send invoices to the address set forth in any purchase order. All payment terms will be computed from the Acceptance Date or services OR receipt of a properly executed invoice, whichever is later. Unless otherwise noted, the State is allowed 30 days to pay such invoices. Licensor shall provide banking information at the time of contract execution in order to facilitate State electronic funds transfer payments. 

4.4 No Obligation.  Despite the State’s rights to license Licensor’s products as described in Section 2.1, the State is not obligated to purchase or license from Licensor any of Licensor’s products. This Agreement is non-exclusive and the State may, at its sole discretion, purchase, license or otherwise receive benefits from third party suppliers of products and services similar to, or in competition with, the products and services provided by Licensor.

5.
Documentation

At no additional charge, Licensor shall deliver a complete, written set of Documentation for the Software at the same time as the Software is delivered and for every Upgrade delivered to the State. The Documentation must describe fully the proper procedure for using the Software and provide sufficient information to enable the State to operate all features and functionality of the Software. Licensor shall deliver reasonable Documentation to allow the State to install and use each Update. The State may, at no additional charge to the State, use and reproduce all Documentation furnished by Licensor, including displaying the Documentation on the State’s intranet or other internal electronic distribution system. Documentation for Updates and Upgrades must meet or exceed the level of quality, form and completeness of the Documentation for the Licensed Software.

6.
Acceptance

6.1 Acceptance Period.  During the Acceptance Period, the State shall perform whatever acceptance tests on the Software it may wish to confirm that the Software is Operative. If the State discovers during the Acceptance Period that any Software is not operative, the State shall notify Licensor of the deficiencies. Licensor, at its own expense, shall modify, repair, adjust, or replace the Software to make it Operative within 15 days after the date of the State’s deficiency notice. The State may perform additional acceptance tests during a period commencing when Licensor has delivered revised Software correcting all the deficiencies the State has noted. This restarted Acceptance Period has a duration equal to that of the initial Acceptance Period, unless the State earlier accepts the Software in writing. If the Software, at the end of the Acceptance Period as so extended, still is not Operative in the State's judgment after consultation with Licensor, the State may reject the Software and terminate this Agreement for material breach or, at its option, repeat the procedure of this paragraph as often as it determines is necessary. If the State rejects the Software, the State shall return it within 15 business days after the end of the Acceptance Period or any extended Acceptance Period, no license or other fees shall apply, and Licensor shall promptly reimburse the State for any fees previously paid for such Software.

6.2 Upgrades.  The State shall use the procedure in this Section to determine acceptance of Upgrades. If the State finds an Upgrade not to be Operative and rejects it, the State is not obligated to pay for such Upgrade, and Licensor shall continue to support the version or release of the Software that the State has installed.
7.
Maintenance and Support Services

Licensor shall, at the option of and upon order from the State, provide the Maintenance and Support Services attached hereto as Schedule C.

8.
Upgrades

8.1
Licensor shall offer Upgrades to the State whenever Licensor makes such Upgrades generally available to its other customers. Licensor shall deliver each Upgrade to the State at no additional charge as part of Maintenance Services then in effect.

8.2
Licensor shall notify the State as far in advance as reasonably possible, but in no event less than six months prior to release, of all Upgrades and Software replacements/phase-outs, and shall provide the State all relevant release notes and other Documentation as soon as possible after notification.

8.3 
Licensor shall continue to make available and, at the option of and upon order from the State, provide Maintenance Services on the terms and conditions of this Agreement for the version of Software the State has installed for at least 36 months after Licensor makes an Upgrade available to the State.

9.
Professional Services

At the State’s written request, Licensor may provide professional services to assist the State with the installation and deployment of the Software application(s) covered by this Agreement. The Parties shall agree on the scope, deliverables, and cost of such professional services in a Statement of Work executed by the parties.

10.
Source Code Escrow

When requested by the State, Licensor shall place the Source Code and its Documentation with an escrow agent, acceptable to both Parties, under the terms and conditions of an escrow agreement. Licensor shall bear all escrow fees.

The Source Code escrow agreement shall provide that the escrow agent shall release the Source Code Escrow to the State in the event :  (a) of Licensor’s insolvency, bankruptcy, or involvement in an involuntary proceeding for protection of its creditors; (b) Licensor materially breaches this Agreement; (c) Licensor fails to continue development of the Licensed Software; (d) Licensor fails to provide the State with the most recent version of the Licensed Software; or (e) of any other circumstance whereby Licensor can no longer satisfy its obligation to provide Maintenance Services to the State under this Agreement. These events are deemed Release Conditions for purposes of this Section.

Upon occurrence of a Release Condition, the State is deemed to automatically have, a nonexclusive, fully paid, non-terminable, royalty-free, world-wide license to use, modify, copy, produce derivative works from, display, disclose to persons who have entered into a written agreement containing substantially the same confidentiality provisions as in this Agreement for the purpose of maintaining the Software for the State, and otherwise to utilize the Software and the Source Code and other materials necessary to maintain and improve the Software for use by the State and otherwise treat the Source Code as object code, subject  to the limitations in this Agreement as clarified by this Section.

11.
Confidentiality Rights and Obligations

11.1 Ownership of Confidential Information.  To fulfill the terms and conditions of this Agreement, each Party may have access to the other party’s Confidential Information or Confidential Information of third parties that the disclosing party is required to maintain as confidential. Both Parties agree that, subject to Montana’s open records laws, all items of Confidential Information are proprietary to the disclosing Party or such third party, as applicable, and remain the sole property of the disclosing Party or such third party.

11.2 Mutual Confidentiality Obligations.  Except as expressly provided otherwise in this Agreement, each Party agrees as follows:  (i) to use the Confidential Information only for the purposes described herein; (ii) that it will not reproduce the Confidential Information and will hold in confidence and protect the Confidential Information from dissemination to, and use by, any third party; (iii) that it will not create any derivative work from Confidential Information disclosed to it; (iv) to restrict access to the Confidential Information to such of its personnel, agents, and/or consultants, if any, who have a need to have access; and (v) to return or destroy all Confidential Information  in its possession upon termination or expiration of this Agreement. Despite the foregoing, the State is not obligated to return Software if the license is paid for and the license terms have not been breached by the State.

11.3 Confidentiality Exceptions.  Despite the foregoing, the provisions of Sections 11.1 and 11.2 do not apply to Confidential Information that (i) is publicly available or in the public domain at the time disclosed; (ii) is or becomes publicly available or enters the public domain through no fault of the recipient; (iii) is rightfully communicated to the recipient Party by persons not bound by confidentiality obligations with respect thereto; (iv) is already in the recipient’s possession free of any confidentiality obligations with respect thereto at the time of disclosure; (v) is independently developed by the recipient; or (vi) is approved for release or disclosure by the disclosing Party without restriction. Notwithstanding the foregoing, each Party may disclose Confidential Information to the limited extent required (a) in order to comply with the order of a court or other governmental body, or as otherwise necessary to comply with applicable law, provided that the Party making the disclosure pursuant to the order shall, as early as reasonably possible under the circumstances, give written notice to the other Party or (b) to assist the other Party, at its expense, in establishing its rights under this Agreement, including to make such court filings as it may be required to do.

12.
Warranties
12.1
Licensor hereby represents and warrants that the Software shall be and shall remain Operative, from the Acceptance Date through the end of the Warranty Period and so long as Licensor provides Maintenance Services for the Software. If the Software is not operative at the expiration of the initial Warranty Period, the Warranty Period shall be extended until Licensor makes the Software Operative. This warranty shall not be affected by the State’s modification of the Software so long as Licensor can discharge its warranty obligations despite such modifications or following their removal by the State.

12.2
Licensor represents and warrants that it shall perform the Maintenance Services in a timely and professional manner using competent personnel having expertise suitable to their assignments. Licensor represents and warrants that the services shall conform to or exceed, in all material respects, the specifications described herein, as well as the standards generally observed in the industry for similar services. Licensor represents and warrants that services supplied hereunder shall be free of defects in workmanship, design and material. 

12.3
Licensor represents and warrants that sale, licensing or use of any Software and Documentation furnished under this Agreement do not and shall not infringe, misappropriate or otherwise violate any Intellectual Property Right.

12.4
Licensor represents and warrants that during the term of this Agreement, the State may use Licensed Software without disturbance, subject only to the State’s obligations to make the payments required by this Agreement. Licensor represents that this Agreement, the Licensed Software, and the Intellectual Property Rights in the Licensed Software are not subject or subordinate to any right of Licensor's creditors, or if such subordination exists, the agreement or instrument creating it provides for the quiet enjoyment and uninterrupted use of the Software by the State.

12.5
If Licensor deletes functions from the Software and transfers or offers those functions in other or new products (whether directly or indirectly or through an agreement with a third party), the portion of those other or new products that contain the functions in question, or the entire product, if the functions cannot be separated out, shall be provided to the State under the terms of this Agreement, at no additional charge, and shall be covered under Maintenance Services then in effect for such Software.

12.6
Except during and in conjunction with maintenance or any other authorized servicing or support, in no event shall Licensor, its representatives or subcontractors, or anyone acting on its behalf, disable (or permit or cause any embedded mechanism to disable) the Software owned by, licensed to, or utilized by the State without the prior written permission of an officer of the State.

12.7
Licensor represents and warrants that the Licensed Software and any media used to distribute it contain no computer instructions, circuitry or other technological means ("Harmful Code") whose purpose is to disrupt, damage, or interfere with the State's use of its computer and telecommunications facilities for their commercial, test or research purposes. "Harmful Code" shall include, without limitation, any automatic restraint, virus, worm, Trojan horse, time-bomb, trap-door or other harmful code or instrumentality that will cause the Licensed Software or any other the State software, hardware or system to cease to operate or to fail to conform to its specifications. Licensor shall defend, indemnify, and hold the State harmless from all claims, losses, damages and expenses, including attorney fees and costs incurred enforcing this indemnity obligation or defending a third party claim, arising from the presence of "Harmful Code" in or with the Licensed Software or contained on media delivered by Licensor. Licensor further represents and warrants that it will not introduce any Harmful Code, into any computer or electronic data storage system used by the State.

13.
intellectual property DEFENSE/ Indemnification
If any Software or Documentation furnished under this Agreement becomes, or, in the State’s or Licensor’s reasonable opinion, is likely to become, the subject of any claim, suit, or proceeding arising from or alleging infringement, misappropriation or other violation of third party intellectual property rights, Licensor shall defend and indemnify the State against and from any and all claims, suits, proceedings, losses, damages, expenses, fees (including without limitation reasonable attorney fees and costs of defense) and judgments arising from or alleging infringement, misappropriation, or other violation of  third party intellectual property rights. In the event of any adjudication that such Software or Documentation infringes, misappropriates or otherwise violates any Intellectual Property Right of a third party, Licensor, at its own expense, shall take the following actions in the listed order of preference:  (a) secure for the State the right to continue using the Software and Documentation; or, if commercially reasonable efforts are unavailing, (b) replace or modify the Software and Documentation to make it non-infringing; provided, however, that such modification or replacement shall not degrade the operation or performance of the Software or Documentation. If Licensor cannot accomplish any of the foregoing within a reasonable time and at commercially reasonable rates, then Licensor shall accept the return from the State of the infringing component of the Software or services, along with any other components of any Products rendered unusable as a result of the infringing component and refund the full price paid to Licensor for such components.

14.
Limitation of Liability

Except as provided below, each Party’s liability to the other for contract damages arising from breach of contract is limited to direct damages, which may not exceed the amount of fees and charges paid by the State to Licensor during the previous 12-month period for each claim one Party makes against the other. Neither Party is liable to the other for any special, incidental, consequential, punitive or indirect damages (including but not limited to loss of use, revenue, profit, or data) regardless of whether the Party has been advised of the possibility of such damages or such damages were reasonably foreseeable. 
This limitation on the amount and type of damages does not apply to damages arising from:  (a) bodily injury or damage to tangible property; (b) indemnification obligations; (c) from the presence of Harmful Code; (d) liability resulting from the gross negligence or willful misconduct of a Party; or (e) any breach of confidentiality obligations contained in this Agreement.

The following shall be considered direct damages and Provider shall not assert that they are incidental, special or consequential damages to the extent they result from Licensor’s failure to perform its obligations in accordance with the terms of this Agreement:  (i) costs and expenses of implementing a work-around plan in respect of a failure by Licensor to perform all or any part of its obligations under this Agreement; (ii) costs and expenses of replacing lost, stolen or damaged equipment, software and materials; (iii) costs and expenses incurred by the State to correct errors in software maintenance and enhancements provided as part of Licensor’s performance under this Agreement; (iv) costs and expenses incurred by the State to procure from an alternate supplier, all or any part of the services, the performance of which is the obligation of Licensor under this Agreement; 
15.
Term and Termination.

15.1 Term.  The contract period is three year(s), beginning (insert date), and ending (insert date), inclusive.  The parties may mutually agree to a renewal of this contract in one-year intervals, or any interval that is advantageous to the State. This contract, including any renewals, may not exceed a total of 10 years, at the State's option.

15.2 Termination for Convenience.  The State may terminate this Agreement, including any Maintenance Services, for its convenience, without cause, at any time without further charge or expense upon at least 30 calendar days prior written notice to Licensor. Thereafter, the State shall have no further obligations under this Agreement except payment of any fees that accrued and were attributable to the period before the effective date of termination.  This payment is Licensor’s sole remedy.

15.3 Termination for Reduction of Funding.  The Licensor acknowledges, understands, and agrees that the State is dependent upon state and federal appropriations for funding. If state or federal government funds are not appropriated or otherwise made available through the state budgeting process to support continued performance of this Contract (whether at an initial Contract payment level or any Contract increases to that initial level) in subsequent fiscal periods, the State shall terminate this Contract as required by law. The State shall provide Contractor the date the State’s termination shall take effect. The State shall not be liable to the Contractor for any payment that would have been payable had the Contract not been terminated under this provision. The State shall be liable to the Contractor only for the payment, or prorated portion of that payment, owed to the Contractor up to the date the State’s termination takes effect. This is the Contractor’s sole remedy. State shall not be liable to the Contractor for any other payments or damages arising from termination under this section, including but not limited to general, special or consequential damages such as lost profits or revenues.

15.4 Termination for Noncompliance with Department of Administration Requirements.  The Department of Administration, pursuant to section 2-17-514, MCA, retains the right to cancel or modify any contract, project, or activity that is not in compliance with the Department's Plan for Information Technology, the State Strategic Plan for Information Technology, or any Statewide IT policy or standard in effect as of the date of contract execution. In the event of such termination, the State will pay for products and services delivered to date and any applicable termination fee specified in the Statement of work or work order. Any modifications to this Agreement must be mutually agreed to by the parties.

15.5 Termination for Material Breach.  In addition to any other remedies available to either Party, upon the occurrence of a Termination Event (defined in the next sentence) with respect to either Party, the other Party may terminate this Agreement by providing written notice of termination. A Termination Event is when a Party materially breaches its obligations under this Agreement, and the breach is not cured within 30 calendar days after written notice of the breach and intent to terminate is provided by the other Party. A good-faith dispute regarding payment of fees and charges by the State is not a material breach under this section permitting Licensor to terminate this Agreement or to terminate the State’s licensed use of the Software.

Licensor may not terminate the licenses granted in this Agreement for any reason unless Licensor terminates this Agreement pursuant to this Section 15.5.

16.
ADDITIONAL REMEDIES
In addition to the rights and remedies of the State set forth in this Agreement and those provided under law, (a) if the State terminates this Agreement for material breach by Licensor before the expiration of the Acceptance Period, the State is entitled to a full refund, within 30 calendar days after notice of termination, of all license fees, Maintenance Fees and other fees paid hereunder, and (b) if the State terminates Maintenance Services for default, the State is entitled to a pro rata refund of all prepaid Maintenance Fees for the period after the date of termination.

17.

BANKRUPTCY 
The Parties agree that all Software delivered under this Agreement and the Documentation therefor constitute "intellectual property" under Section 101(35A) of the United States Bankruptcy Code (11 U.S.C.  §101(35A)). Licensor agrees that if it, as a debtor-in-possession, or if a trustee in bankruptcy for Licensor, in a case under the Code, rejects this Agreement, the State may elect to retain its rights under this Agreement as provided in 11 U.S.C. § 365(n). The State, and any intellectual property rights, licenses or assignments from Licensor of which the State may have the benefit, shall receive the full protection granted to the State by applicable bankruptcy law. For purposes of 11 U.S.C. § 365(n), royalty payments include only the license fee described in Schedule B, Section 1.1 for Licensor’s granting of the license to use the Software.  Royalty payments do not include payments to Licensor for maintenance, training, development or implementation or any other payments besides the license fee.
18. 
SURVIVAL

The rights and obligations of the Parties which, by their nature must survive termination or expiration of this Agreement in order to achieve its fundamental purposes, include without limitation, the provisions of the following Sections: LICENSES, CONFIDENTIALITY RIGHTS AND OBLIGATIONS, WARRANTIES, INTELLECTUAL PROPERTY INDEMNIFICATION, and LIMITATION OF LIABILITY. All such sections survive any termination of this Agreement.

19.
Assignment

The Licensor shall not assign, transfer, or subcontract any portion of this Agreement without the State’s express written consent, which may not be unreasonably withheld.

20.
Notices

All notices required by or relating to this Agreement shall be in writing and shall be sent by means of regular mail or electronic delivery to the Parties to the Agreement and addressed as follows:

If to Licensor: 

Attention:



Phone: 



Fax: 


If to the State:


Attention:



Phone: 



Fax: 


or addressed to such other address as that Party may have given by written notice in accordance with this provision. The effective date of such written notice is three business days from the date postmarked.   

21.
Access and Retention of Records

21.1 Access to Records.  The Licensor shall provide the State, Legislative Auditor, or their authorized agents access to any records required to be made available by 18-1-118 MCA, in order to determine contract compliance.

21.2 Retention Period.  The Licensor shall create and retain records supporting this Agreement for a period of three years after either the completion date of this contract or the conclusion of any claim, litigation, or exception relating to this Agreement taken by the State of Montana or a third party.

22.
COMPLIANCE WITH LAWS
Licensor shall, in performance of work under this contract, fully comply with all applicable federal, state, or local laws, rules, and regulations, including the Montana Human Rights Act, the Civil Rights Act of 1964, the Age Discrimination Act of 1975, the Americans with Disabilities Act of 1990, and Section 504 of the Rehabilitation Act of 1973. Any subletting or subcontracting by the Licensor subjects subcontractors to the same provision. In accordance with section 49-3-207, MCA, Licensor agrees that the hiring of persons to perform this contract will be made on the basis of merit and qualifications and there will be no discrimination based upon race, color, religion, creed, political ideas, sex, age, marital status, physical or mental disability, or national origin by the persons performing this contract. 

23.
Severability

If any provision of this Agreement is invalid or unenforceable for any reason in any jurisdiction, such provision shall be construed to have been adjusted to the minimum extent necessary to cure such invalidity or unenforceability. The invalidity or unenforceability of one or more of the provisions contained in this Agreement shall not have the effect of rendering any such provision invalid or unenforceable in any other case, circumstance or jurisdiction, or of rendering any other provisions of this Agreement invalid or unenforceable whatsoever.

24.
Waiver

No waiver under this Agreement is valid or binding unless set forth in writing and duly executed by the Party against whom enforcement of such waiver is sought. Any such waiver shall constitute a waiver only with respect to the specific matter described therein and shall in no way impair the rights of the Party granting such waiver in any other respect or at any other time. Any delay or forbearance by either Party in exercising any right hereunder is not deemed a waiver of that right.

25.
Force Majeure

A Party’s failure or delay to perform is excused if the failure is caused by events beyond its reasonable control.  Such events include without limitation acts or omissions of government or military authority, acts of God, materials shortages, transportation delays, fires, floods, labor disturbances, riots, wars, terrorist acts or any other causes, directly or indirectly beyond the reasonable control of the nonperforming party, so long as such Party is using its best efforts to remedy such failure or delays. 

26.
choice of law and venue

This contract is governed by the laws of Montana. The Parties agree that any litigation concerning this Agreement, related bid or proposal must be brought in the First Judicial District in and for the County of Lewis and Clark, State of Montana. Each party shall pay its own costs and attorney fees, except as otherwise provided in this Agreement. 

27.
scope, amendment, and interpretation 

27.1 Entire Agreement.  This Agreement sets forth the entire agreement and understanding between the Parties with respect to the subject matter hereof. Except as specifically provided herein, the Agreement supersedes and merges all prior oral and written agreements, discussions and understandings between the Parties regarding the terms and conditions of this Agreement. The Parties specifically agree that any language or provisions contained on either Party’s website or product schedule, or contained in any "shrink-wrap" or "click-wrap" agreement, is of no effect and does not in any way supersede, modify or amend this Agreement.

27.2 Amendments.  This Agreement may not be amended or modified except in a writing executed by a Party’s authorized representative. 

28.
EXECUTION

The parties through their authorized agents have executed this contract on the dates set out below.

	DEPARTMENT OF ADMINISTRATION
	(INSERT CONTRACTOR'S NAME)

	State Information Technology Services Division
	(Insert Address)

	PO Box 200113
	(Insert City, State, Zip)

	Helena, MT 59620-0113
	FEDERAL ID # 

	
	

	
	

	BY: 

	BY: 


	Ronald Baldwin, Chief Information Officer
	(Name/Title)

	
	

	
	

	

	


	(Signature)
	(Signature)

	
	

	DATE: 

	DATE: 


	
	

	
	

	Approved as to Legal Content:
	

	
	

	

	

	Legal Counsel
(Date)
	

	
	

	Approved as to Form:
	

	
	

	

	

	Procurement Officer
(Date)
	

	State Procurement Bureau
	


APPENDIX B:  CONTRACT

SOFTWARE as a SERVICE (SaaS) AGREEMENT
(to be used for cloud hosted solutions only)
This Software as a Service (SaaS) Agreement (“Agreement”), is entered into by and between the State of Montana, Department of Administration, State Information Technology Services Division, (the State), whose address and phone number are PO Box 200113, Helena, MT 59620-0113, 406-444-2511, and (insert name of provider), (the Provider), whose address and phone number are (insert address) and (insert phone number). The State and the Provider are sometimes referred to in this Agreement as a “Party” or the “Parties. 

THE PARTIES AGREE AS FOLLOWS:

1. DEFINITIONS 

1.1
“Affiliate” means public procurement units, as defined in section 18-4-401, MCA, that have the option of cooperatively purchasing with the State of Montana

1.2
“Business Day” means Monday through Friday less holidays observed by the State.

1.3
“Change Order Request” means the written document that the State gives to the Provider requesting changes to Provider’s duties under this Agreement.

1.4
“Change Order Response” means the written document that Provider gives to the State responding to the State’s Change Order Request.

1.5 
“Documentation” means the user manuals and operator instructions related to the SaaS Software Application that are furnished by Provider to the State in any format, including paper and electronic, in conjunction with this Agreement.
1.6
“Initial Term” means the first period of this Agreement.

1.7
“Non-subscription Services” means the services provided to the State by Provider under this Agreement that are not included in the definition of Subscription Services.  Non-subscription Services include, but are not be limited to, consulting, implementation, customization and other services provided to the State by Provider under this Agreement, together with all documentation provided by or otherwise required of Provider for any of the consulting, implementation, customization or other services it provides.

1.8
“Non-Subscription Services Acceptance Date” means the first Business Day after the day the State accepts the Non-Subscription services or work products, typically after an acceptance period of testing.

1.9
“Non-Subscription Services Acceptance Period” means the period commencing on the date Non-Subscription Services are available to the State or the work products are completed and continuing for 60 days during which the State shall determine if the Non-Subscription services or products are provided as defined within the Statement of Work.
1.10
“Pilot” means an initial roll out of a system into production, targeting a limited scope of the intended final solution.  The expectations and scope of the pilot is documented in a pilot work plan. The success of the pilot may be used to determine whether to continue with the agreement or terminate.
1.11
“Provider Information” means all techniques, algorithms and methods or rights thereto owned by or licensed to Provider during the term of this Agreement and employed by Provider in connection with the Subscription Services and the Non-subscription Services provided to the State.

1.12
“SaaS Software Application” and “SaaS Software” mean the computer software to which Provider has granted the State access and use as part of the Subscription. This includes any customization, other derivative works, upgrades, releases, fixes, patches, or the like related to the software that Provider develops or deploys during the term of this Agreement, together with all Documentation provided by or otherwise required of Provider for any of the software, customization, other derivative works, upgrades, releases, fixes, patches or the like.

1.13
“Service Levels” means the performance specifications for work performed by Provider under a Statement of Work.

1.14
“State’s Data” means any data created or in any way originating with the State, all data that is the output of computer processing of or other electronic manipulation of any data that was created by or in any way originated with the State, whether such data or output is stored on the State’s or Provider’s hardware, or exists in any system owned, maintained, or otherwise controlled by the State or Provider.

1.15
“Statement of Work” means a document executed by the Parties setting out Non-subscription  Services to be provided by Provider, together with other obligations and responsibilities of each Party related to such services, where such services and related obligations and responsibilities are not specified or otherwise provided for. 

1.16
“Subscription Services” means the State’s access to and use of and Provider’s provision of the SaaS Software Applications.

1.17
“Subscription Services Acceptance Date” means the first Business Day after the day the State accepts the SaaS Software Application and the standard subscription services.

1.18
“Virus” means any undocumented malicious data, code, program, or other internal component (e.g., computer worm, computer time bomb or similar component), which could damage, destroy, alter or disrupt any computer program, firmware or hardware or which could, in any manner, reveal, damage, destroy, alter or disrupt any data or other information accessed through or processed by the SaaS Software Application in any manner.

1.19
“Work Product” means, except for the Provider Information, all deliverables and other materials, products or modifications developed or prepared for the State by Provider under this Agreement, including without limitation, any integration software or other software, all data, program images and text viewable on the Internet, any HTML code relating thereto, or any program code, including program code created, developed or prepared by Provider under or in support of the performance of its obligations under this Agreement, including manuals, training materials and documentation.

2.
SUBSCRIPTION AND NON-SUBSCRIPTION SERVICES

2.1
Subscription and Non-subscription Services.  Provider shall provide the Non-subscription Services and the Subscription Services described in this Agreement.  As part of the Non-subscription Services and the Subscriptions Services, Provider shall manage the recordation of the State’s Data.  
2.2
Statements of Work.  Any Non-subscription Services, including, but not limited to, consulting, implementation or customization services provided by Provider under this Agreement, shall be defined on uniquely numbered Statements of Work.  A draft Statement of Work is attached to this Agreement as Exhibit A-1.  Each Statement of Work shall be attached to, made a part of and subject to this Agreement.
2.3
Change Control.  During the term of this Agreement, the State may propose changes in the Subscription Services, the Non-subscription Services or Provider’s obligations under this Agreement. The State shall deliver a Change Order Request to Provider’s Liaison describing the proposed changes and establishing a period for Provider to respond.  Provider shall respond to the Change Order Request within the time agreed to by the Parties in the Statement of Work by preparing at Provider’s expense and delivering to the State’s Liaison a Change Order Response, indicating: (i) the effect of the proposed changes on the amounts payable by the State under the Agreement, (ii) the effect of the proposed changes (a) to the Subscription Services, (b) the Non-subscription Services and (c) on Provider’s performance of its current obligations under the Agreement, (iii) the anticipated time required for implementation of the proposed changes, and (iv) any other information requested in the Change Order Request or necessary for the State to make an informed decision regarding the Change Order Response.  All Change Order Responses must be explicitly accepted by the State via an addendum or an amendment before any additional fees are incurred by the State.  Despite Subparagraph 14.8, if Provider fails to respond to State’s Change Order Request within the period allotted, Provider is deemed to have accepted the Change Order Request with no effect on associated fees, performance time or required resources.
Despite any other provision of this Agreement, Provider acknowledges and agrees that Provider is expected to accomplish normal and routine tasks associated with its obligations under this Agreement. No Provider requests for additional chargeable resources will be approved by the State for tasks the State deems to be normal and routine, including changes resulting from changes in federal, state or other laws, regulations ordinances or policies applicable to the site where the Subscription Services and Non-subscription Services are performed and delivered.
3.
RIGHT TO USE

Consistent with the terms and conditions of this Agreement, Provider grants the State a non-exclusive right to access and to use the Subscription Services and the Non-subscription Services listed on any Statement of Work.
4.
EFfective Date, Duration, and Renewal
4.1
Initial Term.  This Agreement remains in effect until the later of: (i) XXX, which is the expiration of the Initial Term or (ii) the termination or expiration of the last active Statement of Work, unless terminated earlier consistent with the terms of this Agreement.  The Parties may not sign new Statements of Work after the Expiration Date.  However, this Agreement remains in effect for all Statements of Work whose expiration dates (including extensions and renewals) extend beyond the Expiration Date. 
4.2
Renewals.  The State may renew this Agreement at its option and upon Provider’s agreement in one-year intervals. The State shall notify Provider in writing at least 30 days before expiration of the existing term whether the State intends to renew or let this Agreement expire.  Provider shall notify State at least 60 days before the expiration of the existing term if it intends to modify any material term of the Agreement or if it intends to discontinue Subscription Services, at least 120 days before expiration.  If the State fails to notify Provider of its intentions within this timeframe, the Agreement expires at the end of the existing term by operation of this Paragraph.  This Agreement and any renewals may not exceed 10 years.
5.
PAYMENTS
5.1
Payment Terms   Unless otherwise specified in a Statement of Work for subscription services, the State agrees to pay no more than 30 days in advance for services rendered, if this is the standard billing practice for the Provider. Unless otherwise specified in a Statement of Work for non-subscription services, Provider shall invoice the State for the Non-Subscription Services following the Acceptance Period.  The State shall pay Provider within 30 days after receipt of a complete and accurate invoice.  If the Provider fails to meet its obligations during the Acceptance Period for the Non-Subscription services, then the State has no obligation to pay for the services.

5.2
Taxes.  The fees paid to Provider under this Agreement are inclusive of any applicable sales, use, personal property, value added or other taxes attributable to the Subscription Services and the Non-subscription Services provided during the term of this Agreement and based upon or measured by Provider’s cost in providing the Subscription Services and the Non-subscription Services, including all personal property and use taxes, if any, due on equipment or software owned by or licensed to Provider.
The State has no obligation to pay any such taxes or amounts: (i) that are based upon Provider’s net income; (ii) that are due in whole or in part because of any failure by Provider or its agents to file any tax return or information required by law, rule or regulation; or (iii) that are due in whole or part in connection with the perfection of Provider’s security interest in any product.

Provider shall defend, indemnify and hold the State harmless against, any penalty, interest, or additional tax that may be assessed or levied as a result of the failure or delay of Provider or its agents to file any tax return or information required by law, rule or regulation.  
5.3
Withholding of Payment.  The State may withhold disputed payments to the Provider under this Agreement. The withholding may not be greater than, in the aggregate, fifteen percent (15%) of the total value of the Agreement. With respect to payments subject to milestone acceptance criteria, the State may withhold payment only for such specific milestone if and until the subject milestone criteria are met. Provider is not relieved of its performance obligation if such payment(s) is withheld.
5.4
Invoice Payment Terms.  Unless otherwise noted in the solicitation document, the State has 30 days to pay invoices, as allowed by 17-8-242, MCA.  Provider shall provide banking information at the time of Agreement execution in order to facilitate the State’s electronic funds transfer payments.  
5.5
Price Increase by Mutual Agreement.  After the Agreement’s initial term and if the State agrees to a renewal, the Parties may agree upon a price increase.  The State is not obligated to agree upon a renewal or a price increase.  Any cost increases must be based on demonstrated industry wide or regional increases in Provider’s costs.  Publications such as the Federal Bureau of Labor Statistics and the Consumer Price Index (CPI) for all Urban Consumers may be used to determine the increased value.
5.6
Reference to Agreement.  The Agreement number MUST appear on all invoices, packing lists, packages, and correspondence pertaining to the Agreement.  If the number is not provided, the State is not obligated to pay the invoice.
5.7
Tax Exempt.  The State is Tax Exempt (81-03022402).

6.
WARRANTIES

6.1
Performance Warranty.  Provider represents and warrants that: (a) Subscription Services provided and Non-subscription Services provided under a Statement of Work shall be provided and performed by qualified personnel in a professional, workmanlike manner, consistent with the prevailing standards of the industry; (b) it shall use industry best practices to fulfill its obligations under each Statement of Work; and (c) any deliverables provided by Provider shall operate in conformance with the terms of this Agreement and the applicable Statements of Work.
6.2
Authority Warranty.  Provider warrants that it has all authority necessary to provide for the State’s access and use of the Subscription Services and the Non-subscription Services for the purposes set forth in this Agreement, including in any Statement of Work.  Provider further represents and warrants that sale; licensing or use of any of the Subscription Services and of the Non-subscription Services furnished under this Agreement does not and shall not infringe, misappropriate or otherwise violate any third party’s intellectual property rights.
6.3
Warranty Against Undisclosed Illicit Code.  Provider warrants that, unless authorized in writing by the State, any software program or any other part or portion of the Subscription Services or Non-subscription Services developed by Provider, passed through to the State from third parties under this Agreement or provided to the State by Provider for use by Provider or the State shall:
(i) Not contain any hidden files;

(ii) Not replicate, transmit or activate itself without control of a human operating the computing equipment on which it resides;

(iii) Not alter, damage or erase any data or computer programs without control of a human operating the computing equipment on which it resides;

(iv) Not contain any key, node lock, time-out or other function, whether implemented by electronic, mechanical or other means, that restricts or may restrict use or access to any software programs, Subscription Services or Non-subscription Services developed or data created under this Agreement, based on residency on a specific equipment configuration, frequency of duration of use or other limiting criteria;

(v) Not contain any Virus, malicious, illicit or similar unrequested code, whether known or unknown to Provider; and

(vi) Not use electronic self-help, including but not limited to preventing electronically the State’s further or continued use of and/or access to the Subscription Services, Non-subscription Services or any software or other portion thereof.

Despite any provision in this Agreement to the contrary, if any Subscription Service or Non-subscription Service has any of the foregoing attributes (collectively “Illicit Code”), Provider is in material default of this Agreement, and no cure period shall apply.  At the request of and at no cost to the State, Provider shall remove any such Illicit Code from the licensed software as promptly as possible.  

To protect the State from damages that may be caused intentionally or unintentionally by the introduction of Illicit Code into the State’s computer systems, no software may be installed, executed or copied onto the State’s equipment without an express warranty to the State that Illicit Code does not exist.  Such warranty shall be set forth on an exhibit attached to and made a part of this Agreement.

6.4
EXCEPT FOR THE EXPRESS WARRANTIES SET FORTH HEREIN, SERVICES PROVIDED UNDER THIS AGREEMENT ARE PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND. PROVIDER DISCLAIMS ON BEHALF OF ITSELF AND ITS LICENSORS ALL OTHER WARRANTIES, EXPRESS OR IMPLIED, INCLUDING THE WARRANTIES OF MERCHANTABILITY AND OF FITNESS FOR A PARTICULAR PURPOSE, AND ANY WARRANTY OF COMPATIBILITY WITH OTHER SOFTWARE PRODUCTS, OR ANY WARRANTY AGAINST INTERFERENCE WITH ENJOYMENT OF THE SOFTWARE OR SERVICES.

7.
NIST Security Standards
7.1
Through policy, the State of Montana has determined that the State and its agencies shall follow the National Institute of Standards and Technology (NIST) security guidelines and the Federal Information Security Management Act.  The Provider may be required, where applicable, to comply with certain security requirements, as follows:
7.2      
Provider shall provide for security in compliance with NIST security requirements to protect the confidentiality, integrity, and availability of information systems.

7.3
Provider shall develop, implement, and use appropriate safeguards as outlined in the NIT standards that reasonably prevent the misuse of information systems and appropriately protect the confidentiality, integrity, and availability of information systems.

7.4
Provider shall develop and implement policies and procedures to meet the NIST security requirements.

7.5
Provider shall ensure that any agents, including vendors or subcontractors, to whom the State provides access agrees to the same restrictions and conditions that apply through this agreement.

7.6
Provider shall ensure that any agents, including vendors or subcontractors, to whom the State provides access, agrees to implement reasonable and appropriate safeguards to ensure the confidentiality, integrity, and availability of the information systems.
7.7
Provider shall maintain a security plan that complies with NIST security requirements.

7.8
Provider shall report security incidents that occur on the State’s information systems that my affect the State to the Chief Information Officer in the Department of Administration within 24 hours of discovery.

7.9
Provider shall maintain audit events according the State’s policy and provide this information to the State upon request. These audit logs must be kept according to  the State’s records retention policy. 
7.10
Provider shall develop and implement policies and procedures regarding the use of information systems that describes how users are to protect against intrusion, tampering, viruses, etc.

7.11
Provider shall identify minimum security training requirements and provide security training to staff that access information systems.

7.12
Provider shall certify and complete continuity planning according to NIST security requirements before moving information systems into production status.

7.13
Provider shall not copy any State data obtained while performing services under this agreement to any media, including hard drives, flash drives, or other electronic device, other than as expressly approved by the State.

7.14
Security Assessment. The State maintains the right to request that the Provider respond to an annual security controls survey. The Provider’s response will be held as confidential and not released without the written authorization of the Provider. State reserves the right to request that Provider enhance or enable certain controls based upon the Provider’s survey results. 
8.
COMPLIANCE WITH LAWS

The Provider shall, in performance of work under this Agreement, fully comply with all applicable federal, state, or local laws, rules, and regulations, including the Montana Human Rights Act, the Civil Rights Act of 1964, the Age Discrimination Act of 1975, the Americans with Disabilities Act of 1990, and Section 504 of the Rehabilitation Act of 1973.  Any subletting or subcontracting by the Provider subjects subproviders to the same provision. In accordance with section 49-3-207, MCA, the Provider agrees that the hiring of persons to perform this Agreement will be made on the basis of merit and qualifications and there will be no discrimination based upon race, color, religion, creed, political ideas, sex, age, marital status, physical or mental disability, or national origin by the persons performing this Agreement.

9.
INDEMNITY

9.1
Provider Indemnity Obligations.  Without limitation, Provider’s indemnification under this section includes any claim, damage, loss or expense arising from or in connection with any act by any agent, contractor, subcontractor, consultant, or employee of Provider that results in, or is intended by such agent, contractor, subcontractor, consultant, or employee to result in malicious, harmful or otherwise unauthorized access into any of the State’s systems, data, or the State’s technology.
Provider shall (a) defend the State against any claim that the products or Subscription Services and Non-subscription Services in the aggregate or any part or portion of them, which are delivered by Provider, infringe a patent, trademark, copyright, trade secret or other proprietary right globally; and (b) pay all costs, damages and attorney fees incurred.  In addition to defending the State as stated above, if a claim occurs or, in Provider’s opinion, is likely to occur, Provider shall, at its sole option and expense, either (i) procure for the State the right to continue using the Subscription Services and Non-subscription Services in question or (ii) replace or modify the infringing Subscription Services and Non-subscription Services in total or in part so that they become non-infringing; provided that none of the benefits to the State of the Subscription Services’ or Non-subscription Services’ functionality are adversely affected by such replacement or modification, or (iii) discontinue the Subscription Services and terminate the Agreement.

9.2
State Indemnity Obligations.  State shall (a) defend Provider against any claims by Third Parties arising from the State’s use of the Subscription Services and Non-subscription Services provided by Provider where such usage by the State is contrary to this Agreement or to agreed-to Documentation provided by Provider; provided, however, such indemnification shall exclude (i) proprietary rights infringement claims under Paragraph 9.1 and (ii) claims for bodily injury or damages to tangible personal or real property proximately caused by the act, error or omission of Provider, and (b) pay costs, damages and attorney fees finally awarded against Provider and any settlement costs incurred as a result of such claims.
9.3
Conditions.  With regard to the indemnification provisions in Paragraphs 9.1 and 9.2, the indemnifying Party shall be notified as soon as practicable of any such claim and shall have the right to control the defense of all such claims and related lawsuits or proceedings.  In no event shall the indemnified Party settle any such claim, lawsuit or proceeding without the indemnifying Party’s prior approval, which will not be unreasonably withheld, delayed or conditioned. Each Party shall provide the other with reasonable cooperation required for the defense and settlement.
10.
LIMITATION OF LIABILITY
Except as provided below, Provider's liability to the State for contract damages arising from breach of this Agreement is limited to direct damages, which may not exceed two times the value of this agreement for each claim that the State makes against the Provider.  Provider is not liable to the State for special, incidental, consequential, punitive, or indirect damages (including but not limited to loss of use, revenue, profit, or data). 
11.
DEFAULT AND REMEDIES

11.1
Default.

11.1.1  Provider Default.  Provider shall be in default if it fails to perform or comply with any material term or condition of this Agreement.
11.1.2  State Default.  State shall be in default if: (i) State fails to make a payment required under this Agreement within 30 days from State’s receipt of a correct, valid, timely and undisputed invoice; or (ii) State fails to perform or comply with any material term or condition of this Agreement.
11.1.3  Default by Either Party.  Subject to federal bankruptcy law, either Party shall be in default if such Party: (i) ceases to do business as a going concern (a corporate consolidation, merger, reorganization or acquisition through which a Party may be succeeded in its business by another entity shall not in and of itself be deemed to be ceasing to do business); (ii) makes a general assignment for the benefit of creditors; (iii) files for insolvency or bankruptcy or seeks to enter receivership; or (iv) authorizes, applies for or consents to the appointment of a trustee or liquidator of all or a substantial part of its assets or has proceedings seeking such appointment commenced against it that are not resolved within 30 days of such commencement.
11.2
Default Notice.  Upon the occurrence of a default as defined in this Section, the non-defaulting Party shall issue a notice of default to the other Party.  The non-defaulting Party may terminate this Agreement for cause 30 days following the defaulting Party’s receipt of the notice of default unless the default is cured by the defaulting Party within the 30 day cure period.  

11.3
Remedies.

11.3.1  State Default.  If the State is in default under the provisions set forth above, the sum of the following amounts shall be due and payable to Provider within 30 days of final determination of the State’s default:  all correct, valid, timely and undisputed invoices not paid by the State for the period the State is determined to be in default.  In addition to any other remedies at law or in this Agreement, Provider may, at its option, suspend Subscription Services to the State during any default period not cured within 30 days of receipt of notice of State’s default.
11.3.2  Provider Default.  In the event of a determination of Provider’s default under the provisions set forth above, and without limitation on the remedies available to State under any Statements of Work, for Provider’s delay or failure to meet all required Service Levels, the State has the following remedies: (i) terminate this Agreement to the extent of the terms and conditions contained in the relevant Statement of Work; (ii) pursue the recovery of actual damages arising out of such default; (iii) seek specific performance by Provider of its obligations under this Agreement; and/or (iv) invoke alternative remedies as may be specified in this Agreement or any Statement of Work. 
11.4
No Exclusive Remedies.  Except as otherwise expressly provided in this Agreement, the rights and remedies provided in this Agreement are cumulative and not exclusive of any rights or remedies the State may have at law or in equity or otherwise.  The State’s remedies with respect to any matter under this Agreement are not limited to the remedies set forth herein; provided, however, neither Party shall receive duplicative recoveries.  Each Party shall have a duty to mitigate damages for which the other Party is responsible.  A default by one Party under this Agreement as to the terms in a specific Statement of Work shall not affect the other Party’s rights under this Agreement as to any other Statement of Work under which such Party is not in default.
12.
TERMINATION AND TERMINATION SUPPORT

12.1
Termination for Cause.  If Provider fails to perform any of its obligations or breaches any representations or warranties under this Agreement and such failure is not cured within 30 calendar days after notice is given to Provider, the State, upon further notice to Provider, may terminate this Agreement as to all or part of the Subscription Services and Non-subscription Services being or to be provided by Provider under the respective Statement of Work as of the date specified in the notice of termination.  Unless otherwise agreed in writing, termination of this Agreement shall also automatically terminate all Statements of Work that are incomplete at the time of termination.  Termination of one Statement of Work shall have no effect on any other Statement of Work or this Master Software as a Service Agreement.
12.2
Termination for Insolvency.  Despite anything to the contrary and if allowed under federal bankruptcy law, the State may terminate this Agreement if the Provider (a) terminates or suspends its business, (b) becomes subject to any bankruptcy or insolvency proceeding under federal or state statute, (c) becomes insolvent or becomes subject to direct control by a trustee, receiver or similar authority or (d) has wound up its business or is liquidated, voluntarily or otherwise. 
12.3
Termination for Unsuccessful Pilot. If a Pilot does not meet the success criteria as documented in the Pilot Statement of Work, the State may choose to continue the agreement with modifications, or to terminate the agreement. Thereafter, the State shall have no further obligations under this Agreement except payment of any fees that accrued and were attributable to the period before the effective date of termination.  This payment is Licensor’s sole remedy.
12.4
Reduction of Funding.  The State must by law terminate this agreement if funds are not appropriated or otherwise made available to support the State's continuation of performance of this agreement in a subsequent fiscal period.  (18-4-313(4), MCA.)  If state or federal government funds are not appropriated or otherwise made available through the state budgeting process to support continued performance of this agreement (whether at an initial agreement payment level or any agreement increases to that initial level) in subsequent fiscal periods, the State shall terminate this agreement as required by law.  The State shall provide Provider the date the State's termination shall take effect.  The State shall not be liable to Provider for any payment that would have been payable had the agreement not been terminated under this provision.  As stated above, the State shall be liable to Provider only for the payment, or prorated portion of that payment, owed to Provider up to the date the State's termination takes effect.  This is Provider's sole remedy.  The State shall not be liable to Provider for any other payments or damages arising from termination under this section, including but not limited to general, special, or consequential damages such as lost profits or revenues.
12.5
Obligations of the Parties.  Within 10 days after expiration or termination of this Agreement, each Party shall return to the other Party all tangible portions of the other Party’s proprietary materials, including any hardware and any software or, upon request by either Party, destroy all proprietary materials and all copies thereof, and certify in writing that they have been destroyed.  
12.6
Effect of Termination.  Immediately upon termination, Provider’s obligation to provide the Subscription Services and State’s right to access same will cease, and all unpaid fees and charges of State will immediately become due and payable.  Unless otherwise agreed to by the Parties on a Statement of Work, within 60 days of termination, Provider will remove State’s media assets from the Provider’s system and, at State’s option, either destroy them or return them to State on storage media provided by State in a mutually agreed upon format which shall be of a type which is generally available and considered commercially standard, at additional reasonable charge to State according to any then-current Provider services fees.
12.7
Transition Assistance. If this agreement is not renewed at the end of this term, if the agreement is otherwise terminated before project completion, or if particular work on a project is terminated for any reason, Provider shall provide transition assistance for a reasonable, mutually agreed period of time after the expiration or termination of this agreement or particular work under this agreement.  The purpose of this assistance is to allow for the expired or terminated portion of the services to continue without interruption or adverse effect, and to facilitate the orderly transfer of such services to the State or its designees.  The parties agree that such transition assistance is governed by the terms and conditions of this agreement, except for those terms or conditions that do not reasonably apply to such transition assistance.  The State shall pay Provider for any resources utilized in performing such transition assistance at the most current agreement rates.  If the State terminates a project or this agreement for cause, then the State may offset the cost of paying Provider for the additional resources Provider utilized in providing transition assistance with any damages the State may have sustained as a result of Provider’s breach.

13.
PROPRIETARY RIGHTS

13.1
Provider Ownership.  The Provider Information is and shall remain the Provider’s property unless it is in the public domain.  Provider grants to the State an irrevocable, royalty free, and unrestricted right to use, modify, transfer and maintain the Provider Information for the term of the Agreement..  Except as otherwise provided in Paragraph 13.2 below, or as may be expressly agreed in any Statement of Work, Provider retains title to and ownership of any hardware owned and made available by Provider for provision of the Subscription Services and Non-Subscription Services.
13.2
State Ownership.  The State retains title to and all ownership rights to State Data but grants Provider the right to access and use State Data for the purpose of complying with its obligations under this Agreement and any applicable Statement of Work.  Each Party also retains title and ownership to any of its pre-existing materials which shall be set forth and defined in any applicable SOW.  Ownership rights to any deliverables and related Work Product shall be set forth in the applicable SOW which shall provide for either assignment or perpetual license to the State as appropriate. 
14.
GENERAL PROVISIONS

14.1
Required Insurance

14.1.1
General Requirements.  Provider shall maintain for the duration of the Agreement, at its cost and expense, insurance against claims for injuries to persons or damages to property, including contractual liability, which may arise from or in connection with the performance of the work by Provider, agents, employees, representatives, assigns, or subcontractors. This insurance shall cover such claims as may be caused by any negligent act or omission. 
14.1.2
Primary Insurance.  Provider's insurance coverage shall be primary insurance with respect to the State, its officers, officials, employees, and volunteers and shall apply separately to each project or location. Any insurance or self-insurance maintained by the State, its officers, officials, employees or volunteers shall be excess of Provider’s insurance and shall not contribute with it.
14.1.3
Specific Requirements for Commercial General Liability.  Provider shall purchase and maintain occurrence coverage with combined single limits for bodily injury, personal injury, and property damage of $1,000,000 USD per occurrence and $2,000,000 USD aggregate per year to cover such claims as may be caused by any act, omission, or negligence of Provider or its officers, agents, representatives, assigns or subcontractors. 
The State of Montana shall be named as an additional insured for its acts or omission and those of Provider.
14.1.4
Specific Requirements for Cyber/Data Information Security Insurance:  The provider shall purchase and maintain occurrence coverage with combined single limits for each wrongful act of $2,000,000 per occurrence to cover the unauthorized acquisition of personal acquisition such as social security numbers, credit card numbers, financial account information, or other information that uniquely identifies an individual and may be of a sensitive nature in accordance with §2-6-501, MCA through §2-6-504, MCA. Such insurance must cover, at a minimum,  privacy notification costs, credit monitoring, forensics investigations, legal fees/costs, and regulatory fines and penalties as may be caused by any act, omission, or negligence of the provider’s officers, agents, representatives, assigns or subcontractors. Note: If occurrence coverage is unavailable or cost-prohibitive, the state will accept ‘claims made’ coverage provided the following conditions are met: 1) the commencement date of the agreement must not fall outside the effective date of insurance coverage and it will be the retroactive date for insurance coverage in future years. 2) The claims made policy must have a two-year tail for claims that are made (filed) after the cancellation or expiration date of the policy.

14.1.5
Deductibles and Self-Insured Retentions.  Any deductible or self-insured retention must be declared to and approved by the State. At the request of the State either: (1) the insurer shall reduce or eliminate such deductibles or self-insured retentions as respects the State of Montana; or (2) at the expense of Provider, Provider shall procure a bond guaranteeing payment of losses and related investigations, claims administration, and defense expenses.
14.1.6
Certificate of Insurance/Endorsements.  Provider shall provide a certificate of insurance from an insurer with a Best’s rating of no less than A- or equivalent from a foreign country indicating compliance with the required coverages. Provider shall provide the State 30 days’ advance written notice of any cancellation of coverage.
14.2
Assignment, Subcontracting and Transfer.  Provider may not assign, transfer, or subcontract any portion of this agreement without the State's prior written consent.  (18-4-141, MCA.)  Provider is responsible to the State for the acts and omissions of all subcontractors or agents and of persons directly or indirectly employed by such subcontractors, and for the acts and omissions of persons employed directly by Provider.  No contractual relationships exist between any subcontractor and the State under this agreement.
14.3.
Access and Retention of Records.  The Provider shall provide the State, Legislative Auditor, or their authorized agents access to any records required to be made available by 18-1-118 MCA, in order to determine Agreement compliance.  The Provider shall retain records supporting this Agreement for a period of eight years after either the completion date of this Agreement or the conclusion of any claim, litigation, or exception relating to this Agreement taken by the State of Montana or a third party.
14.4
Compliance with Workers’ Compensation Act.  Provider shall comply with the provisions of the Montana Workers' Compensation Act while performing work for the State of Montana in accordance with 39-71-401, 39-71-405, and 39-71-417, MCA.  Proof of compliance must be in the form of workers' compensation insurance, an independent contractor's exemption, or documentation of corporate officer status.  Neither Provider nor its employees are State employees.  This insurance/exemption must be valid for the entire agreement term and any renewal.  Upon expiration, a renewal document must be sent to the State Procurement Bureau, P.O.  Box 200135, Helena, MT 59620-0135.

14.5
Registration with the Secretary of State.  Any business intending to transact business in Montana must register with the Secretary of State.  Businesses that are incorporated in another state or country, but which are conducting activity in Montana, must determine whether they are transacting business in Montana in accordance with 35-1-1026 and 35-8-1001, MCA.  Such businesses may want to obtain the guidance of their attorney or accountant to determine whether their activity is considered transacting business.

If businesses determine that they are transacting business in Montana, they must register with the Secretary of State and obtain a certificate of authority to demonstrate that they are in good standing in Montana.  To obtain registration materials, call the Office of the Secretary of State at (406) 444-3665, or visit their website at http://sos.mt.gov.
14.6
Conformance with Agreement.  No alteration of the terms, conditions, delivery, price, quality, quantities, or specifications of the agreement shall be granted without the State Procurement Bureau’s prior written consent.  Product or services provided that do not conform to the agreement terms, conditions, and specifications may be rejected and returned at Provider’s expense.

14.7
Liaisons and Meetings.

14.7.1 Agreement Liaison.  All project management and coordination on the State's behalf must be through a single point of contact designated as the State's liaison.  Provider shall designate a liaison that will provide the single point of contact for management and coordination of Provider's work.  All work performed under this agreement must be coordinated between the State's liaison and Provider's liaison.


 is the State's liaison.

(Address):

(City, State, ZIP):

Telephone: 

Cell Phone: 

Fax:

E-mail: 


 is Provider's liaison.

(Address):

(City, State, ZIP):

Telephone: 

Cell Phone: 

Fax:

E-mail: 

14.7.2 Contract Manager.  The State Agreement Manager identified below is the State's single point of contact and shall perform all agreement management under 2-17-512, MCA, on the State’s behalf.  Written notices, requests, complaints, or any other issues regarding this agreement should be directed to the State Agreement Manager.


 is the State's Agreement Manager.

(Address):

(City, State, ZIP):

Telephone: 

Cell Phone: 

Fax:

E-mail: 


 is Provider's Agreement Manager.

(Address):

(City, State, ZIP):

Telephone: 

Cell Phone: 

Fax:

E-mail: 

14.8
Identification/Substitution of Personnel.  The personnel identified or described in Provider's proposal shall perform the services provided for the State under this agreement.  Provider agrees that any personnel substituted during the term of this agreement must be able to conduct the required work to industry standards and be equally or better qualified than the personnel originally assigned.  The State reserves the right to approve Provider personnel assigned to work under this agreement and any changes or substitutions to such personnel.  The State's approval of a substitution will not be unreasonably withheld.  This approval or disapproval shall not relieve Provider to perform and be responsible for its obligations under this agreement.  The State reserves the right to require Provider personnel replacement.  If Provider personnel become unavailable, Provider shall provide an equally qualified replacement in time to avoid delays to the work plan.

14.9
Customer Data Backup.  Provider shall back up all State data appropriately to a storage device at Provider’s production datacenter for Provider’s recovery purposes. Data shall be stored for seven days at the production facility and at the disaster recovery facility for at least 30 days.
14.10
Disaster Recovery.  Provider shall be responsible for providing disaster recovery services if Provider experiences or suffers a disaster; Provider shall take all commercially reasonable and necessary steps to ensure that the State is not denied access to the Subscription Services and Non-subscription Services. If there is an event impacting Provider resources or services or State Data required to provide the Subscription or Non-subscription Services, Provider will notify State within four (4) business hours, and will provide daily status reports on the service recovery progress. 
14.11
Force Majeure.  Neither Party shall be responsible for delays or failure to fulfill its obligations under this Agreement due to causes beyond its reasonable control. Such causes include without limitation, acts or omissions of government or military authority, acts of God, materials shortages, transportation delays, fires, floods, labor disturbances, riots, wars, terrorist acts or any other causes, directly or indirectly beyond the reasonable control of the nonperforming party.  However, the non-delayed party may terminate or suspend its performance under this Agreement if the delayed party fails to perform it obligations under this Agreement for more than 15 consecutive calendar days.  Notwithstanding the foregoing, the State’s payment obligations may be suspended or diminished if it is denied access to the Subscription Services for more than 5 days. 
14.12
Notices.  All notices, reports, invoices and other communications required or permitted hereunder to be given to or made upon any Party hereto in writing, shall be addressed as provided below and shall be considered as properly given if (a) sent by an express courier delivery service which provides signed acknowledgments of receipt; or (b) deposited in the U.S. certified or registered first class mail, postage prepaid, return receipt requested. All notices shall be effective upon receipt. For the purposes of notice, the addresses of the Parties shall be as set forth below; provided, however, that either Party shall have the right to change its address for notice hereunder to any other location by giving not less than 5 days’ prior written notice to the other Party in the manner set forth above.
State:

Liaison:


Phone:


Fax:


Provider: 
Liaison:

Phone: 

Fax: 

14.13
Changes to Agreement.  Once executed, this Agreement, and any referenced attachments other than a Statements of Work, may be modified only by executing an Amendment.  Once executed, Statements of Work and their referenced attachments may be modified only by executing an Addendum to the applicable documents.
14.14
Choice of Law and Venue.  This Agreement is governed and construed by the laws of Montana, excluding its conflict of laws principles.  All disputes arising from or in connection with this Agreement, whether in contract, tort, or otherwise, shall also be governed by the laws of Montana, excluding its conflict of laws principles. The parties agree that any litigation concerning this Agreement must be brought in the First Judicial District in and for the County of Lewis and Clark, State of Montana.  Each party shall pay its own costs and attorney fees. (18-1-401, MCA)
14.15
Severability.  A declaration by any court, or any other binding legal source, that any provision this Agreement is illegal and void shall not affect the legality and enforceability of any other provision of the Agreement, unless the provisions are mutually dependent.
14.16
Relationship of the Parties.  Nothing in this Agreement is intended or shall be construed to create or establish any agency, partnership or joint venture relationship between the Parties. The Parties expressly disclaim such relationship, agree that they are acting solely as independent contractors hereunder and agree that the Parties have no fiduciary duty to one another or any other special or implied duties that are not expressly stated in this Agreement. Provider has no authority to act as agent for, or to incur any obligations on behalf of or in the name of, the State or its Affiliates.
14.17
No Waiver.  No waiver of any obligation or breach of this Agreement constitutes a waiver of any other obligation or breach of the same or any other provision of the Agreement on a future occasion. No waiver is effective unless made in writing.   
14.18
Entire Agreement.  This Agreement supersedes all prior discussions and agreements between the parties regarding the subject matters covered in this Agreement. This is the entire agreement of the Parties.  The Agreement may be amended, supplemented, or modified only by a written instrument signed by the Parties’ authorized representatives.
14.19
Agreement Oversight.  The Chief Information Officer (CIO) for the State of Montana, or designee, may perform agreement oversight activities.  Such activities may include the identification, analysis, resolution, and prevention of deficiencies that may occur within the performance of agreement obligations.  The CIO may require the issuance of a right to assurance or may issue a stop work order.

14.19.1 Right to Assurance. If the State, in good faith, has reason to believe that Provider does not intend to, is unable to, or has refused to perform or continue performing all material obligations under this agreement, the State may demand in writing that Provider give a written assurance of intent to perform.  Provider’s failure to provide written assurance within the number of days specified in the demand (in no event less than five business days may, at the State's option, be the basis for terminating this agreement and pursuing the rights and remedies available under this agreement or law.

14.19.2 Stop Work Order.  The State may, at any time, by written order to Provider require Provider to stop any or all parts of the work required by this agreement for the period of days indicated by the State after the order is delivered to Provider.  The order must be specifically identified as a stop work order issued under this clause.  Upon receipt of the order, Provider shall immediately comply with its terms and take all reasonable steps to minimize the incurrence of costs allocable to the work covered by the order during the period of work stoppage.  If a stop work order issued under this clause is canceled or the period of the order or any extension expires, Provider shall resume work.  The State Project Manager shall make the necessary adjustment in the delivery schedule or agreement price, or both, and this contract shall be amended in writing accordingly.  

14.20
Order of Precedence If Conflict Arises.  If there is a conflict between the terms and conditions of this Agreement, Statement of Work, or other referenced attachment to this Agreement, the order of precedence is:
· First, this Agreement; 
· Second, the Statement of Work;
· Third, RFP15-3017T as amended; and 
· Fourth, Provider’s proposal as amended.
If a conflict arises between the terms of two or more Statements of Work, the terms of the more/most recent Statement of Work prevail.  
14.21
Provider Notification.  The Provider is notified that under section 2-17-514, MCA, the Montana Department of Administration retains the right to cancel or modify any agreement, project, or activity that is not in compliance with the Agency's Plan for Information Technology, the State Strategic Plan for Information Technology, or any statewide IT policy or standard.
15.
EXECUTION

The parties through their authorized agents have executed this contract on the dates set out below.

	DEPARTMENT OF ADMINISTRATION
	(INSERT CONTRACTOR'S NAME)

	State Information Technology Services Division
	(Insert Address)

	PO Box 200113
	(Insert City, State, Zip)

	Helena, MT 59620-0113
	FEDERAL ID # 

	
	

	
	

	BY: 
Ronald Baldwin, Chief Information Officer

	BY: 


	
	(Name/Title)

	
	

	
	

	

	


	(Signature)
	(Signature)

	
	

	DATE: 

	DATE: 


	
	

	
	

	Approved as to Legal Content:
	

	
	

	

	

	Legal Counsel
(Date)
	

	
	

	Approved as to Form:
	

	
	

	

	

	Procurement Officer
(Date)
	

	State Procurement Bureau
	


CONTRACT SCHEDULE A
Description of Software
1. DESCRIPTION OF SOFTWARE

	Purchase Date
	Software Product
	Platform (i.e. server, desktop, etc.)
	License Model (perpetual, term, etc.)
	License Metric (CPU, processor, MIPS, MSU, user, etc.)
	License Quantity

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


2. AUTHORIZED USE

2.1 Licensor authorizes the State the right to use the software in the specific scope and quantities defined in Schedule A-Section 1 above. The State’s use of the Software may not exceed the specified Authorized Use limitation.

2.2 Within 60 days of the Purchase Date, Licensor shall explain in writing to State how software usage will be counted for State to maintain compliance with Authorized Use. For example, if a license’s name and unit of measurement is a Full Administrator License, the license definition should provide explanation of what this means. An example of how the Full Administrator License is counted could be "One Full Administrator’s License is equal to one user." In case of ambiguity or absence of definition, any Software Product where usage rights are unclear will be interpreted in the State’s favor.

CONTRACT Schedule B

FEES AND PAYMENTS

1. License Fees 

1.1 Fees for Software License.  In consideration for the granting of the license of the Software to the State, the State shall pay Licensor a license fee in the amount of $ _______ upon receipt of a valid invoice as specified in Section 2.3.

1.2 Future Purchases.  The State may acquire licenses, maintenance and support at the prices on this Schedule B for a period of (insert number of months or years) from the effective date of this Agreement.

2.
Maintenance Fees

2.1 Maintenance Fees.  In consideration for the maintenance and support services described in Schedule C, the State shall pay Licensor a fee in the amount of $ _______ upon receipt of a valid invoice as specified in Section 2.3. 

2.2 Renewal.  For each subsequent year, the State, at its sole discretion, may issue a Purchase Order to renew maintenance and support services. Only upon receipt of a signed State of Montana Purchase Order, shall maintenance and support services commence, and shall Licensor invoice the State of such services.

2.3 Increases in Annual Maintenance Fee.  Licensor maintenance fees may be increased after the initial year of maintenance provided 90 days prior written notice is received by the State. The maintenance fee increase may not exceed the lesser of (1) 5% or, (2) the CPI index or, (3) the price charged to Licensor’s most favored customer. The State may terminate the maintenance any time on or before 60 days of receipt of Licensor’s written notice of a price increase.

2.4 Reinstatement. If maintenance and support services lapse, the State may reinstate maintenance and support at any time by issuing a Purchase Order for maintenance and support services. The reinstatement fees may not exceed the monthly fee for the number of delinquent months multiplied by 50%.

3. 
Time and Materials Rates (if applicable):
4. 
Training Fees (if applicable):
CONTRACT SCHEDULE C

mAINTENANCE SERVICES

(Insert contractor maintenance services terms)

APPENDIX C:  FEATURES MATRIX

Note:  This document is provided in Excel format as a separate file and may be found with RFP No. 15-3017T at


� HYPERLINK "http://svc.mt.gov/gsd/OneStop/SolicitationDefault.aspx" �http://svc.mt.gov/gsd/OneStop/SolicitationDefault.aspx�.


This appendix is a critical and necessary element of this RFP.
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