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                            TTY Users-Dial 711

FEBRUARY 28, 2014
STATE OF MONTANA

REQUEST FOR PROPOSAL ADDENDUM

RFP NO. 14-2880P
TO BE OPENED: MARCH 14, 2014
TITLE: MONTANA OFFICE OF TOURISM DIGITAL ASSET MANAGEMENT SYSTEM
ADDENDUM NO. 1
To All Offerors:

Please make the following correction to the above-referenced “Request for Proposal”:

Section 3.1.2 on page 12:

The range of size for the assets is estimated at: .jpg – 13-18 KB; InDesign – 50-100 KB; and videos 100,000-125,000 KB.  .jpg – 5-18 MB and video- MP4  HD 1920 X 1080 at approximately 1 GB per minute, average size at 5 minutes. 

Attached are written questions received in response to this RFP.  These questions, along with the State's response, become an official amendment to this RFP.

 All other terms of the subject "Request for Proposal" are to remain as previously stated.

Acknowledgment of Addendum:

The offeror for this solicitation must acknowledge receipt of this addendum.  This page must be submitted at the time set for the proposal opening or the proposal may be disqualified from further consideration.

I acknowledge receipt of Addendum No 1.
Signed: ___________________________________

Company Name: ____________________________

Date: ______________________

Sincerely,
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Penny Moon
Senior Contracts Officer

	Question Number
	Page Number
	Section Number
	Questions & Answers for RFP #14-2880P  

	1. 
	13
	3.3.1.2
	Q.      Please confirm Web browser versions needed:
Internet Explorer version 9 and above.

Mozilla Firefox version 26 and above

Chrome version 32 and above

Safari version 7

A.      Confirmed.

	2. 
	13
	3.3.3
	Q.     The MTOT currently has approximately 3 TB of data to be imported into the DAM system. If the initial upload is 50GB (page 11, Overview). When will the 2,95 TB be uploaded?
A.     Over the next year by MTOT staff and other third parties. 

	3. 
	14
	3.3.3.7
	Q.      Is the purpose of connecting the storage to a third party mass storage vendors, to be able to retrieve all the files of the DAM at once?
Could you provide one or more scenarios?
A. Most (90% +) of the assets stored with a third party will be in dark storage. 
One scenario would be retrieving stock video for projects. The purpose of the DAM is primarily to store production quality assets.

	4. 
	14
	3.3.4.2
	Q.      This is possible if the browser is HTML5 compatible. (Chrome 32, IE9 etc.), otherwise it would require a Java Applet plug-in (not recommended).
A.      This is acceptable to the MTOT.

	5. 
	15
	3.3.7.1
	Q.      “Screen Capture”: What do you mean by screen capture?
“Send to Social Media”: Please List the Social Media platforms. 

Should we send the actual file to the third-party Social Media platform or a just “link” to the file stored on the MTOT platform?
A.      “Screen Capture” would basically be the same as “Print Screen” on a windows computer. As for social media, currently we use Facebook, Tumblr, YouTube, and Instagram, but we can be flexible. A link would be acceptable.

	6. 
	15
	3.3.7.2
	Q.      Do you want to Share video and embed them to third-party website (as Youtube does)?
A.      No, we will use other applications/services for that.

	7. 
	15
	3.3.7.5
	Q.      Similar based on the author, color, size, date of publishing or keywords?
A.      Primarily type, location, keywords, and photographer.

	8. 
	16
	3.3.8
	Q.      Do you want a customer to download a video in a specific encoding format different than the original one? If yes, whether (i) the system must encode “on the fly” a video but this can take minutes/hours for processing, or (ii) the system encodes all video files in n formats while they are imported in the DAM but this would require more storage space because each video file will be copied and stored n times in n formats.
Note: most of the customers do encode all their video files in mp4 (with H264 video codec and AAC audio codec) once they are uploaded because this format is universal and is natively supported by browsers and mobile devices.
A.      MP 4 HD is acceptable to the MTOT; a smaller version can be used for the preview.

	9. 
	34
	Appendix B

2.1
	Q.      Term states: Provider shall manage the recordation of the State’s Data.   Definition of recordation: The act of giving legal status to a document by making it an official public record.    Please clarify or substitute common language.
A.      The MTOT will consider drafting new language.

	10. 
	39
	Appendix B
10
	Q.      At the end of the second paragraph, we must add: Except for claims arising from Provider’s gross negligence or willful misconduct, Provider’s liability to the State for breach of  (a) losses by either Party for bodily injury or damage to real property; (b) indemnification obligations; (c) in the instance of software licensing, claims against Provider for the presence of Illicit Code; or (e) any breach of confidentiality obligations contained in this Agreement shall not exceed the greater of US$5,000,000 or the maximum allowable limits of Provider’s insurance.
A.      At this point in time, the answer is “no.” However, we are willing to explore the issue further.

	11. 
	42
	Appendix B

14.2
	Q.      “Assignment.  The Provider may not assign, transfer or subcontract any portion of this Agreement Without the State’s express written consent.”
( How can we get such written consent?

(As a Business Service provider, we contract for Cloud Services to help reduce costs.  If we use a Cloud Service as part of the services offered to the state in this RFP, is this considered “Assignment” or “sub contracted”?  If so, what does the state need from us in this RFP to assure them that the assigned services will meet the specifications of the RFP?
A.      The proposal should describe the relationship and experience/qualifications of the subcontractors you choose to use.  When the State awards a contract, all subcontractors listed in the proposal are deemed accepted unless otherwise specified.  After the contract has been awarded, all new subcontractors need to be vetted through the State for approval.
Assignment of a contract means that the Contractor is turning the contract over to another entity entirely.  All assignments must be vetted through the State for approval. (18-4-141 MCA)

	12. 
	43
	Appendix B
14.9
	Q.      The following change is requested for this term: Choice of Law and Waiver.  This Agreement is governed and construed by the laws of New York, excluding its conflict of laws principles. All disputes arising from or in connection with this Agreement, whether in contract, tort, or otherwise, shall also be governed by the laws of New York, excluding its conflict of laws principles. Each party shall pay its own costs and attorney fees (18-1-401, MCA). The State and Provider waive any right to a jury trial regarding any dispute between the Parties.
A.      The State cannot agree to this language.

	13. 
	43
	Appendix B

14.14
	Q.      Please clarify why the order of precedence is Statement of Work before this Agreement.  We believe the order should be reversed.
A.      Agreed.

	The following questions are from Appendix A, State of Montana Minimum Security Requirements

	14. 
	4
	Ac-11
	Q.      Prevent further access to the system by initiating a session lock after a maximum of twenty (20) minutes of inactivity or upon receiving a request from a user; Our session timeout is 2 hours.  

The information system conceals information previously visible on the display with a publicly viewable image.  Our system returns the user to the login page.
A.      Since the system is not hosted in the State’s computing environment, this requirement does not apply. Please describe how your company addresses this issue in Section 3.3.1.4.

	15. 
	6
	AT-4
	Q.      The State of Montana maintains security training records for minimum of 10 years after the employee is terminated or leaves state employment (RE: SoS GS-5, 26 & 29). We do not maintain security training records per employee.
A.      Since the system is not hosted in the State’s computing environment, this requirement does not apply. Please describe how your company addresses this issue in Section 3.3.1.4.

	16. 
	7
	AU-6
	Q.      The State of Montana (SITSD through its SIEM product) reviews audit records on a monthly basis unless otherwise specified in the audit procedure.  Reviews are adjusted as needed depending upon the identification of possible attacks or pain points within information systems.  Reports are generated to identify suspicious activity.  Data is correlated across different repositories to gain organization-wide situational awareness.  We currently hold logs indefinitely for HTTP, S3 and CloudFront.  By request, the logs can be audited with software to find specific information.  Is this acceptable?
A.      Since the system is not hosted in the State’s computing environment, this requirement does not apply. Please describe how your company addresses this issue in Section 3.3.1.4.

	17. 
	7
	AU-8
	Q.      State information systems generate time stamps for audit records using the external naval clock time process. (Synchronization: The interval for checking time is 10 minutes.  There are three NTP sources in the list.  The default behavior is that all of the desktops that are joined to the Enterprise Active Directory will get their time from the Active Directory domain controllers, which in turn get the time from the NTP sources.  As long as someone has not changed this default behavior on desktops or removed it from the Enterprise Active Directory, then the time stamps will be consistent.)  We do not use the external naval clock time process.  Is this acceptable?
A.      Since the system is not hosted in the State’s computing environment, this requirement does not apply. Please describe how your company addresses this issue in Section 3.3.1.4.

	18. 
	8
	AU-11
	Q.      Audit records are maintained for minimum of 6 years to meet regulatory requirements. (Check on records management requirement, SoS  Logs are kept forever, no audit records currently.  Is this acceptable?
A.      Since the system is not hosted in the State’s computing environment, this requirement does not apply. Please describe how your company addresses this issue in Section 3.3.1.4.

	19. 
	9
	CA-2
	Q.      The State of Montana uses a NIST based risk assessment process and template. This process includes security controls and their effectiveness, as well as the assessment environment, team, and roles and responsibilities. The State of Montana creates a risk assessment for each information system and updates as major changes occur.  We do not use a NIST risk assessment.  Is this acceptable?
A.      Since the system is not hosted in the State’s computing environment, this requirement does not apply. Please describe how your company addresses this issue in Section 3.3.1.4.

	20. 
	9
	CA-3
	Q.      The State requires an Interconnection Security Agreement for all information systems directly connecting to external systems. Each State information system has a security plan that outlines the connections with other information systems.  The State of Montana employs a permit-by-documented request (exception) policy for allowing agency and other information systems to connect to external information systems. We do not require an Interconnection Security Agreement.  Is this acceptable?
A.      Since the system is not hosted in the State’s computing environment, this requirement does not apply. Please describe how your company addresses this issue in Section 3.3.1.4.

	21. 
	10
	CM-3
	Q.      Has an approval process that includes security review.  We do not require a security review on every change.  Is this acceptable?
A.      Since the system is not hosted in the State’s computing environment, this requirement does not apply. Please describe how your company addresses this issue in Section 3.3.1.4.

	22. 
	14
	IA-3
	Q.      The State of Montana network uniquely identifies and authenticates all network attached devices compatible with the 802.1X protocol before establishing a network connection.  We do not enforce this protocol.  Is this acceptable?
A.      Since the system is not hosted in the State’s computing environment, this requirement does not apply. Please describe how your company addresses this issue in Section 3.3.1.4.

	23. 
	18
	MA-6
	Q.      The State of Montana obtains maintenance support and/or spare parts for critical network and enterprise server infrastructure, IPS/IDS, and web-content filtering within twenty-four (24) hours.  We use Amazon Web Services’ failover capabilities.  Is this acceptable?
A.      Since the system is not hosted in the State’s computing environment, this requirement does not apply. Please describe how your company addresses this issue in Section 3.3.1.4.

	24. 
	19
	MP-1
	Q.      The State of Montana reviews and updates Media Protection policies and procedures within two years of last review.  We don’t have this policy.  Is this acceptable?
A.      Since the system is not hosted in the State’s computing environment, this requirement does not apply. Please describe how your company addresses this issue in Section 3.3.1.4.

	25. 
	20
	PE-1
	Q.      The State of Montana reviews and updates Physical and Environmental Protection policies and procedures within two years of last review.  We don’t have this policy.  Is this acceptable?
A.      Since the system is not hosted in the State’s computing environment, this requirement does not apply. Please describe how your company addresses this issue in Section 3.3.1.4.

	26. 
	20
	PE-6
	Q.      a. Monitors physical access to information systems to detect and respond to physical security incidents; We don’t monitor physical access.  Is this acceptable?
A.      Since the system is not hosted in the State’s computing environment, this requirement does not apply. Please describe how your company addresses this issue in Section 3.3.1.4.

	27. 
	37
	PM-2
	Q.      The State of Montana appoints a senior information security officer with the mission and resources to coordinate, develop, implement, and maintain a State-wide information security program. We don’t have a dedicated security officer.  Is this acceptable?
A.      Since the system is not hosted in the State’s computing environment, this requirement does not apply. Please describe how your company addresses this issue in Section 3.3.1.4.
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