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By and Between

State of Montana
Department of Administration 
Health Care and Benefits Division

and


[Contractor]

[Contractor Address]



BUSINESS ASSOCIATE AGREEMENT

	This Business Associate Agreement (“Agreement”) is effective November 1, 2014 and made by and between the State of Montana, Department of Administration, Health Care and Benefits Division (“HCBD”), and (Insert name and address of Business Associate)(“Business Associate”), (collectively, the “Parties”). Terms appearing below in the Recitals section with initial upper case letters shall have the respective meanings assigned to them in this introductory paragraph or in Section 1.02 of this Agreement, as applicable.

RECITALS:

	WHEREAS, Business Associate has entered into a Contract with HCBD to provide Services to or on behalf of HCBD;

	WHEREAS, the Parties acknowledge and agree that in providing Services to or on behalf of HCBD, Business Associate will create, receive, use or disclose Protected Health Information;

	WHEREAS, the Parties intend to enter into this Agreement to address the requirements of HIPAA, HITECH, the Privacy Rule, and the Security Rule as they apply to “business associates”, including the establishment of permitted and required uses and disclosures (and appropriate limitations and conditions on such uses and disclosures) of Protected Health Information by Business Associate that is created or received in the course of performing Services on behalf of HCBD; and

	WHEREAS, the objective of this Agreement is to provide HCBD with reasonable assurances that Business Associate will appropriately safeguard the Protected Health Information that it creates or receives in the course of providing Services to HCBD;

	NOW, THEREFORE, in connection with Business Associate’s creation, receipt, use or disclosure of Protected Health Information and in consideration for the mutual promises contained herein, and for other good and valuable consideration, the receipt and sufficiency of which are hereby acknowledged, the Parties hereby agree as follows:

ARTICLE I
Definitions

1.01 General Definitions.  All terms appearing in this Agreement with initial upper case letters that are not otherwise defined in this Agreement shall have the same meaning as that provided for the respective terms in 45 C.F.R. §§ 160.103, 164.103, 164.304 and 164.501. 

1.02 Specific Definitions.  For purposes of this Agreement, the following terms shall have the indicated meanings whenever the term appears with initial upper case letters in this Agreement:

(a) “Business Associate” shall have the same meaning as the term in 45 C.F.R. § 160.103 and shall mean (Insert name of Business Associate), for purposes of this Agreement. Any reference to Business Associate in this Agreement includes Business Associate’s employees, agents, officers, subcontractors, third party contractors, volunteers, or directors.

(b) “Breach” shall mean the acquisition, access, use or disclosure of Protected Health Information in a manner not permitted by HIPAA which compromises the security or privacy of the Protected Health Information unless such acquisition, access, use or disclosure is otherwise excluded under 45 C.F.R. § 164.402. For this purpose, Protected Health Information is “compromised” to the extent that the action poses a significant risk of financial, reputational or other harm to the Individual.

(c) “Covered Entity” shall have the same meaning as the term in 45 C.F.R. § 160.103 and shall mean the State of Montana, Department of Administration, Health Care & Benefits Division for the purposes of this agreement.

(d) “Data Aggregation” shall mean, with respect to Protected Health Information created or received by the Business Associate in its capacity as the Business Associate of HCBD, the combining of such Protected Health Information by the Business Associate with Protected Health Information received by the Business Associate in its capacity as business associate of another covered entity, to permit data analyses that relate to the health care operations of the respective entities.

(e) “Designated Record Set” shall mean a group of records maintained by or for HCBD within the meaning of 45 C.F.R. § 164.501 that consists of:  (i) the enrollment, payment, claims adjudication, and case or medical management record systems maintained by or for a health plan; or (ii) records that are used, in whole or in part, by or for HCBD to make decisions about Individuals.

For purposes of this Section 1.02(e), the term “record” means any item, collection or grouping of information that includes Protected Health Information and is maintained, collected, used or disseminated by or for HCBD.

(f) “HHS-Approved Technology” shall mean, with respect to data in motion, the encryption guidelines in Federal Information Processing Standard 140-2. For data at rest, HHS-Approved Technology shall mean the encryption guidelines in National Institutes of Standards and Technology (NIST) Special Publication 800-111.  With respect to the destruction of data containing Protected Health Information, an HHS-Approved Technology requires the destruction of the media on which the Protected Health Information is stored such that, for paper, film or other hard copy media, destruction requires shredding or otherwise destroying the media so that Protected Health Information cannot be read or reconstructed; for electronic media, destruction requires that the data be cleared, purged or destroyed consistent with NIST Special Publication 800-88 such that the information cannot be retrieved.  HHS-Approved Technology may be updated from time to time based on guidance from the Secretary of HHS.

(g) “HIPAA” shall mean the Health Insurance Portability and Accountability Act of 1996, Pub. L. 104-191.

(h) “HITECH” shall mean the Health Information Technology for Economic and Central Health Act, Pub. L. 111-5.

(i) “Individual” shall have the same meaning as the term “individual” in 45 C.F.R. § 160.103, and shall include a person who qualifies as a personal representative in accordance with 45 C.F.R. § 164.502(g).

(j) “Minimum Necessary” means the least amount of PHI necessary to accomplish the purpose for which the PHI is needed.

(k) “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health Information at 45 C.F.R. Part 160 and Part 164, Subparts A and E.

(l) “Protected Health Information (PHI)” shall mean individually identifiable health information that is transmitted by electronic media (within the meaning of 45 C.F.R. § 160.103), maintained in electronic media, or maintained or transmitted in any form or medium including, without limitation, all information (including demographic, medical, and financial information), data, documentation, and materials that are created or received by Business Associate from or on behalf of HCBD in connection with the performance of Services, and relates to:

(A)	The past, present or future physical or mental health or condition of an Individual; 
(B)	The provision of health care to an Individual; or 
(C)	The past, present or future payment for the provision of health care to an Individual;

and that identifies or could reasonably be used to identify an Individual and shall otherwise have the meaning given to such term under the Privacy Rule including, but not limited to, 45 C.F.R. § 160.103.  Protected Health Information does not include health information that has been de-identified in accordance with the standards for de-identification provided for in the Privacy Rule including, but not limited to, 45 C.F.R. § 164.514.

(m) “Required By Law” shall have the same meaning as the term “required by law” in 45 C.F.R. § 164.103.

(n) “Secretary” shall mean the Secretary of the United States Department of Health and Human Services (“HHS”) or his designee.

(o) “Secured Protected Health Information” shall mean Protected Health Information to the extent that the information is protected by using an HHS-Approved Technology identified by HHS for rendering Protected Health Information unusable, unreadable or indecipherable to unauthorized individuals.

(p) “Security Rule” shall mean the Security Standards at 45 C.F.R. Part 160, Part 162, and Part 164.

(q) “Services” shall mean the resiliency program services to be provided by Business Associate to HCBD.

(r) “Unsecured Protected Health Information” shall mean Protected Health Information that is not rendered unusable, unreadable or indecipherable to unauthorized individuals through the use of an HHS-Approved Technology.

ARTICLE II
Obligations and Activities of Business Associate

2.01	Non-Disclosure of Protected Health Information.  Business Associate shall not use or disclose Protected Health Information other than as permitted or required by this Agreement or the Contract or as Required By Law.

2.02	Safeguards.  Business Associate agrees to use appropriate safeguards to prevent use or disclosure of Protected Health Information other than as provided for by this Agreement or the Privacy Rule.  Business Associate agrees to implement administrative, physical, and technical safeguards, along with policies and procedures, that reasonably and appropriately protect the confidentiality, integrity, and availability of the electronic Protected Health Information that it creates, receives, maintains or transmits on behalf of HCBD and to utilize Secured Protected Health Information in connection with the performance of Services under this Agreement.

2.03	Mitigation.  Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known to Business Associate relating to a use or disclosure of Protected Health Information by Business Associate in violation of the requirements of this Agreement or the Contract.

2.04	Reporting of Violations.  Subject to Section 2.05, Business Associate agrees to report to HCBD any use or disclosure of Protected Health Information not provided for by this Agreement or the Contract within thirty (30) days of such disclosure or Business Associate’s knowledge of such disclosure.   Business Associate agrees to report to HCBD any security incident (within the meaning of 45 C.F.R. § 164.304) of which Business Associate becomes aware.

2.05	Breach of Unsecured Protected Health Information.  To the extent that the Business Associate knows or has reason to know that there has been a Breach or suspected Breach of Unsecured Protected Health Information, the Business Associate is required to identify the Individual whose Unsecured Protected Health Information has been acquired, accessed, used or disclosed and to notify HCBD of such Breach without reasonable delay, but no later than five (5) days after discovery of the Breach. Upon discovering the Breach, the Business Associate is required to (a) identify the entity to which the information was impermissibly disclosed, (b) determine whether or not the entity is subject to the HIPAA and the Privacy Rule, (c) identify the type and amount of Protected Health Information disclosed, (d) determine whether the disclosure poses a significant risk of financial, reputational, or other harm to the Individual, and (e) if the improperly disclosed Unsecured Protected Health Information is returned, determine if the information was returned before being accessed for an improper purpose.

2.06	Notice of a Breach of Unsecured Protected Health Information.  In the event of a Breach involving Unsecured Protected Health Information, the Business Associate, with the prior written approval of HCBD, will notify the affected Individuals without unreasonable delay, but no later than thirty (30) days after discovery of the Breach (“notice date”).  The notice will include (a) a brief description of the incident,  (b) the date the Breach occurred, (c) the date the Breach was discovered, (d) the type of Protected Health Information involved, (e) steps the Individual should take to protect him/herself from potential harm resulting from the Breach, (f) a brief description of steps HCBD has taken to investigate, mitigate losses and protect against further Breaches, and (g) contact information for Individuals to ask questions, including a toll-free number, e-mail address, website or postal address.  To the extent that the Breach involves more than 500 residents of a single state or jurisdiction, the Business Associate shall provide to HCBD, no later than the notice date, the information necessary for HCBD to prepare the notice to media outlets as set forth in 45 C.F.R. § 164.406.  To the extent that the Breach involves 500 or more Individuals, the Business Associate shall provide to HCBD, no later than the notice date, the information necessary for HCBD to prepare the notice to the Secretary of HHS, as set forth in  45 C.F.R. § 164.408. To the extent that the Breach involves less than 500 Individuals, the Business Associate shall maintain a log of such Breaches and provide such log to HCBD for submission to HHS.  The Breach log shall be provided by Business Associate to HCBD on an annual basis, not later than sixty (60) days after the end of the calendar year.

2.07	Audits.  Business Associate shall permit HCBD to audit Business Associate’s compliance with the Privacy Rule, Security Rule and this Agreement upon reasonable prior notice and in a reasonable manner.  HCBD shall pay for any such audits.

2.08	Agents and Contractors.  Business Associate agrees to ensure that any of Business Associate’s agents, including any subcontractors, to whom it provides Protected Health Information received from, or created or received by Business Associate on behalf of HCBD, agrees to the same restrictions and conditions that apply through this Agreement to Business Associate with respect to such information by entering into a business associate agreement with each such agent, including any subcontractors.   Business Associate also agrees to ensure that any Business Associate employee or agent, including any subcontractor to whom it provides Protected Health Information received from, or created or received by Business Associate on behalf of HCBD agrees to implement reasonable and appropriate safeguards to protect such Protected Health Information.  Business Associate and HCBD agree that the Business Associate is not the agent of HCBD at any time under this Agreement.

2.09	Sanctions.  Business Associate agrees to apply appropriate sanctions against any Business Associate employee or agent, including a subcontractor, with access to Individuals’ Protected Health Information who fails to comply with HCBD’s, or the Business Associate’s health information privacy policies and procedures.

2.10	Amendment of Protected Health Information.  Business Associate agrees to make appropriate amendments to Protected Health Information in a Designated Record Set that either HCBD or an Individual requests pursuant to procedures established under 45 C.F.R. § 164.526.  To the extent Business Associate is requested by an Individual to amend his or her Protected Health Information, Business Associate shall communicate its approval or denial of such request to the Individual pursuant to procedures to be mutually agreed upon in advance by the Parties.

2.11	Disclosure of Internal Practices, Books, and Records.  Business Associate agrees to make internal practices, books, and records (including policies and procedures) relating to the use and disclosure of Protected Health Information received from, or created or received by Business Associate on behalf of HCBD, available to HCBD or, at the request of HCBD, to the Secretary, in a time and manner requested by HCBD or designated by the Secretary, for purposes of the Secretary determining HCBD’s compliance with the Privacy Rule.

2.12	Access to Protected Health Information.  To the extent that either HCBD or an Individual requests to inspect or obtain a copy of Protected Health Information (as provided for in 45 C.F.R. § 164.524) that may be in the possession or control of the Business Associate or its agents or subcontractors, or that exists in a Designated Record Set, Business Associate shall respond in the time and manner requested by HCBD or, as directed by HCBD, to an Individual, provided that compliance with the request would not result in a violation of HIPAA or the Privacy Rule.

2.13	Documentation of Disclosures.  Business Associate agrees to document disclosures of Protected Health Information and information related to such disclosures as would be required for HCBD to respond to a request by an Individual for an accounting of disclosures of Protected Health Information in accordance with 45 C.F.R. § 164.528.  At a minimum, such documentation shall include:  (i) the date of each disclosure; (ii) the name of the entity or person who received Protected Health Information and, if known, the address of the entity or person; (iii) a brief description of the Protected Health Information disclosed; (iv) the disclosures of Protected Health Information that occurred during the six-year period prior to the date of the request for an accounting (or any shorter period of time requested by the Individual) and that are otherwise subject to the accounting requirement in 45 C.F.R. § 164.528; (v) a brief statement of the purpose of the disclosure that reasonably informs the Individual of the basis for the disclosure or, if applicable, in lieu of such a statement, a copy of the Individual’s authorization and a copy of the written request for  disclosure.

2.14	Accounting for Disclosures.  Business Associate agrees to provide to HCBD or an Individual, in a time and manner mutually determined by the Parties, information collected in accordance with Section 2.11 of this Agreement so as to permit HCBD to respond to a request by an Individual for an accounting of disclosures of Protected Health Information in accordance with 45 C.F.R. § 164.528, provided, however, that to the extent that HCBD uses or maintains an electronic health record with respect to Protected Health Information, Business Associate shall provide such accounting to the Individual (or, upon the request of HCBD, to HCBD for delivery to the Individual) of the disclosures required for the three-year period immediately preceding the date on which the accounting is requested.  The accounting of disclosures through electronic health records shall not be required earlier than the earliest applicable date established by the Secretary of HHS.

2.15	Facilitate the Exercise of Privacy Rights.  Business Associate agrees to establish procedures that allow Individuals to exercise their rights under the Privacy Rule, including the right to (i) inspect and obtain copies of records and documents within the possession or control of the Business Associate that contain the Individual’s Protected Health Information; (ii) request amendments to their Protected Health Information; (iii) receive an accounting of disclosures of their Protected Health Information by Business Associate; (iv) request restrictions on the use or disclosure of Protected Health Information; and (v) receive communications regarding Protected Health Information at alternative locations or by alternative means.  Business Associate agrees that, to the extent that an Individual requests restrictions with respect to the disclosure of Protected Health Information, and such restrictions relate to disclosure to HCBD for purposes of carrying out payment or health care operations (but not treatment), and the Protected Health Information pertains solely to a health care item or service for which the health care provider involved has been paid out of pocket in full, such restriction shall be followed.

2.16	No Waiver of Rights.  HCBD and Business Associate shall not require Individuals to waive their health information privacy rights as a condition for treatment, payment, enrollment or eligibility for benefits.

2.17	Responses to Subpoenas.  In the event that Business Associate receives a subpoena, discovery request or other lawful process, with or without an order from a court or administrative tribunal, arising out of or in connection with HCBD or this Agreement including, but not limited to, any use or disclosure of Protected Health Information or any failure in Business Associate’s health data security measures, Business Associate shall fully comply with the notice and protective action obligations set forth in 45 C.F.R. § 164.512(e) in accordance with Business Associate’s standard policy and procedures regarding subpoenas, discovery requests, and other lawful processes which shall be communicated to HCBD upon request.

2.18	Electronic Transactions.  To the extent required under HIPAA (including the Standards for Electronic Transactions at 45 C.F.R. Parts 160 and 162), Business Associate agrees to use or conduct, in whole or part, standard transactions and utilize code sets or identifiers under the Privacy Rule for or on behalf of HCBD as detailed under the Privacy Rule or HIPAA (including the Standards for Electronic Transactions at 45 C.F.R. Parts 160 and 162).  Business Associate shall also require any subcontractor or agent to also comply with such electronic transaction requirements under HIPAA (including the Standards for Electronic Transactions at 45 C.F.R. Parts 160 and 162).

2.19	Security Standards.  Business Associate acknowledges that it may need to issue and change procedures from time to time to improve electronic data and file security, and agrees that such measures shall be at least as stringent as may be required by the Privacy Rule or the Security Rule, as applicable.  Notwithstanding the foregoing, Business Associate agrees and acknowledges that it shall at all times use an HHS- Approved Technology for all Protected Health Information that is in motion, stored or to be destroyed.

2.20	Disclosures to Designated HCBD Representatives.  HCBD shall identify for Business Associate, in writing, certain the employees of HCBD who are authorized to discuss Protected Health Information with Business Associate in connection with an Individual’s claim for benefits from HCBD.  To the extent that Business Associate is contacted by any such designated representative in connection with an Individual’s claim for benefits from HCBD, Business Associate shall treat such inquiry as relating to “treatment, payment or healthcare operations” within the meaning of the Privacy Rule and shall provide the information permitted under such Privacy Rule.

2.21	Notice of Privacy Practices.  HCBD shall prepare and distribute a notice of privacy practices as required by the Privacy Rule.  If Business Associate maintains a web site on behalf of HCBD that provides information about HCBD’s participant services or benefits, Business Associate shall make the notice of privacy practices available electronically through the web site and shall make certain that the notice of privacy practices is prominently posted on the web site.

2.22	Insurance.  Business Associate shall maintain insurance as required by the Contract and appropriate and adequate insurance coverage for Business Associate’s obligations pursuant to this Agreement.

2.23	Ownership.  The parties agree that the PHI is, and shall remain, the property of HCBD.	

2.24	Minimum Necessary Standard.  Business Associate shall apply the HIPAA minimum necessary standard to any use or disclosure of PHI necessary to achieve the purposes of the Contract and this Agreement.  Business Associate shall make uses, disclosures and requests for PHI consistent with HCBD’s minimum necessary policies and procedures.

2.25	Representation and Warranty of Business Associate.  Business Associate represents and warrants that, at all times during the term of the Contract and this Agreement and at such other times as may be indicated, Business Associate: (i) is duly organized or incorporated and validly existing under the laws of the jurisdiction of its organization; (ii) has all requisite powers, licenses, and permits; (iii) has undertaken all actions and has fulfilled all conditions to use, disclose, or receive PHI and to enter into, perform under and comply with its obligations under this Agreement and the Contract; (iv) shall comply with, and as applicable, shall require its directors, officers, and employees to comply with, applicable federal, state, and local laws and State’s policies, procedures, and notice of privacy practices; (v) is not and has not ever been excluded, barred, or otherwise ineligible from participation in any government health care benefits program, including but not limited to Medicare, Medicaid, CHAMPUS, or Tricare; (vi) has not ever received, and if applicable has taken appropriate steps to ensure that its directors, officers and employees have ever received, a Criminal Conviction, as defined below, relating to health care; and (vii) shall comply with, and, as applicable, shall require its directors, officers and employees to comply with, its duties and obligations pursuant to this Agreement and the Contract, which duties and responsibilities shall survive the termination of this Contract for any reason.  For purposes of this Agreement, “Criminal Conviction” shall mean (a) a judgment of conviction has been entered against the entity or individual by a federal, state or local court, regardless of whether an appeal is pending or the judgment of conviction or other record relating to criminal conduct has been expunged; (b) a finding of guilt against the individual or entity that has been accepted by a federal, state or local court; (c) a plea of guilty or nolo contendere by the individual or entity that has been accepted by a federal, state or local court; or (d) the entering into participation in a first offender, deferred adjudication or other arrangement or program where judgment of conviction has been withheld.  If any of the above representations or warranties is no longer accurate, Business Associate shall immediately inform HCBD.

ARTICLE III
Permitted Uses and Disclosures by Business Associate

3.01	General Uses and Disclosures.  Except as otherwise limited by this Agreement, Business Associate agrees to create, receive, use or disclose Protected Health Information only in a manner that is consistent with this Agreement, the Privacy Rule and the Security Rule, and only in connection with providing Services to HCBD, provided that such creation, receipt, use or disclosure would not violate the Privacy Rule or Security Rule if done by HCBD, or the minimum necessary policies and procedures of HCBD.

3.02	Use and Disclosure for Treatment, Payment and Health Care Operations.  In providing Services, Business Associate shall be permitted to use and disclose Protected Health Information for purposes of “treatment, payment and health care operations” in accordance with the Privacy Rule.  Any communication by Business Associate that is about a product or service and that encourages recipients of the communication to purchase or use the product or service shall not be considered a health care operation for purposes of 45 C.F.R. Part 164, subpart E, unless the communication is made in accordance with 45 C.F.R. § 164.501 and is approved in writing by HCBD. 

3.03	Use and Disclosure for Public Health, Health Oversight and Law Enforcement Purposes.  In providing Services, Business Associate shall be permitted to use and disclose Protected Health Information, in accordance with the Privacy Rule, (i) to provide needed information to government agencies engaged in public health, health oversight, law enforcement, and otherwise as Required by Law; and (ii) to report violations of law to appropriate Federal and State authorities, consistent with 45 C.F.R. § 164.502(j)(1).

3.04	Use for Management and Administration of Business Associate.  Except as otherwise limited in this Agreement, Business Associate may use Protected Health Information for the proper management and administration of the Business Associate (defined as those uses arising in the ordinary course of its business and as is customary in its industry) or to carry out the legal responsibilities of the Business Associate.  Any such use shall be in accordance with the uses and disclosures permitted by the Privacy Rule.  Business Associate may not use or disclose PHI in a manner that would violate Subpart E of 45 C.F.R. Part 164 if done by HCBD except for the specific uses and disclosures set forth in this Agreement.

3.05	Disclosure for Management and Administration of Business Associate.  Except as otherwise limited in this Agreement, Business Associate may disclose Protected Health Information for the proper management and administration of the Business Associate provided that the disclosures are Required by Law, or Business Associate (i) obtains the prior written approval of HCBD for such use or disclosure, and (ii) obtains reasonable assurances from the person to whom the information is to be disclosed that (A) the information shall remain confidential, (B) the information shall be used or further disclosed only as Required by Law or for the purpose for which it was disclosed to the person, and (C) the person shall notify the Business Associate of any instances of which it is aware in which the confidentiality of the information has been breached.

3.06	Use for Data Aggregation Services.  Except as otherwise limited in this Agreement, Business Associate may use Protected Health Information to provide Data Aggregation Services relating to the health care operations of HCBD as permitted by 45 C.F.R. § 164.504(e)(2)(i)(B).

3.07	Prohibition on Sale of Electronic Health Records or Protected Health Information.  Effective with respect to exchanges occurring after the date that is six (6) months after issuance of final regulations, and except as provided in this Agreement or otherwise excepted under HITECH, Business Associate shall not directly or indirectly receive remuneration in exchange for any Protected Health Information of an Individual unless HCBD or Business Associate has received a valid authorization (within the meaning of 45 C.F.R. § 164.508) that includes a specification that the Protected Health Information can be further exchanged for remuneration by the entity receiving the Protected Health Information of that Individual.


ARTICLE IV
Obligations of HCBD

4.01	Obligations to Notify Business Associate.

(a) Limitations in Notice of Privacy Practices.  HCBD shall notify Business Associate of any limitations in HCBD’s notice of privacy practices provided in accordance with the requirements of 45 C.F.R. § 164.520, to the extent such limitations may affect Business Associate’s use or disclosure of Protected Health Information.

(b) Changes in Permission by Individual for Use of Disclosure.  HCBD shall notify Business Associate of any changes in, or revocation of, permission by an Individual to use or disclose Protected Health Information, if and to the extent that such changes affect Business Associate’s use or disclosure of Protected Health Information. 

(c) Agreements to Restrict Use or Disclosure.  HCBD shall notify Business Associate of any restrictions on the use or disclosure of Protected Health Information or a request for confidential communication that HCBD has agreed to pursuant to and in accordance with the requirements of 45 C.F.R. § 164.522, or shall direct Individuals to make any such request directly to Business Associate if and to the extent that such restriction or request may affect Business Associate’s use or disclosure of Protected Health Information.

4.02	Permissible Requests by HCBD.  HCBD shall not request Business Associate to use or disclose Protected Health Information in any manner that would not be permissible under the Privacy Rule or Security Rule if done by HCBD, except that HCBD may request that Business Associate perform Data Aggregation services pursuant to the provisions of Section 3.06 of this Agreement.

ARTICLE V
Term and Termination

5.01	Term.  This Agreement shall terminate when all of the Protected Health Information provided by HCBD to Business Associate, or created or received by Business Associate on behalf of HCBD, is destroyed or returned to HCBD or, if it is infeasible to return or destroy Protected Health Information, protections shall be extended to such information, in accordance with the termination provisions in this Article V.

5.02	Termination for Cause.  Upon HCBD’s knowledge of a material breach of this Agreement by Business Associate, HCBD shall either (i) provide an opportunity for Business Associate to cure the breach or end the violation, and terminate this Agreement if Business Associate does not cure the breach or end the violation within the time agreed to by the Parties; or (ii) immediately terminate this Agreement if a cure is not possible.  If neither termination nor cure is feasible, HCBD shall report the violation to the Secretary.

5.03	Effect of Termination.

(a)	Return or Destruction of Protected Health Information.  Except as provided in Section 5.03(b) of this Agreement, upon termination of this Agreement for any reason, Business Associate shall return or destroy (in accordance with the HHS-Approved Technology) all Protected Health Information received from HCBD, or created or received by Business Associate on behalf of HCBD. This provision shall apply to Protected Health Information that is in the possession of subcontractors or agents of Business Associate.  Business Associate shall retain no copies of the Protected Health Information.

(b)	Extension of Protections for Retained Protected Health Information.  In the event that Business Associate determines that returning or destroying the Protected Health Information is infeasible, Business Associate shall provide to HCBD notification of the conditions that make return or destruction infeasible.  Upon mutual agreement of the Parties that return or destruction of Protected Health Information is infeasible, Business Associate shall extend the protections of this Agreement to such Protected Health Information and limit further uses and disclosures of such Protected Health Information to those purposes that make the return or destruction infeasible, for so long as Business Associate maintains such Protected Health Information.  The obligations of the Business Associate under this Agreement shall survive termination of this Agreement with respect to that Protected Health Information that Business Associate is unable to return or destroy.

ARTICLE VI
Miscellaneous

6.01	Regulatory References.  A reference in this Agreement to a section in the Privacy Rule or the Security Rule means the section in the respective regulations, as amended and in effect at the relevant time.

6.02	Amendment.  The Parties agree to take such action as is necessary to amend this Agreement from time to time in order for HCBD to comply with the requirements of the Privacy Rule, the Security Rule, HIPAA, and HITECH.  All references to “C.F.R.” are to the Code of Federal Regulations as amended and in effect at the relevant time.

6.03	Survival.  The respective rights and obligations of Business Associate under this Agreement shall survive the termination of this Agreement.

6.04	Interpretation.  The parties specifically incorporate the provisions of this Agreement in the Contract, and this Agreement shall be deemed an integral part of the Contract.  Except where the Agreement conflicts with the Contract, all other terms and conditions of the Contract remain unchanged.  The parties agree that, if an inconsistency exists between the Contract and this Agreement, the provisions of this Agreement will control. Any ambiguity in this Agreement, or in determining controlling provisions, shall be resolved in favor of an interpretation that permits HCBD to comply with HIPAA and other federal, state and local laws and that provides the greatest privacy and security protections for PHI.  In the event of an inconsistency between the provisions of this Agreement and mandatory provisions of HIPAA, as amended, HIPAA shall control.  Where provisions of this Agreement are different from those under HIPAA, but are nonetheless permitted by HIPAA, the provisions of this Agreement shall control.

6.05	Complete Integration.  This Agreement constitutes the entire agreement between the Parties with respect to HIPAA,HITECH, the Privacy Rule, and the Security Rule, and supersedes all prior negotiations, discussions, representations or proposals, whether oral or written, unless expressly incorporated herein, related to the subject matter of the Agreement.  Unless expressly provided otherwise herein, this Agreement may not be modified unless in writing signed by the duly authorized representatives of the Parties.

6.06	Severability A declaration by any court, or any other binding legal source, that any provision of the Contract is illegal and void shall not affect the legality and enforceability of any other provision of the Contract, unless the provisions are mutually dependent. 
  
6.07	No Third-Party Beneficiaries.  Except as expressly provided for in the Privacy Rule, the Security Rule, and the Agreement, there are no third-party beneficiaries to this Agreement.  Business Associate’s obligations, unless expressly noted herein, are only to HCBD.

6.08	Successors and Assigns.  Business Associate shall not assign, transfer or subcontract any portion of the Agreement without HCBD’s express written consent, as required by section 18-4-141, MCA. This Agreement shall inure to the benefit of and be binding upon the successors and assigns of HCBD and Business Associate.  This Agreement shall automatically be assigned to any entity to which the Agreement is properly assigned.

6.09	Confidentiality.  Except as otherwise provided for in the Privacy Rule, the Security Rule, or this Agreement, no Party shall disclose the terms of this Agreement to any third party without the remaining Party’s written consent.

6.10	Counterparts.  This Agreement may be executed in two or more counterparts, each of which may be deemed an original.

6.11	Applicable Laws.  Business Associate represents and warrants that it shall comply with all applicable laws and regulatory requirements in the performance of this Agreement.  The Parties agree to enter into good faith discussions aimed at amending this Agreement from time to time to comply with the requirements of HIPAA, the Privacy Rule, the Standards for Electronic Transactions at 45 C.F.R. Parts 160 and 162, the Security Rule, and related regulations and technical pronouncements, provided, however, that Business Associate shall also be responsible for complying with any state privacy or data security rules that are not contrary (within the meaning of 45 C.F.R. § 160.202) to HIPAA, the Privacy Rule, the Security Rule and related regulations and technical pronouncements and, to the extent applicable, that are more stringent (within the meaning of 45 C.F.R. §§  160.202 and 160.203(b))  than a standard, requirement or implementation specification adopted under 45 C.F.R. Part 164.

6.12	Governing Law, Venue and Attorney Fees.  This Agreement is governed by the laws of Montana. Any litigation concerning this Agreement must be brought in the First Judicial District in and for the County of Lewis and Clark, State of Montana, pursuant to Mont. Code Ann. §  18-4-401. Each party shall pay its own costs and attorney fees.

6.13	Applicability to Separate Covered Entities.  If, and to the extent that, this Agreement applies to two or more separate “covered entities” (as defined in the Privacy Rule), the provisions of this Agreement regarding the permitted and required uses and disclosures (and limitations and conditions on such uses and disclosures) of Protected Health Information shall apply separately and independently to each such “covered entity”, except to the extent otherwise agreed to by the Parties.

6.14	Indemnification.  Business Associate will indemnify, hold harmless and defend HCBD from and against any and all claims, losses, liabilities, costs and other expenses incurred as a result of, or arising directly or indirectly out of or in connection with:  (i) any misrepresentation, breach of warranty or non-fulfillment of any undertaking on the part of Business Associate under this Agreement; and (ii) any claims, demands, awards, judgments, actions and proceedings made by any person or organization arising out of or in any way connected with Business Associate’s performance under this Agreement.

6.15	Assistance in Litigation or Administrative Proceedings.  Business Associate shall make itself, and any subcontractor, employee or agent assisting Business Associate, available to HCBD, at no expense to HCBD, to testify as witnesses, or otherwise provide support, in the event of litigation or administrative proceedings being commenced against HCBD based on a claimed violation of HIPAA or other laws relating to confidentiality, privacy or security of PHI, except where Business Associate or such other person is named an adverse party.

6.16	Waiver.  No change, waiver or discharge of any liability or obligation under this Agreement on any one or more occasions shall be deemed a waiver of performance of any continuing or other obligation, or shall prohibit enforcement of any obligation, on any other occasion.


IN WITNESS WHEREOF, the Parties have caused this Agreement to be executed by their duly authorized representatives.

THE PARTIES ACKNOWLEDGE THAT THEY HAVE READ THIS AGREEMENT, UNDERSTAND IT, AND AGREE TO BE BOUND BY ITS TERMS.

STATE OF MONTANA, DEPARTMENT	(INSERT BUSINESS ASSOCIATE NAME AND ADDRESS)	
OF ADMINISTRATION, HEALTH CARE		
AND BENEFITS DIVISION				

By:	_____________________________		By:	_____________________________

Name:	Marilyn Bartlett				Name:	_____________________________

Title:	Administrator				Title:	Member				

Date:______________________________		Date:	_____________________________


