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[bookmark: _Ref495285506][bookmark: _DV_M83]SOFTWARE as a SERVICE (SaaS) AGREEMENT
[bookmark: _DV_M84][bookmark: _DV_M85]This Software as a Service (SaaS) Agreement (“Agreement”), dated this _____ day of  February 2014 (“Effective Date”), is by and between [_____________], (“Provider”), whose address is [_____________] and the State of Montana, Department of Commerce (“the State”), whose address is 301 South Park, PO Box 200533, Helena, MT 59620.  The State and Provider are referred to individually as a “Party” and collectively as the “Parties.”  

In consideration of their mutual promises and covenants, the Parties agree as follows:

The following terms, as used in this Agreement and any attachments to the Agreement, have the meanings set forth in the definitions.

[bookmark: _DV_M86][bookmark: _Toc496591068][bookmark: _Ref509804071][bookmark: _Ref509804081][bookmark: _Toc509804089][bookmark: _Toc30919339][bookmark: _Toc30919549][bookmark: _Toc31094469][bookmark: _DV_M87]1.	DEFINITIONS 
[bookmark: _DV_M88][bookmark: _Toc30919341]
1.1	“Acceptance Date” means the first Business Day after the day the State accepts the SaaS Software Application or the SaaS Software Application is deemed accepted.

1.2	“Acceptance Period” means the period commencing on the installation date and continuing for 60 days during which the State shall determine if the SaaS Software Application is stable enough to support the State’s production processing.

1.3	“Affiliate” means public procurement units, as defined in section 18-4-401, MCA, that have the option of cooperatively purchasing with the State of Montana

1.4	“Business Day” means Monday through Friday less holidays observed by the State.

1.5	“Change Order Request” means the written document that the State gives to the Provider requesting changes to Provider’s duties under this Agreement.

1.6	“Change Order Response” means the written document that Provider gives to the State responding to the State’s Change Order Request.

1.7	“Confidential Information” means, subject to Montana’s Open Records Law, all written or oral information, disclosed by either Party to the other, related to the operations of either Party or a third party that has been identified as confidential or that by the nature of the information or the circumstances surrounding disclosure ought reasonably to be treated as confidential. With respect to the State, Confidential Information includes any and all information transmitted to or stored by Provider in connection with performance of its obligations under this Agreement, including, but not limited to, personally identifiable information (“PII”) of residents, employees or people included within the State’s data, including name, address, phone number, e-mail address, date of birth, social security number, patient records, credit card information, driver’s license number, account numbers, PINs and/or passwords, and any other information that could reasonably identify a person.

1.8	“Cooperative Purchasing” means the prices, terms, and conditions of a contract with the State may be offered to other Montana public procurement units (Affiliates) as defined in section 18-4-401, MCA.
[bookmark: _DV_M90][bookmark: _DV_M92][bookmark: _DV_M93][bookmark: _DV_M94][bookmark: _DV_M95][bookmark: _DV_M96]
[bookmark: _DV_C29][bookmark: _DV_C34][bookmark: _DV_C36][bookmark: _DV_M97][bookmark: _Toc30919347]1.9	“Documentation” means the user manuals and operator instructions related to the SaaS Software Application that are furnished by Provider to the State in any format, including paper and electronic, in conjunction with this Agreement.

1.10	“Initial Term” means the first period of this Agreement (February 23, 2014 through February 23, 2016).

[bookmark: _Toc61404691]1.11	“Non-subscription Services” means the services provided to the State by Provider under this Agreement that are not included in the definition of Subscription Services.  Non-subscription Services include, but are not be limited to, consulting, implementation, customization and other services provided to Client by Provider under this Agreement, together with all documentation provided by or otherwise required of Provider for any of the consulting, implementation, customization or other services it provides.

1.12	“Provider Information” means all techniques, algorithms and methods or rights thereto owned by or licensed to Provider during the term of this Agreement and employed by Provider in connection with the Subscription Services and the Non-subscription Services provided to the State.

[bookmark: _Toc514473270]1.13	“Provider Software” means software that was developed by or licensed to Provider independent of this Agreement and that Provider utilizes to provide the Subscription Services or the Non-subscription Services.

[bookmark: _Toc514473271]1.14	“SaaS Software Application” and “SaaS Software” mean the computer software to which Provider has granted the State access and use as part of the Subscription. This includes any customization, other derivative works, upgrades, releases, fixes, patches, or the like related to the software that Provider develops or deploys during the term of this Agreement, together with all Documentation provided by or otherwise required of Provider for any of the software, customization, other derivative works, upgrades, releases, fixes, patches or the like.
[bookmark: _Toc514473272]
[bookmark: _Toc514473266]1.15	“Service Levels” means the performance specifications for work performed by Provider under a Statement of Work.

1.16	“State’s Data” means any data created or in any way originating with the State, all data that is the output of computer processing of or other electronic manipulation of any data that was created by or in any way originated with the State, whether such data or output is stored on the State’s or Provider’s hardware, or exists in any system owned, maintained, or otherwise controlled by the State or Provider.

1.17	“Statement of Work” means a document executed by the Parties setting out Non-subscription  Services to be provided by Provider, together with other obligations and responsibilities of each Party related to such services, where such services and related obligations and responsibilities are not specified or otherwise provided for. 

1.18	“Subscription Services” means the State’s access to and use of and Provider’s provision of the SaaS Software Applications.

1.19	“Virus” means any undocumented malicious data, code, program, or other internal component (e.g., computer worm, computer time bomb or similar component), which could damage, destroy, alter or disrupt any computer program, firmware or hardware or which could, in any manner, reveal, damage, destroy, alter or disrupt any data or other information accessed through or processed by the SaaS Software Application in any manner.

1.20	“Work Product” means, except for the Provider Information, all deliverables and other materials, products or modifications developed or prepared for the State by Provider under this Agreement, including without limitation, any integration software or other software, all data, program images and text viewable on the Internet, any HTML code relating thereto, or any program code, including program code created, developed or prepared by Provider under or in support of the performance of its obligations under this Agreement, including manuals, training materials and documentation, but excluding the Provider Software.



2.	SUBSCRIPTION AND NON-SUBSCRIPTION SERVICES

[bookmark: _DV_M99][bookmark: _Toc514473249]2.1	Subscription and Non-subscription Services.  Provider shall provide the Non-subscription Services and the Subscription Services described in this Agreement.  As part of the Non-subscription Services and the Subscriptions Services, Provider shall manage the recordation of the State’s Data.  The Provider shall treat the State’s Data as Confidential Information.
[bookmark: _Toc514473250]
2.2	Statements of Work.  Any Non-subscription Services, including, but not limited to, consulting, implementation or customization services provided by Provider under this Agreement, shall be defined on uniquely numbered Statements of Work.  A sample statement of work is attached to this Agreement as Exhibit A-2.  Each Statement of Work shall be attached to, made a part of and subject to this Agreement.

2.3	Changes to Agreement.  Once executed, this Agreement, and any referenced attachments other than a Statements of Work, may be modified only by executing an Amendment.  Once executed, Statements of Work and their referenced attachments may be modified only by executing an Addendum to the applicable documents.

2.4	Order of Precedence If Conflict Arises.  If there is a conflict between the terms and conditions of this Agreement, Statement of Work, or other referenced attachment to this Agreement, the order of precedence is:
· First, the Statement of Work;
· Second, the other referenced attachment; and 
· Third, this Agreement.

[bookmark: _Toc514473254]If a conflict arises between the terms of two or more Statements of Work, the terms of the more/most recent Statement of Work prevail.  

2.5	Change Control.  During the term of this Agreement, the State may propose changes in the Subscription Services, the Non-subscription Services or Provider’s obligations under this Agreement. The State shall deliver a Change Order Request to Provider’s Liaison describing the proposed changes and establishing a period for Provider to respond.  Provider shall respond to the Change Order Request within the time stated by preparing at Provider’s expense and delivering to the State’s Liaison a Change Order Response, indicating: (i) the effect of the proposed changes on the amounts payable by the State under the Agreement, (ii) the effect of the proposed changes (a) to the Subscription Services, (b) the Non-subscription Services and (c) on Provider’s performance of its current obligations under the Agreement, (iii) the anticipated time required for implementation of the proposed changes, and (iv) any other information requested in the Change Order Request or necessary for the State to make an informed decision regarding the Change Order Response.  All Change Order Responses must be explicitly accepted by the State via an addendum or an amendment before any additional fees being incurred by the State.  Despite Subparagraph 2.2.3, if Provider fails to respond to State’s Change Order Request within the period allotted, Provider is deemed to have accepted the Change Order Request with no effect on associated fees, performance time or required resources.

Despite any other provision of this Agreement, Provider acknowledges and agrees that Provider is expected to accomplish normal and routine tasks associated with its obligations under this Agreement. No Provider requests for additional chargeable resources will be approved by the State for tasks the State deems to be normal and routine, including changes resulting from changes in federal, state or other laws, regulations ordinances or policies applicable to the site where the Subscription Services and Non-subscription Services are performed and delivered.

[bookmark: _Toc245272286]3.	RIGHT TO USE

Consistent with the terms and conditions of this Agreement, Provider grants the State an unlimited, transferable, non-exclusive right to access and to use the Subscription Services and the Non-subscription Services listed on any Statement of Work.

4.	EFFECTIVE DATE, DURATION, AND RENEWAL

[bookmark: _DV_M203][bookmark: _DV_M204][bookmark: _Toc30919390][bookmark: _Toc30919592][bookmark: _Toc31094515]4.1	Initial Term.  This Agreement remains in effect until the later of: (i) February 23, 2014, which is the expiration of the Initial Term or (ii) the termination or expiration of the last active Statement of Work, unless terminated earlier consistent with the terms of this Agreement.  The Parties may not sign new Statements of Work after the Expiration Date.  However, this Agreement remains in effect for all Statements of Work whose expiration dates (including extensions and renewals) extend beyond the Expiration Date. 

4.2	Renewals.  The State may renew this Agreement at its option in one-year intervals. The State shall notify Provider in writing at least 30 days before expiration of the existing term whether the State intends to renew or let this Agreement expire.  If the State fails to notify Provider of its intentions within this timeframe, the Agreement expires at the end of the existing term by operation of this Paragraph.  This Agreement and any renewals may not exceed 10 years.

5.	PAYMENTS

5.1	Payment Amounts.  The State shall pay Provider for the Subscription Services and the Non-Subscription Services, if any, the amounts set forth in the applicable Statement of Work.

5.2	Payment Terms   Unless otherwise specified in a Statement of Work, Provider shall invoice the State for the Subscription Services and the Non-Subscription Services following the Acceptance Period.  The State shall pay Provider within 30 days after receipt of a complete and accurate invoice.  If Provider renders Subscription Services and Non-Subscription Services to the State during a month, Provider shall bill for these services at the end of the month in which the services were provided.  If the Provider fails to meet its obligations during the Acceptance Period, then the State has no obligation to pay for the services until the Provider meets its obligations.

5.3	Taxes.  The fees paid to Provider under this Agreement are inclusive of any applicable sales, use, personal property, value added or other taxes attributable to the Subscription Services and the Non-subscription Services provided during the term of this Agreement and based upon or measured by Provider’s cost in providing the Subscription Services and the Non-subscription Services, including all personal property and use taxes, if any, due on equipment or software owned by or licensed to Provider.

The State has no obligation to pay any such taxes or amounts: (i) that are based upon Provider’s net income; (ii) that are due in whole or in part because of any failure by Provider or its agents to file any tax return or information required by law, rule or regulation; or (iii) that are due in whole or part in connection with the perfection of Provider’s security interest in any product.

Provider shall defend, indemnify and hold the State harmless against, any penalty, interest, or additional tax that may be assessed or levied as a result of the failure or delay of Provider or its agents to file any tax return or information required by law, rule or regulation.  

5.4	Withholding of Payment.  The State may withhold disputed payments to the Provider under this Agreement. The withholding may not be greater than, in the aggregate, fifteen percent (15%) of the total value of the Agreement. With respect to payments subject to milestone acceptance criteria, the State may withhold payment only for such specific milestone if and until the subject milestone criteria are met. Provider is not relieved of its performance obligation if such payment(s) is withheld.

5.5	Invoice Payment Terms.  Unless otherwise noted in the solicitation document, the State has 30 days to pay invoices, as allowed by 17-8-242, MCA.  Provider shall provide banking information at the time of Agreement execution in order to facilitate the State’s electronic funds transfer payments.

5.6	Cost Increase by Mutual Agreement.  After the Agreement’s initial term and if the State agrees to a renewal, the Parties may agree upon a cost increase.  The State is not obligated to agree upon a renewal or a cost increase.  Any cost increases must be based on demonstrated industry-wide or regional increases in Provider's costs.  Publications such as the Federal Bureau of Labor Statistics and the Consumer Price Index (CPI) for all Urban Consumers may be used to determine the increased value.

5.8	Reference to Agreement.  The Agreement number MUST appear on all invoices, packing lists, packages, and correspondence pertaining to the Agreement.  If the number is not provided, the State is not obligated to pay the invoice.

5.9	Tax Exempt.  The State is Tax Exempt (81-03022402).

6.	WARRANTIES
[bookmark: _Toc514473282]
6.1	Performance Warranty.  Provider represents and warrants that: (a) Subscription Services provided and Non-subscription Services provide under a Statement of Work shall be provided and performed by qualified personnel in a professional, workmanlike manner, consistent with the prevailing standards of the industry; (b) it shall use industry best practices to fulfill its obligations under each Statement of Work; and (c) any deliverables provided by Provider shall operate in conformance with the terms of this Agreement and the applicable Statements of Work.
[bookmark: _Toc514473283]
[bookmark: _Toc514473284]6.2	Authority Warranty.  Provider warrants that it has all authority necessary to provide for the State’s access and use of the Subscription Services and the Non-subscription Services for the purposes set forth in this Agreement, in any Statement of Work.  Provider further represents and warrants that sale, licensing or use of any of the Subscription Services and of the Non-subscription Services furnished under this Agreement does not and shall not infringe, misappropriate or otherwise violate any third party’s intellectual property rights.

6.3	Software Warranty.  Unless otherwise expressly provided in this Agreement or a  Statement of Work, Provider for itself and for and on behalf of its service providers, licensors, employees and agents warrants that: (a) the functions contained in the Subscription Services and in any Non-subscription Services provided under this Agreement  meet the State’s requirements, (b) the operation of the Subscription Services and any Non-subscription Services is uninterrupted and error free, (c) the Subscription Services and any Non-subscription Services  have the capacity to meet the demand during the times specified and in the Statement(s) of Work for Non-subscription Services and (d) the Subscription Services work with Provider’s future recommended minimum technical specifications required to access and utilize the SaaS Software specified and consistent with service levels, as well as future releases of web browsers, and shall have both forward and backward functionality.  Provider shall be liable for any damages that the State may suffer arising out of use of, or inability to use, the Subscription Services and Non-subscription Services provided under this Agreement. Without limitation, Provider’s indemnification obligation under this section includes any claim, damage, loss or expense arising from or in connection with any act by an agent, contractor, subcontractor, consultant, or employee of Provider that results in, or is intended by such agent, contractor, subcontractor, consultant, or employee to result in, harmful or otherwise unauthorized access into any of the State’s systems, data, the State’s Confidential Information, or the State’s technology.
[bookmark: _Toc514473286]
6.4	Warranty Against Undisclosed Illicit Code.  Provider warrants that, unless authorized in writing by the State, any software program or any other part or portion of the Subscription Services or Non-subscription Services developed by Provider, passed through to the State from third parties under this Agreement or provided to the State by Provider for use by Provider or the State shall:
1. Not contain any hidden files;
1. Not replicate, transmit or activate itself without control of a human operating the computing equipment on which it resides;
1. Not alter, damage or erase any data or computer programs without control of a human operating the computing equipment on which it resides;
1. Not contain any key, node lock, time-out or other function, whether implemented by electronic, mechanical or other means, that restricts or may restrict use or access to any software programs, Subscription Services or Non-subscription Services developed or data created under this Agreement, based on residency on a specific equipment configuration, frequency of duration of use or other limiting criteria;
1. Not contain any Virus, malicious, illicit or similar unrequested code, whether known or unknown to Provider; and
1. Not use electronic self-help, including but not limited to preventing electronically the State’s further or continued use of and/or access to the Subscription Services, Non-subscription Services or any software or other portion thereof.

Despite any provision in this Agreement to the contrary, if any Subscription Service or Non-subscription Service has any of the foregoing attributes (collectively “Illicit Code”), Provider is in material default of this Agreement, and no cure period shall apply.  At the request of and at no cost to the State, Provider shall remove any such Illicit Code from the licensed software as promptly as possible.

To protect the State from damages that may be caused intentionally or unintentionally by the introduction of Illicit Code into the State’s computer systems, no software may be installed, executed or copied onto the State’s equipment without an express warranty to the State that Illicit Code does not exist.  Such warranty shall be set forth on an exhibit attached to and made a part of this Agreement.

Provider agrees that if any dispute arises with the State regarding an alleged breach of this Agreement, Provider shall not use any type of electronic means to prevent or interfere with the State’s use of any portion of the Subscription Services and Non-subscription Services.  Provider understands that a breach of this provision could foreseeably cause substantial harm to the State and to numerous third parties having business relationships with the State.

[bookmark: _DV_M205][bookmark: _DV_M206][bookmark: _Toc496591074][bookmark: _Toc509804095][bookmark: _Toc30919353][bookmark: _Toc30919555][bookmark: _Toc31094475]7.	PROVIDER SECURITY RESPONSIBILITIES

[bookmark: _DV_M112][bookmark: _Toc496591075][bookmark: _Toc509804096][bookmark: _Toc30919354][bookmark: _Toc30919556][bookmark: _Toc31094476][bookmark: _DV_M113]7.1	Security.

[bookmark: _DV_M117]7.1.1	Provider shall provide a secure environment for all of the State’s Confidential Information and any hardware and software (including servers, network and data components) to be provided or used by Provider as part of its performance under this Agreement. Provider represents that the security measures it takes in performance of its obligations under this Agreement are, and will at all times remain, at the highest of the following (collectively referred to as “Security Best Practices”): (i) Privacy & IT Security Best Practices (as defined by NIST 800-53, and the State security policies and procedures); (ii) the security requirements and event reporting procedures set forth in Exhibit B  to this Agreement; and (iii) standard procedures for the provision of similar services and access to networks containing confidential information. Provider’s failure to comply with Security Best Practices in fulfilling its obligations under this Agreement constitutes a breach of this Agreement. Additionally, Provider shall contractually require any subcontractors or agents with access to the State’s Confidential Information to adhere to such Security Best Practices.

[bookmark: _Toc497795955]7.1.2	The State (or its designated representatives) may annually or more frequently as reasonably requested by the State, at the State’s expense, to conduct an audit to verify that Provider is operating in accordance with Security Best Practices. Such audit may include a review of all aspects of Provider’s performance under this Agreement, including, but not limited to: (i) software development practices and procedures; (ii) network, operating system, database and application configuration controls; (iii) general controls and security practices and procedures; (iv) disaster recovery and back-up procedures; (v) change and problem management processes and procedures; (vi) invoice processing; (vii) service level compliance including compliance by Provider’s subcontractors and agents; (viii) network and system vulnerability and risk analysis; and (ix) resource consumption. Provider shall cooperate with the State in conducting any such audit, and shall allow the State reasonable access, during normal business hours and upon reasonable notice, to all pertinent records, documentation, computer systems, data, personnel and processing areas as the State deems necessary to accurately and effectively complete such audit. The State shall take reasonable steps to ensure that such audit will not materially impact Provider’s business or operations. Provider shall promptly correct any deviations from Security Best Practices that are identified in any security audit.

[bookmark: _DV_M118]7.2	Provider shall, throughout the Initial Term and any renewal, make available such resources, including Provider personnel, as are reasonably required to: (a) train designated employee(s) of the State in the use of the Application; (b) support the obligations of the State provided in Section 4; (c) develop modifications to the Application as agreed to by the Parties in any Exhibit hereto; and (d) otherwise support the Application as provided under this Agreement and any Attachments or Exhibits hereto. Provider shall also make available to the State technical support for the Application within one business day of receiving inquiries by electronic mail or telephone and respond to problems or issues in accordance with the service levels and warranties set forth in this Agreement and exhibits. In addition, Provider shall provide the State with the name and contact information for key programmers who are familiar with the source code for the Application, and shall make such programmers available for transition purposes if the State terminates this Agreement for cause.

[bookmark: _DV_M119][bookmark: _DV_M121][bookmark: _Toc496591078][bookmark: _Toc509804099][bookmark: _Ref495285628][bookmark: _Toc30919357][bookmark: _Toc30919559][bookmark: _Toc31094479][bookmark: _DV_M122]8.0	COMPLIANCE WITH LAWS

 The Provider shall, in performance of work under this Agreement, fully comply with all applicable federal, state, or local laws, rules, and regulations, including the Montana Human Rights Act, the Civil Rights Act of 1964, the Age Discrimination Act of 1975, the Americans with Disabilities Act of 1990, and Section 504 of the Rehabilitation Act of 1973.  Any subletting or subcontracting by the Provider subjects subcontractors to the same provision. In accordance with section 49-3-207, MCA, the Provider agrees that the hiring of persons to perform this Agreement will be made on the basis of merit and qualifications and there will be no discrimination based upon race, color, religion, creed, political ideas, sex, age, marital status, physical or mental disability, or national origin by the persons performing this Agreement.

[bookmark: _DV_M123][bookmark: _DV_M128][bookmark: _DV_M132][bookmark: _DV_M136][bookmark: _Toc496591080][bookmark: _Toc509804101][bookmark: _Toc30919359][bookmark: _Toc30919561][bookmark: _Toc31094484]

9.0	INDEMNITY

[bookmark: _Toc514473297]9.1	Provider Indemnity Obligations.  Without limitation, Provider’s indemnification under this section includes any claim, damage, loss or expense arising from or in connection with any act by any agent, contractor, subcontractor, consultant, or employee of Provider that results in, or is intended by such agent, contractor, subcontractor, consultant, or employee to result in malicious, harmful or otherwise unauthorized access into any of the State’s systems, data, the State’s Confidential Information or the State’s technology.

Provider shall (a) defend the State against any claim that the products or Subscription Services and Non-subscription Services in the aggregate or any part or portion of them, which are delivered by Provider, infringe a patent, trademark, copyright, trade secret or other proprietary right globally; and (b) pay all costs, damages and attorney fees incurred.  In addition to defending the State as stated above, if a claim occurs or, in Provider’s opinion, is likely to occur, Provider shall, at its sole option and expense, either (i) procure for the State the right to continue using the Subscription Services and Non-subscription Services in question or (ii) replace or modify the infringing Subscription Services and Non-subscription Services in total or in part so that they become non-infringing; provided that none of the benefits to the State of the Subscription Services’ or Non-subscription Services’ functionality are adversely affected by such replacement or modification.
[bookmark: _Toc514473298]
9.2	State Indemnity Obligations.  State shall (a) defend Provider against any claims by Third Parties arising from the State’s use of the Subscription Services and Non-subscription Services provided by Provider where such usage by the State is contrary to this Agreement or to agreed-to Documentation provided by Provider; provided, however, such indemnification shall exclude (i) proprietary rights infringement claims under Paragraph 9.1 and (ii) claims for bodily injury or damages to tangible personal property proximately caused by the act, error or omission of Provider, and (b) pay costs, damages and attorney fees finally awarded against Provider and any settlement costs incurred as a result of such claims.
[bookmark: _Toc514473299]
9.3	Conditions.  With regard to the indemnification provisions in Paragraphs 9.1 and 9.2, the indemnifying Party shall be notified as soon as practicable of any such claim and shall have the right to control the defense of all such claims and related lawsuits or proceedings.  In no event shall the indemnified Party settle any such claim, lawsuit or proceeding without the indemnifying Party’s prior approval, which will not be unreasonably withheld, delayed or conditioned. Each Party shall provide the other with reasonable cooperation required for the defense and settlement.

[bookmark: _Toc514473300]10.	LIMITATION OF LIABILITY

This limitation does not apply to direct damages described as: (a) losses by either Party for bodily injury or damage to real property; (b) indemnification obligations; (c) in the instance of software licensing, claims against Provider for the presence of Illicit Code; (d) liability resulting from the gross negligence or willful misconduct of a Party; or (e) any breach of confidentiality obligations contained in this Agreement.

The following shall be considered direct damages and Provider shall not assert that they are incidental or consequential damages to the extent they result from Provider’s failure to perform its obligations in accordance with the terms of this Agreement: (i) costs and expenses of recreating or reloading any of the State’s lost, stolen or damaged information; (ii) costs and expenses of implementing a work-around plan in respect of a failure by Provider to perform all or any part of its obligations under this Agreement; (iii) costs and expenses of replacing lost, stolen or damaged equipment, software and materials; (iv) costs and expenses incurred by the State to correct errors in software maintenance and enhancements provided as part of Provider’s performance under this Agreement; (v) costs and expenses incurred by the State to procure from an alternate supplier, all or any part of the Subscription Services and Non-subscription Services, the performance of which is the obligation of Provider under this Agreement; (vi) costs and expenses incurred by the State due to loss of income, profit, interest or savings.

[bookmark: _Toc245272292][bookmark: _Toc514473301]11.	DEFAULT AND REMEDIES
[bookmark: _Toc514473302][bookmark: _Toc399226393][bookmark: _Toc395087501][bookmark: _Toc394284950]
11.1	Default.

11.1.1	Provider Default.  Provider shall be in default if it fails to perform or comply with any material term or condition of this Agreement.

11.1.2	Client Default.  Subject to Paragraph 12.4 (Provider Independent Obligation to Perform), Client shall be in default if: (i) Client fails to make a payment required under this Agreement within 30 days from Client’s receipt of a correct, valid, timely and undisputed invoice; or (ii) Client fails to perform or comply with any material term or condition of this Agreement.

11.1.3	Default by Either Party.  Subject to federal bankruptcy law, either Party shall be in default if such Party: (i) ceases to do business as a going concern (a corporate consolidation, merger, reorganization or acquisition through which a Party may be succeeded in its business by another entity shall not in and of itself be deemed to be ceasing to do business); (ii) makes a general assignment for the benefit of creditors; (iii) files for insolvency or bankruptcy or seeks to enter receivership; or (iv) authorizes, applies for or consents to the appointment of a trustee or liquidator of all or a substantial part of its assets or has proceedings seeking such appointment commenced against it that are not resolved within 30 days of such commencement.

[bookmark: _Toc514473303][bookmark: _Toc399226394][bookmark: _Toc395087502][bookmark: _Toc394284951]11.2	Default Notice.  Upon the occurrence of a default as defined in this Section, the non-defaulting Party shall issue a notice of default to the other Party.  The non-defaulting Party may terminate this Agreement for cause 30 days following the defaulting Party’s receipt of the notice of default unless the default is cured by the defaulting Party within the 30 day cure period.

[bookmark: _Toc399226396][bookmark: _Toc395087504][bookmark: _Toc394284953][bookmark: _Toc514473304]11.3	Remedies.

[bookmark: _Toc514473305]11.3.1	State Default.  If the State is in default under the provisions set forth above, the sum of the following amounts shall be due and payable to Provider within 30 days of final determination of the State’s default:  all correct, valid, timely and undisputed invoices not paid by the State for the period the State is determined to be in default.
[bookmark: _Toc514473306]
11.3.2	Provider Default.  In the event of a determination of Provider’s default under the provisions set forth above, and without limitation on the remedies available to Client under any Statements of Work, for Provider’s delay or failure to meet all required Service Levels, the State has the following remedies: (i) terminate this Agreement to the extent of the terms and conditions contained in the relevant Statement of Work; (ii) pursue the recovery of actual damages arising out of such default; (iii) seek specific performance by Provider of its obligations under this Agreement; and/or (iv) invoke alternative remedies as may be specified in this Agreement or any Statement of Work. 

[bookmark: _Toc514473307]11.4	No Exclusive Remedies.  Except as otherwise expressly provided in this Agreement, the rights and remedies provided in this Agreement are cumulative and not exclusive of any rights or remedies the State may have at law or in equity or otherwise.  The State’s remedies with respect to any matter under this Agreement are not limited to the remedies set forth herein; provided, however, neither Party shall receive duplicative recoveries.  Each Party shall have a duty to mitigate damages for which the other Party is responsible.  A default by one Party under this Agreement as to the terms in a specific Statement of Work shall not affect the other Party’s rights under this Agreement as to any other Statement of Work under which such Party is not in default.
[bookmark: _Toc514473308][bookmark: _Toc245272293]


12.	TERMINATION AND TERMINATION SUPPORT
[bookmark: _Toc514473309][bookmark: _Toc394284955][bookmark: _Toc395087506][bookmark: _Toc399226398]
12.1	Termination for Convenience.  The State, in its sole discretion, may terminate this Agreement in whole or in part upon 90 days’ prior written notice to Provider. 
[bookmark: _Toc514473310]
12.2	Termination for Cause.  If Provider fails to perform any of its obligations or breaches any representations or warranties under this Agreement and such failure is not cured within 15 calendar days after notice is given to Provider, the State, upon further notice to Provider, may terminate this Agreement as to all or part of the Subscription Services and Non-subscription Services being or to be provided by Provider under the respective Statement of Work as of the date specified in the notice of termination.  Unless otherwise agreed in writing, termination of this Agreement shall also automatically terminate all Statements of Work that are incomplete at the time of termination.  Termination of one Statement of Work shall have no effect on any other Statement of Work or this Master Software as a Service Agreement.
[bookmark: _Toc514473311]
12.3	Termination for Insolvency.  Despite anything to the contrary and if allowed under federal bankruptcy law, the State may terminate this Agreement if the Provider (a) terminates or suspends its business, (b) becomes subject to any bankruptcy or insolvency proceeding under federal or state statute, (c) becomes insolvent or becomes subject to direct control by a trustee, receiver or similar authority or (d) has wound up its business or is liquidated, voluntarily or otherwise. 
[bookmark: _Toc514473312]
12.4.	Provider’s Independent Obligation to Perform.  Because of the critical importance of the obligations undertaken by Provider under this Agreement to the State’s operations, the substantial expertise that Provider has represented it shall utilize in connection with the fulfillment of such obligations and the State’s reliance on such expertise for the fulfillment of its business objectives, Provider assumes an independent obligation to continue performance of its obligations in all respects regardless of any dispute that may arise between the State and Provider in connection with any claims by Provider that the State has materially breached its obligations under this Agreement.  This independent obligation shall continue for 180 days from the date upon which the State receives written notice of such alleged breach from Provider.  Provider undertakes this independent obligation without prejudice to any rights or remedies it may otherwise have in connection with any dispute between Provider and the State.
[bookmark: _Toc514473313]
12.5	Obligations of the Parties.  Within 10 days after expiration or termination of this Agreement, each Party shall return to the other Party all tangible portions of the other Party’s proprietary materials and Confidential Information, including any hardware and any software or, upon request by either Party, destroy all proprietary materials and Confidential Information and all copies thereof, and certify in writing that they have been destroyed.  Termination or expiration of this Agreement does not relieve either Party of its obligations regarding confidentiality and nondisclosure.
[bookmark: _Toc514473314]
12.6	Termination Assistance.  Upon expiration or termination of all or part of the Subscription Services or Non-subscription Services being provided under this Agreement or any Statement of Work and upon the State’s request, Provider shall provide the following termination assistance:  Provider shall continue to provide the Subscription Services and Non-subscription Services that were provided by Provider before the expiration or termination and any new services requested by the State that may be required to facilitate the transfer of the affected Subscription Services and Non-subscription Services to the State, a third-Party service provider or other State designee, as applicable, including providing to the State or third party personnel training in the performance of the affected Subscription Services and Non-subscription Services.  Further, Provider, upon the State’s request, shall assign to the State all third-party licenses used to provide Subscription Services and Non-subscription Services to the State.  At no additional cost, Provider shall provide to the State and any designated third-party service provider: (i) in writing, applicable requirements, standards, policies, operating procedures and other documentation relating to the affected execution environment of the Subscription Services and Non-subscription Services; and (ii) necessary access to the systems and sites from which the affected Subscription Services and Non-subscription Services were provided, subject to the State’s right to review same.  Provider shall provide the termination assistance outlined in this Paragraph for a period of up to 12 months, unless otherwise specified in a Statement of Work.  Immediately upon expiration or termination of this Agreement or a Statement of Work, Provider shall provide the State with a final export of State Data in a format specified by the State and shall certify the destruction of all State Data within the possession of Provider that is solely related to the expired or terminated Subscription Services and Non-subscription Services.

[bookmark: _Toc514473315][bookmark: _Toc245272294]13.	PROPRIETARY RIGHTS
[bookmark: _Toc514473316]
[bookmark: _Toc514473317]13.1	Provider Ownership.  The Provider Information is and shall remain the Provider’s property unless it is in the public domain.  Provider grants to the State a perpetual, irrevocable, royalty free, unrestricted right to use, modify, transfer and maintain the Provider Information.  Except as otherwise provided in Paragraph 13.2 below, or as may be expressly agreed in any Statement of Work, Provider retains title to and ownership of any hardware owned and made available by Provider for provision of the Subscription Services and Non-Subscription Services.

13.2	State Ownership.  The State retains title to and all ownership rights in State Data but grants Provider the right to access and use State Data for the purpose of complying with its obligations under this Agreement and any applicable Statement of Work.  The State also retains title and ownership to that certain source and object code that is made available by it or developed by Provider for the State and that is embedded in the hardware and software used by Provider to provide Subscription Services and Non-subscription Services to the State under this Agreement.  Such source code and object code will be accompanied by documentation that is sufficiently annotated. 

Unless otherwise specified in a Statement of Work, the State owns all Work Product. The State shall have all rights, title and interest, including ownership of copyright, in and to the Work Product and all copies and derivatives of the Work Product.

To the extent that any of the Work Product is not deemed a “work for hire” by operation of law, Provider irrevocably assigns, transfers and conveys, and shall cause Provider’s agents to irrevocably assign, transfer and convey, to the State without further consideration, all of its right, title and interest in and to such Work Product, including all rights of patent, copyright, trade secret or other proprietary rights in such materials.  Provider acknowledges that the State and the assigns of the State shall have the right to obtain and hold in their own name any intellectual property rights in and to such Work Product.  Provider agrees to execute any documents or take any other actions as may reasonably be necessary, or as the State may reasonably request, to perfect the State’s ownership of any such Work Product.

At no cost to the State, Provider shall (i) deliver to the State, upon the State’s request during the term of this Agreement or at the expiration or termination of all or part of Provider’s performance under this Agreement, a current copy of all Work Product in the form and on the media in use as of the date of the State’s request, or as of such expiration or termination, as the case may be; and (ii) upon the expiration or termination of this Agreement, destroy or erase all other copies of Work Product in Provider’s possession.

[bookmark: _DV_M145][bookmark: _Ref495285585][bookmark: _Toc496591092][bookmark: _Toc509804113][bookmark: _Toc30919373][bookmark: _Toc30919575][bookmark: _Toc31094498]14.	Confidential Information

[bookmark: _Toc61404721][bookmark: _Toc61404722]14.1	Ownership of Confidential Information.  The Parties acknowledge that during the performance of this Agreement, each Party will have access to certain of the other Party’s Confidential Information or Confidential Information of third parties that the disclosing Party is required to maintain as confidential. Both Parties agree that all items of Confidential Information are proprietary to the disclosing Party or such third party, as applicable, and shall remain the sole property of the disclosing Party or such third party.

[bookmark: _Toc61404723]14.2	Mutual Confidentiality Obligations.  Except as expressly provided otherwise in this Agreement, each  Party agrees as follows: (i) to use the Confidential Information only for the purposes described herein; (ii) that such Party will not reproduce the Confidential Information and will hold in confidence and protect the Confidential Information from dissemination to, and use by, any third party; (iii) that neither Party will create any derivative work from Confidential Information disclosed to such Party by the other Party; (iv) to restrict access to the Confidential Information to such of its personnel, agents, and/or consultants, if any, who have a need to have access; and (v) to return or destroy all Confidential Information of the other Party in its possession upon termination or expiration of this Agreement. Notwithstanding the foregoing, the State shall not be required to return Software if the subscription is paid for and the subscription terms have not been breached by the State.

14.3	Confidentiality Exceptions.  The provisions of Sections 14.1 and 14.2 do not apply to Confidential Information that (i) is publicly available or in the public domain at the time disclosed; (ii) is or becomes publicly available or enters the public domain through no fault of the recipient; (iii) is rightfully communicated to the recipient Party by persons not bound by confidentiality obligations; (iv) is already in the recipient’s possession free of any confidentiality obligations with respect to the time of disclosure; (v) is independently developed by the recipient; or (vi) is approved for release or disclosure by the disclosing Party without restriction. Despite the foregoing, each Party may disclose Confidential Information to the limited extent required (a) in order to comply with the order of a court or other governmental body, or as otherwise necessary to comply with applicable law, provided that the Party making the disclosure pursuant to the order shall, as early as reasonably possible under the circumstances, give written notice to the other Party and assist the other Party’s  reasonable effort to obtain a protective order; or (b) to assist the other Party, at its expense, in establishing its rights under this Agreement, including to make such court filings as it may be required to do.
[bookmark: _DV_M166][bookmark: _DV_M167][bookmark: _DV_M168][bookmark: _DV_M169][bookmark: _DV_M170][bookmark: _DV_M171][bookmark: _DV_M172][bookmark: _DV_M173][bookmark: _DV_M174][bookmark: _DV_M175][bookmark: _DV_M176][bookmark: _DV_M177][bookmark: _DV_M178][bookmark: _DV_M180][bookmark: _DV_M185][bookmark: _DV_M186][bookmark: _DV_M187][bookmark: _DV_M208][bookmark: _DV_M209][bookmark: _DV_M211][bookmark: _DV_M213][bookmark: _DV_M215][bookmark: _DV_M216][bookmark: _DV_M219][bookmark: _DV_M220][bookmark: _DV_M225][bookmark: _Toc31094521]
[bookmark: _Ref495286007][bookmark: _Toc496591112][bookmark: _Toc509804133][bookmark: _Toc30919396][bookmark: _Toc30919598][bookmark: _Toc31094527]15.	GENERAL PROVISIONS
[bookmark: _DV_M244][bookmark: _DV_M245][bookmark: _Toc496591114][bookmark: _Toc509804135][bookmark: _Toc30919398][bookmark: _Toc30919600][bookmark: _Toc31094529]
15.1	Required Insurance

15.1.1	General Requirements.  Provider shall maintain for the duration of the Agreement, at its cost and expense, insurance against claims for injuries to persons or damages to property, including contractual liability, which may arise from or in connection with the performance of the work by Provider, agents, employees, representatives, assigns, or subcontractors. This insurance shall cover such claims as may be caused by any negligent act or omission. 

15.1.2	Primary Insurance.  Provider's insurance coverage shall be primary insurance with respect to the State, its officers, officials, employees, and volunteers and shall apply separately to each project or location. Any insurance or self-insurance maintained by the State, its officers, officials, employees or volunteers shall be excess of Provider’s insurance and shall not contribute with it.

15.1.3	Specific Requirements for Commercial General Liability.  Provider shall purchase and maintain occurrence coverage with combined single limits for bodily injury, personal injury, and property damage of $1,000,000 per occurrence and $2,000,000 aggregate per year to cover such claims as may be caused by any act, omission, or negligence of Provider or its officers, agents, representatives, assigns or subcontractors. 

The State of Montana shall be named as an additional insured for its acts or omission and those of Provider.

15.1.4	Deductibles and Self-Insured Retentions.  Any deductible or self-insured retention must be declared to and approved by the State. At the request of the Sate either: (1) the insurer shall reduce or eliminate such deductibles or self-insured retentions as respects the State of Montana; or (2) at the expense of Provider, Provider shall procure a bond guaranteeing payment of losses and related investigations, claims administration, and defense expenses.
15.1.5	Certificate of Insurance/Endorsements.  Provider shall provide a certificate of insurance from an insurer with a Best’s rating of no less than A- indicating compliance with the required coverages. Provider shall provide the State 30 days’ advance written notice of any cancellation of coverage.

[bookmark: _DV_M247][bookmark: _DV_M248][bookmark: _Toc61404744]15.2	Assignment.  The Provider may not assign, transfer or subcontract any portion of this Agreement without the State’s express written consent.

15.3.	Access and Retention of Records.  The Provider shall provide the State, Legislative Auditor, or their authorized agents access to any records required to be made available by 18-1-118 MCA, in order to determine Agreement compliance.  The Provider shall create and retain records supporting this Agreement for a period of eight years after either the completion date of this Agreement or the conclusion of any claim, litigation, or exception relating to this Agreement taken by the State of Montana or a third party.

[bookmark: _DV_M250][bookmark: _Toc496591116][bookmark: _Toc509804137]15.4	Customer Data Backup.  Provider shall back up all State data appropriately to a storage device at Provider’s production datacenter for data recovery purposes. Data shall be stored for seven days at the production facility and at the disaster recovery facility for 30 days.

15.5	Disaster Recovery.  Despite the provisions of Paragraph 16.6, Provider shall be responsible for providing disaster recovery services if Provider experiences or suffers a disaster; Provider shall take all necessary steps to ensure that the State is not denied access to the Subscription Services and Non-subscription Services for more than five hours if there is a disaster to Provider Data, State Data or Provider Software necessary to provide the Subscription Services and the Non-subscription Services.  Provider shall maintain the capability to resume provision of the Subscription Services and the Non-Subscription Services from an alternative location and via an alternative telecommunications route in the event of a disaster that renders Provider’s data center unusable or unavailable.  If Provider fails to restore the Subscription Services and the Non-subscription Services within five hours of the initial disruption to service, or Provider declares more than two disasters in any 12 month period, the State may declare Provider to be in material default of this Agreement and the State may seek alternate services, which would have otherwise been provided under this Agreement, from third parties.  Provider shall reimburse the State for all costs reasonably incurred by the State in obtaining such alternative services, with payment to be made within 30 days of the State’s written request for such payment.

[bookmark: _Toc394284973][bookmark: _Toc395087524][bookmark: _Toc399226416][bookmark: _Toc514473334]15.6	Security.  The State shall have the right to enter Provider’s premises, or such other premises where the State’s Data is stored or processed, with 48 hours’ notice and within site security guidelines, for the purpose of verification of data security access procedures.  The State’s personnel or agents designated for this purpose shall not be delayed in their access to the physical facilities by more than fifteen (15) minutes.  The State’s representatives accessing the facility will confine their activities to those areas storing and/or processing State Data in the usual course of Provider’s business and areas where such data is stored and/or processed.  The State agrees not to verify Provider’s data security access procedures more than twice per year, unless (i) the State provides notice to Provider of a deficiency in security procedures as a result of such inspection, which will allow the State to re-inspect in the manner described until such deficiency is corrected, or (ii) the State has reason to suspect that the State Data or property is not being protected as set forth in this Agreement

[bookmark: _DV_M251][bookmark: _DV_M252][bookmark: _Toc496591117][bookmark: _Toc509804138][bookmark: _Toc30919401][bookmark: _Toc30919603][bookmark: _Toc31094532]15.6	Force Majeure.  Neither Party shall be responsible for delays or failure to fulfill its obligations under this Agreement due to causes beyond its reasonable control. Such causes include without limitation, acts or omissions of government or military authority, acts of God, materials shortages, transportation delays, fires, floods, labor disturbances, riots, wars, terrorist acts or any other causes, directly or indirectly beyond the reasonable control of the nonperforming party.  However, the non-delayed party may terminate or suspend its performance under this Agreement if the delayed party fails to perform it obligations under this Agreement for more than 15 consecutive calendar days.  The State’s payment obligations are suspended automatically if it is denied access to the Subscription Services for more than five hours in any 24- hour period.

[bookmark: _Toc496591118][bookmark: _Toc509804139][bookmark: _Toc30919402][bookmark: _Toc30919604][bookmark: _Toc31094533][bookmark: _DV_M256]15.7	Notices.  All notices, reports, invoices and other communications required or permitted hereunder to be given to or made upon any Party hereto in writing, shall be addressed as provided below and shall be considered as properly given if (a) sent by an express courier delivery service which provides signed acknowledgments of receipt; or (b) deposited in the U.S. certified or registered first class mail, postage prepaid, return receipt requested. All notices shall be effective upon receipt. For the purposes of notice, the addresses of the Parties shall be as set forth below; provided, however, that either Party shall have the right to change its address for notice hereunder to any other location by giving not less than 5 days’ prior written notice to the other Party in the manner set forth above.

[bookmark: _DV_M257][bookmark: _DV_M269][bookmark: _DV_M315]State:
[bookmark: _DV_M316][bookmark: _DV_M317]Liaison:	
[bookmark: _DV_M318]Phone:	
[bookmark: _DV_M319]Fax:	

[bookmark: _DV_M271][bookmark: _Toc496591119][bookmark: _Toc509804140][bookmark: _Toc30919403][bookmark: _Toc30919605][bookmark: _Toc31094534]Provider:
Liaison:
Phone: 
Fax: 

[bookmark: _DV_M272][bookmark: _DV_M273][bookmark: _Toc496591120][bookmark: _Toc509804141][bookmark: _Toc30919404][bookmark: _Toc30919606][bookmark: _Toc31094535]15.8	Choice of Law and Venue.  This Agreement is governed and construed by the laws of Montana, excluding its conflict of laws principles.  All disputes arising from or in connection with this Agreement, whether in contract, tort, or otherwise, shall also be governed by the laws of Montana, excluding its conflict of laws principles. The parties agree that any litigation concerning this Agreement must be brought in the First Judicial District in and for the County of Lewis and Clark, State of Montana.  Each party shall pay its own costs and attorney fees. (18-1-401, MCA)

[bookmark: _DV_M274][bookmark: _DV_M275][bookmark: _Toc496591121][bookmark: _Toc509804142]15.9	  Severability.  A declaration by any court, or any other binding legal source, that any provision this Agreement is illegal and void shall not affect the legality and enforceability of any other provision of the Agreement, unless the provisions are mutually dependent.

[bookmark: _DV_M361][bookmark: _DV_M276][bookmark: _DV_M277][bookmark: _Toc31094537]15.10	Relationship of the Parties.  Nothing in this Agreement is intended or shall be construed to create or establish any agency, partnership or joint venture relationship between the Parties. The Parties expressly disclaim such relationship, agree that they are acting solely as independent contractors hereunder and agree that the Parties have no fiduciary duty to one another or any other special or implied duties that are not expressly stated in this Agreement. Provider has no authority to act as agent for, or to incur any obligations on behalf of or in the name of, the State or its Affiliates.

[bookmark: _DV_C84][bookmark: _DV_M278][bookmark: _DV_M279][bookmark: _Toc496591123][bookmark: _Toc509804144][bookmark: _Toc30919407][bookmark: _Toc30919609][bookmark: _Toc31094539]15.11	Personnel Conduct.  Provider shall be solely responsible for the conduct of its employees and subcontractors working on-site at the State under the terms of this Agreement and shall ensure that such employees and subcontractors comply with the State's site safety, security, information security and personnel conduct rules and procedures, including drug screening, as well as applicable federal, state and local laws. The State reserves the right to require the immediate removal from the State’s premises of any employee, subcontractor or agent of Provider who the State believes has failed to so comply, or whose conduct or behavior is unacceptable or unprofessional or results in a security or safety breach.

[bookmark: _Toc514473323]15.12	No Waiver.  No waiver of any obligation or breach of this Agreement constitutes a waiver of any other obligation or breach of the same or any other provision of the Agreement on a future occasion. No waiver is effective unless made in writing.   

15.13	Entire Agreement.  This Agreement supersedes all prior discussions and agreements between the parties regarding the subject matters covered in this Agreement. This is the entire agreement of the Parties.  The Agreement may be amended, supplemented, or modified only by a written instrument signed by the Parties’ authorized representatives.

16.	EXECUTION

THE PARTIES have executed the Agreement by their authorized representatives as of the Effective Date. 

Montana Department of Commerce	(INSERT CONTRACTOR'S NAME)
PO Box 200533	(Insert Address)
Helena, MT 59620	(Insert City, State, Zip)
	FEDERAL ID # 
	
BY:    Meg O’Leary/Commerce Director__________ 	BY: ________________________________	
  (Name/Title)	(Name/Title)
	
	
__________________________________________	___________________________________		
(Signature)	(Signature)
	
DATE: ____________________________________ 	DATE:  ______________________________	
	
	
Approved as to Legal Content:	
	
__________________________________________		
Legal Counsel	(Date)	
	
Approved as to Form:	
	
__________________________________________	
Procurement Officer	(Date)	
State Procurement Bureau	

Chief Information Officer Approval:

The Contractor is notified that pursuant to section 2-17-514, MCA, the Department of Administration retains the right to cancel or modify any contract, project, or activity that is not in compliance with the Agency's Plan for Information Technology, the State Strategic Plan for Information Technology, or any statewide IT policy or standard.

__________________________________________			
Chief Information Officer	(Date)
Department of Administration



EXHIBIT A
PRIVACY AND IT SECURITY

The following is not intended to be an all-inclusive list of security services and obligations necessary to comply with Security Best Practices, but is intended to capture key elements of such a program.  The State reserves the right to modify the obligations set forth in this Exhibit B or add new obligations, and any such modified or new security requirement, specification or event reporting procedures shall become effective 30 days after written notice thereof from the State.
1.	Definitions.
“Security Policies” mean statements of basic principles for securing Provider information consistent with Security Best Practices and applicable laws and regulations. Typically, Security Policies are high level instructions to management on how the organization is to be run with respect to Security Best Practices.
“Security Procedures” mean step-by-step actions taken to achieve and maintain compliance with Security Best Practices.
“Security Technical Controls” mean any hardware, software or administrative mechanisms necessary to enforce Security Best Practices in accordance with the terms of this Agreement as methods for addressing security risks to information technology systems and relevant physical locations, or implementing related policies. Security Technical Controls specify technologies, methodologies, implementation procedures, and other detailed factors or other processes to be used to implement Security Policy elements relevant to specific groups, individuals, or technologies.

2.	Information Security Policy. Provider represents and warrants that it has established and during the Term it will at all times enforce:
(a)	Security Policies, Security Procedures, and Security Technical Controls;
(b)	A security incident management program;
(c)	A security awareness program;
(d)	Business continuity and recovery plans, including regular testing;
(e)	Rigorous change control procedures; and
(f)	Procedures to conduct periodic independent security risk evaluations to identify critical information assets, assess threats to such assets, determine potential vulnerabilities, and provide for timely remediation.
3.	Physical Access. Provider represents and warrants that it has established and during the Term it will at all times enforce:
(a)	Physical protection mechanisms for all information assets and information technology to ensure such assets and technology are stored and protected in appropriate data centers;
(b)	Appropriate facility entry controls limiting physical access to systems that store or process data;
(c)	Processes to ensure access to facilities is monitored is and restricted on a “need to know” basis; and
(d)	Controls to physically secure all Confidential Information and to properly destroy such information when it is no longer needed;
4.	Logical Access. Provider represents and warrants that it has established and during the Term it will at all times enforce:
[bookmark: _Ref495227664][bookmark: _Toc497795967](a)	Appropriate mechanisms for user authentication and authorization in accordance with a “need to know” policy;
(b)	Controls to enforce rigorous access restrictions for remote users, contractors and service providers;
(c)	Timely and accurate administration of user account and authentication management;
(d)	Processes to ensure assignment of unique IDs to each person with computer access;
(e)	Processes to ensure Provider-supplied defaults for passwords and security parameters are changed and appropriately managed ongoing;
(f)	Mechanisms to track all access to Confidential Information by unique ID;
(g)	Mechanisms to encrypt or hash all passwords; and
(h)	Processes to immediately revoke accesses of inactive accounts or terminated/transferred users.
5.	Security Architecture and Design. Provider represents and warrants that it has established and during the Term it will at all times maintain:
(a)	A security architecture that reasonably assures delivery of Security Best Practices;
(b)	Documented and enforced technology configuration standards;
(c)	Processes to encrypt Confidential Information in transmission and storage;
(d)	Processes to ensure regular testing of security systems and processes;
(e)	A system of effective firewall(s) and intrusion detection technologies necessary to protect Confidential Information; and
(f)	Database and application layer design processes that ensure web site applications are designed to protect the information data that is collect, processed, and transmitted through such systems.
6.	System and Network Management. Provider represents and warrants that it has established and during the Term it will at all times maintain:
(a)	Mechanisms to keep security patches current;
(b)	Processes to monitory, analyze, and respond to security alerts;
(c)	Appropriate network security design elements that provide for segregation of data;
(d)	Anti-virus software; and
(e)	Processes to regularly verify the integrity of installed software.
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